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Executive Summary

Insikt Group is actively tracking what is almost certainly ongoing malign influence activity associated
with the Russia-linked influence operation network Doppelganger, targeting Ukrainian, United States
(US), and German audiences through inauthentic news sites and social media accounts.’
Doppelganger’s influence activity suggests a high level of sophistication and strategic planning. We
uncovered advanced obfuscation techniques, including manipulating social media thumbnails and
strategic first- and second-stage website redirects to evade detection, as well as the likely use of
generative artificial intelligence (Al) to create inauthentic news articles. Doppelgénger’s evolving tactics
suggest that the network is willing to invest in extra measures to evade detection and circumvent
countermeasures. Our observations into Doppelganger are almost certainly related to Doppelganger
findings from late October and early November 2023 reported by Russian investigative outlet The
Insider, citing research from the Russian influence investigative group Bot Blocker / antibot4navalny
Project, as well as coverage from France 24 and The Times.

We identified a first influence campaign with hundreds of social media accounts engaged in
coordinated inauthentic behavior (CIB) targeting Ukrainian audiences. These accounts shared links to
inauthentic articles impersonating multiple reputable Ukrainian news organizations. Inauthentic articles
spread narratives undermining Ukraine’s military strength, political stability, and international
relationships with Ukraine’s Western allies.?

In a second and third influence campaign targeting US and German audiences, respectively, we
identified 6 original, yet inauthentic, news outlets likely linked to Doppelganger actively producing
malign influence content that is later promoted on social media with an identical process as observed in
Doppelganger’s Ukrainian-focused campaign. The second campaign (targeting US audiences) promotes
US election-related content through the likely use of Al-generated articles, actively fuels hostile
rhetoric toward the LGBTQ+ community and amplifies anti-LGBTQ+ sentiment, criticizes US military
competence, and amplifies political divisions around US support for Ukraine. This campaign likely
intends to exploit US societal and political divisions ahead of the 2024 US election, undermine public
confidence in the competency of the US military and US security agreements internationally, and erode
public support for Ukraine. The third campaign (targeting German audiences) highlights Germany’s
economic and social issues, as well as broader themes of infighting among European allies, with the
likely intent to weaken confidence in German leadership, reinforce nationalist sentiment, and undermine
European unity.

Doppelganger exemplifies the enduring, scalable, and adaptable nature of Russian information warfare,
demonstrating strategic patience in campaigns aimed at gradually shifting public opinion and behavior.

"Insikt Group defines malign influence as effort undertaken by, at the direction of, on behalf of, or with the substantial support of, a government
with the objective of influencing, through overt or covert means — (A) the political, military, economic, or other policies or activities of a
sovereign government, including any election within a sovereign nation; or (B) the public opinion within a sovereign nation.

2 Meta defines Coordinated Inauthentic Behavior (CIB) as coordinated efforts to manipulate public debate for a strategic goal, in which fake
accounts are central to the operation. For additional information, please see the following:

https://about fb.com/news/tag/coordinated-inauthentic-behavior/



https://theins.ru/en/news/266351
https://theins.ru/en/news/266351
https://twitter.com/antibot4navalny/status/1719101557474512972
https://twitter.com/antibot4navalny/status/1719101557474512972
https://www.france24.com/en/tv-shows/truth-or-fake/20231102-russian-bots-use-the-war-between-israel-and-hamas-to-discredit-ukraine
https://www.thetimes.co.uk/article/kremlins-fake-news-websites-tell-a-different-story-about-ukraine-war-jc57h5k07?ref=disinfodocket.com
https://css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-securities-studies/resources/docs/NDC%20fm_9.pdf
https://about.fb.com/news/tag/coordinated-inauthentic-behavior/
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Doppelganger remains resistant to exposure by news organizations and the broader research
community through its ongoing evolution, highlighting the potential for it to have long-term societal
impacts such as the erosion of public trust, increased societal and political polarization, manipulation of
public policy, and the reinforcement of adversarial narratives aimed at destabilizing a specific target,
such as Ukraine and its Western allies. The likely use of generative Al to create written content
demonstrates not only an evolution in Doppelganger’s tactics but also the evolving use of Al in Russian
information warfare campaigns beyond other Al methods, such as deepfakes. As the popularity of
generative Al grows, malign influence actors, including Doppelganger, will very likely increasingly
leverage Al to produce scalable influence content.

In response, continued collaboration and public reporting across the public and private sectors remains
essential for raising public awareness and enhancing online literacy to combat malign influence. Media
organizations especially benefit from continued shared insights as these organizations should
proactively monitor for brand abuse during malign influence operations and issue takedowns where
appropriate.

Key Findings

e Insikt Group identified a Doppleganger influence campaign targeting Ukraine consisting of more
than 800 social media accounts engaged in automated CIB promoting inauthentic news articles
impersonating Ukrainian news organizations, utilizing first- and second-stage websites to
obfuscate the domain’s final destination.

e Despite the campaign’s high volume of CIB, we did not identify any significant engagement from
authentic social media users with any of the articles. Viewership and other engagement metrics
(reshares, likes, and replies) were negligible across the network.

e Insikt Group is currently tracking over 2,000 inauthentic social media accounts associated with
Doppleganger, demonstrating that Doppelganger remains a highly active influence operation
network.

e Insikt Group further identified 2 likely Doppelganger influence campaigns targeting US and
German audiences, consisting of 6 original but inauthentic news outlets actively producing and
disseminating malign content as original news and opinion outlets.

e One of these inauthentic news outlets, Election Watch, is likely leveraging generative Al to
produce news articles discussing US politics, political corruption, and US elections.

Background

Doppelganger is a persistent malign influence operation network impersonating international news and
media outlets with fake websites and headlines disseminating pro-Russian, anti-Ukrainian propaganda.
According to an initial September 2022 investigation by EU DisinfolLab, Doppelganger has been active

since at least May 2022. In November 2023, EU DisinfoLab reported Doppelganger’s activity in the US

and 7 European countries, targeting France and Germany most often. To date, Doppelganger has used
at least 3 social media platforms and the video hosting service DailyMotion to impersonate Western



https://www.disinfo.eu/doppelganger/
https://www.disinfo.eu/doppelganger-operation/
https://www.diplomatie.gouv.fr/IMG/pdf/20230612_np_viginum_synthese_rapport-campagne-rrn_vf_cle0aa6f9.pdf
https://www.disinfo.eu/doppelganger/
https://www.disinfo.eu/doppelganger-operation/
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media organizations as well as the French Ministry of Public Affairs, the German Ministry of the Interior,
and the North Atlantic Treaty Organization (NATO).

In December 2022, Meta attributed Doppelganger to 2 Russian companies: Structura National
Technologies and Social Design Agency. Social Design Agency’s client list includes several Russian
government agencies, local government entities, state-owned enterprises, and private companies in
Russia.® Earlier this year, Meta categorized Doppelganger as the “largest” and “most aggressively
persistent” malign network sponsored by Russia since 2017.

In June 2023, the French counter-influence service VIGINUM linked Doppelganger to Russia, supporting
Meta’s attribution. The French Ministry for Europe and Foreign Affairs condemned the campaign as an
attempt to “undermine the conditions for a peaceful democratic debate and therefore undermine
[France’s] democratic institutions”. In August 2023, the European Union (EU) formally sanctioned
Structura National Technologies and Social Design Agency for their involvement in Doppelganger. In
November 2023, the US Department of State attributed Doppelganger to Structura National
Technologies and Social Design Agency. Also in November 2023, the French foreign ministry accused
the Doppelganger network, along with the Doppelganger-linked Recent Reliable News outlet, of
attempting to “exploit international crises to sow confusion” in a “new operation of Russian online
interference” after assets in the network shared photos of spray-painted Stars of David on multiple
buildings in Paris. According to Le Monde, a network of Doppelganger accounts on social media began
sharing photos of the graffiti on October 28, 2023.

Campaign 1: Doppelganger Impersonates Ukrainian News
Organizations to Influence Ukrainian Audiences

In early November 2023, Insikt Group identified an influence campaign almost certainly conducted by
Doppelganger impersonating reputable Ukrainian news organizations in order to influence Ukrainian
audiences. We identified over 800 social media accounts engaged in automated CIB promoting links to
inauthentic news articles actively impersonating prominent Ukrainian news organizations — the
Ukrainian Independent Information Agency (UNIAN), Obozrevatel, and RBC-Ukraine — through
well-crafted domains impersonating the authentic domains of these news organizations, a malicious
technique also known as brandjacking. This influence campaign almost certainly targets Ukrainian
audiences with malign narratives seeking to undermine Ukrainian morale and public resolve and cast
doubt on Ukraine’s military capabilities, political stability, and international alliances. The following
points summarize the contents of malign narratives contained within the impersonating articles.

e One article attempting to impersonate Obozrevatel emphasized the alleged US prioritization of
Israel over Ukraine and questioned the EU’s ability to manage multiple conflicts at once. Another
article predicted a discouraging future for Ukraine’s military prospects, alleging both severe
casualties and ongoing military inadequacies, very likely aiming to convey an unsustainable war
effort and a loss of Western confidence.

8 https.//sp-agencyl.jru/



https://www.sgdsn.gouv.fr/files/files/20230719_NP_VIGINUM_RAPPORT-CAMPAGNE-RRN_EN1.pdf
https://www.lemonde.fr/en/pixels/article/2023/06/14/doppelganger-the-making-of-a-russian-disinformation-operation_6031599_13.html
https://public-assets.graphika.com/reports/graphika_report_summit_old_summit_new.pdf
https://about.fb.com/news/2022/09/removing-coordinated-inauthentic-behavior-from-china-and-russia/
https://www.npr.org/2023/08/29/1196117574/meta-says-chinese-russian-influence-operations-are-among-the-biggest-its-taken-d
https://www.diplomatie.gouv.fr/fr/politique-etrangere-de-la-france/securite-desarmement-et-non-proliferation/actualites-et-evenements-lies-a-la-securite-au-desarmement-et-a-la-non/2023/article/declaration-de-catherine-colonna-ingerences-numeriques-etrangeres-detection-par
https://defence-industry.eu/eu-sanctions-russian-disinformation-campaign/
https://www.state.gov/the-kremlins-efforts-to-covertly-spread-disinformation-in-latin-america/
https://www.france24.com/en/france/20231109-france-accuses-russia-of-online-interference-over-stars-of-david-graffiti-in-paris
https://www.lemonde.fr/en/france/article/2023/11/07/stars-of-david-graffiti-in-paris-russian-interference-suspected_6235378_7.html
https://web.archive.org/web/20231109030415/https://www.obozrevatel.ltd/ukr/politics-news/kakaja-chasha-perevesit.htm
https://web.archive.org/web/20231109030406/https://www.obozrevatel.ltd/ukr/politics-news/voevat-pridetsja-vsem.php
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e Several attempts to impersonate UNIAN Ukraine war coverage portrayed Ukraine’s military
strategy as flawed and expressed doubts about Ukraine’s ability to win against Russia. In another
example, a fake UNIAN article discussed a higher-than-reported casualty rate among Ukrainian
soldiers, raising guestions about the human cost associated with Ukraine’s defense and the
impact of substantial losses in Ukraine’s production capacity and capital.

e Articles impersonating RBC-Ukraine implied that Western support for Ukraine is waning, with
assertions that the US is considering redirecting military aid from Ukraine in support of Israel.
Another article suggested that the West is “actually destroying [Ukrainian President Volodymyr
Zelensky]” and that the US is planning to replace Zelensky in favor of former presidential adviser
Oleksiy Arestovych, whom the authors suggest is more favorable to the West than a “fed up”
Zelensky. Finally, a separate inauthentic RBC-Ukraine article criticized Ukraine’s alleged
expansion of military recruitment amid what the authors view as damaging personnel shortages

across industries.
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Figures 1and 2: Doppelgénger influence assets (Source: Inauthentic RBC-Ukraine [archived] and Obozrevatel [archived])

Other articles shared many common themes, including emphasizing Ukrainian military struggles and
portraying Ukraine’s Western allies as unreliable, untrustworthy, and collectively suffering from a
weakening resolve to support Ukraine. Many of these articles also reference current events, suggesting
that Ukrainian military recruitment is a failure, that Ukraine will inevitably suffer a catastrophic defeat in

Avdiivka, and that a harsh winter will “freeze” remaining Ukrainian support.
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https://web.archive.org/web/20231109022954/https://www.unian.pm/politics/nastuplenie-ili-oborona.php
https://archive.vn/DoGTy
https://web.archive.org/web/20231109025146/https://www.unian.pm/politics/na-uboj-otpravjat-vseh.php
https://web.archive.org/web/20231107191739/https://www.unian.pm/politics/ni-sveta-ni-rynka-ni-ljudej.php
https://web.archive.org/web/20231109023722/https://www.rbk.media/rus/news/novyj-sposob-ograbit-svoih.php
https://archive.vn/uRLlR
https://archive.vn/plJd2
https://archive.vn/uRLlR
https://web.archive.org/web/20231109030415/https://www.obozrevatel.ltd/ukr/politics-news/kakaja-chasha-perevesit.htm
https://web.archive.org/web/20231112182328/https://www.unian.pm/politics/zavist-granichaschaja-s-vostorgom.php
https://web.archive.org/web/20231110022136/https://www.obozrevatel.ltd/ukr/politics-news/v-boj-s-sablej-protiv-tanka.php
http://web.archive.org/web/20231110174903/https://www.rbk.media/rus/news/razdeljaemsja-i-umiraem.php
https://web.archive.org/web/20231112183112/https://www.unian.pm/politics/iz-nas-snova-hotjat-sdelat-oslov.php
https://web.archive.org/web/20231112183235/https://www.unian.pm/politics/dengi-konchilis.php
http://web.archive.org/web/20231110174443/https://www.rbk.media/rus/news/inostrantsy-uzhe-zakazyvajut-rekviem-po-ukraine.php
https://web.archive.org/web/20231112182507/https://www.rbk.media/rus/news/v-hod-pojdut-kulaki.php
http://web.archive.org/web/20231110174427/https://www.rbk.media/rus/news/zelenskomu-nuzhna-ocherednaja-mjasorubka.php
https://web.archive.org/web/20231112182625/https://www.rbk.media/rus/news/avdeevskij-kotel-skoro-zahlopnetsja.php
https://web.archive.org/web/20231112183122/https://www.obozrevatel.ltd/ukr/politics-news/k-zime-gotovy.php
https://web.archive.org/web/20231110023252/https://www.rbk.media/rus/news/a-ostavshihsja-vymorozit.php
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Figures 3 and 4: Doppelgénger articles dated November 10, 2023, impersonating UNIAN. (Left) Translated: “They Again Want
to Make Donkeys out of Us”: (Right) Translated: “The money ran out”. The inauthentic UNIAN domain is highlighted in orange
(Source: Inauthentic UNIAN (archived, 2))

Carol

Zelensky, the beggar's box of Ukraine, now allegedly for narcotics.
What's next?

B

'

¥, Mary
-

Zaluzhny's campaign is secretly being fostered. Zelensky should watch
out.

Figures 5 and 6: Memes and graphics published by Doppelgédnger-linked influence assets on social media
(Source: Mainstream social media platform)
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https://web.archive.org/web/20231112183112/https://www.unian.pm/politics/iz-nas-snova-hotjat-sdelat-oslov.php
https://web.archive.org/web/20231112183235/https://www.unian.pm/politics/dengi-konchilis.php
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Evolving Doppelganger Tactics to Create and Amplify Inauthentic
Media Outlets to Influence US and German Audiences

Insikt Group identified 2 additional likely Doppelganger campaigns using 6 original but inauthentic news
outlets targeting US (electionwatchl.]live, mypride[.]Jpress, warfareinsider[.Jus) and German
(besuchszweck][.]Jorg, grenzezank[.Jcom, hauynescherben/.]net) audiences. Doppelganger likely seeks
to utilize these manufactured outlets as original influence conduits to promote malign narratives to
undermine public confidence in elected leaders, weaken public support for domestic social and
economic policy, and foster animosity against a target country’s diplomatic policies and security
agreements with its allies. Unlike impersonating existing Western news sources, as commonly seen with
Doppelganger so far, these outlets appear to be an attempt to create seemingly new and original
outlets. This evolving approach likely aims to establish a long-term influence network by evading
detection efforts to identify inauthentic impersonators. That said, similar to existing Doppelganger
domains masked by multi-stage obfuscation techniques, we also note inauthentic social media
accounts seeking to use 2-stage redirects intended to evade detection and complicate research
efforts, with these domains often sharing technical attributes with other domains in the Doppelganger
network. For attribution of these domains back to Doppelgénger, please see Infrastructure and
Attribution to Doppelganger.

Campaign 2: Doppelganger Seeking to Influence US Audiences with
Inauthentic News Outlets Leveraging Al and Divisive Commentary on Social
Issues and US Military

In a likely Doppelganger campaign targeting US audiences, Insikt Group identified 3 inauthentic news
outlets focusing on US politics, social issues, and US military and foreign policy matters, each
attempting to act as original news organizations. Electionwatch/.]live is producing news articles related
to US politics and elections likely utilizing generative Al. Mypride[.]press actively fuels hostile rhetoric
and amplifies anti-LGBTQ+ sentiment. Finally, warfareinsider[.]Jus highlights US foreign policy and
military developments with a critical, politicized perspective.

Election Watch

Electionwatchl/.]live (Election Watch) is an inauthentic English-language political news outlet targeting
US audiences with content specific to US election cycles, political campaigning, polling, and more.
Advertising itself as the “go-to source for everything election-related”, the website attempts to present
itself as a balanced and non-partisan source of perspectives and issues in US politics, likely in an
attempt to build credibility with its audience. Periodically, the inauthentic news outlet seemingly
summarizes Western news coverage critical of the Biden administration, such as a November 2023
article suggesting President Biden’s popularity is fading with Black voters and other reporting indicating
Biden’s faltering approval figures broadly as a result of economic, social, and international security
policies.



https://web.archive.org/web/20230722011935/https://electionwatch.live/
https://web.archive.org/web/20231123153900/https://electionwatch.live/another-presidential-setback
https://web.archive.org/web/20231123154434/https://electionwatch.live/another-woke-initiatives
https://web.archive.org/web/20231123154520/https://electionwatch.live/birthday-present
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Election Watch content is likely Al-generated, as suggested by tools such as ZeroGPT, which flags
many articles on the site as partially or nearly wholly Al-written. Unlike other sources Insikt Group
tracked in this investigation, Election Watch lacks any significant bias, possibly due to the lack of
personality and opinion associated with Al authorship. Though Al-detection tools remain relatively
unreliable, a manual review of Election Watch articles suggests that Al was likely used. Indicators of
Al-generated use on Election Watch include simple and context-lacking titles, extensive use of
transitional words, such as “moreover” or “furthermore”, and common final paragraph structures, such
as those starting with “In_conclusion”. If confirmed, using Al to create content at scale demonstrates
another evolution in Doppelgénger tactics by possibly reducing or eliminating the need for human
administrators to author and produce influential content. The ability to create content at scale also
supports mitigating human errors associated with translation among many international languages.

—M Your Text is Most Likely Al/GPT generated

CAMPAIGNS CANDIDATES CORRUPTION ELECTIONS 2024 POLLS .

66.06%
| AIGPT*

Biden Administration Grapples With Escalating Crisis in the Middle East as

Humanitarian Aid Delays Mount

The Biden administration finds itself facing a formidable challenge in containing the

escalating crisis in the Middle East. Despite intense diplomatic efforts, President Joe

Biden and his top diplomat, Secretary of State Antony Blinken, have thus far been

: unsuccessful in convincing the Israeli government to temporarily halt its offensive
against Palestinian militants in order to facilitate the much-needed delivery of

K # humanitarian aid to Gaza.

HOME 1 U
I%ut}le’ é;,drts \ - As violence persists in the region, exacerbating tensions between Israel and
= ¢ i

A Palestine, the situation is rapidly deteriorating on both humanitarian and diplomatic
08:4£:3023 13:36

fronts. The Israeli military’s relentless airstrikes have left Gaza in ruins, resulting in a
growing death toll and a catastrophic strain on already limited resources.

Biden Administration Grapples With Escalating Crisis in the
Middle East as Humanitarian Aid Delays Mount

The Biden administration finds itself facing a formidable challenge in containing
the escalating crisis in the Middle East. Despite intense diplomatic efforts,
President Joe Biden and his top diplomat, Secretary of State Antony Blinken,

International concern for the dire humanitarian conditions in Gaza is mounting.
Countries across the globe have called on all parties involved to prioritize the safety

and well-being of civilians. There is growing sentiment that the immediate cessation
have thus far been unsuccessful in convincing the Israeli government to
temporarily halt its offensive against Palestinian militants in order to facilitate the
much-needed delivery of humanitarian aid to Gaza.

of hostilities could enable relief organizations to provide critical aid to thousands of

Gazans in desperate need.

Figures 7 and 8: (Left) Redirected article on Election Watch, titled “Futile Efforts’, claiming the Biden administration “Grapples
with Escalating Crisis in the Middle East as Humanitarian Aid Delays Mount”: (Right) ZeroGPT analysis indicates the text was
66.06% Al-generated (Source: Election Watch [archived])

MyPride

Mypride[.]press (MyPride) is an inauthentic English-language editorial outlet predominantly critical of
LGBTQ+ rights and inclusivity efforts in the US, often framing these topics as contentious or
problematic. Mypride[.]press articles are likely intended to fuel hostile rhetoric and amplify anti-LGBTQ+
sentiment in the US.

e One article, which discussed “LGBTQ+ Activism and its Consequences”, portrayed LGBTQ+
activism as a net negative and a source of societal division. Similarly, another article reported

7 TA-RU-2023-1205 Recorded Future® | www.recordedfuture.com


https://www.searchenginejournal.com/should-you-trust-an-ai-detector/491949/
https://web.archive.org/web/20231115010001/https://electionwatch.live/?s=%22moreover%22
https://web.archive.org/web/20231115005751/https://electionwatch.live/?s=%22furthermore%22
https://web.archive.org/web/20231115005212/https://electionwatch.live/?s=%22in+conclusion%22
https://web.archive.org/web/20231114222217/https://electionwatch.live/futile-efforts
https://web.archive.org/web/20231115031630/https://mypride.press/
https://web.archive.org/web/20231109040938/https://mypride.press/pride-data
https://web.archive.org/web/20231109040825/https://mypride.press/x-for-nyc
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that New York City officials are prioritizing the “LGBTQ+ agenda”, therefore allegedly neglecting
other elements of city governance.

e In a separate effort to amplify anti-LGBTQ+ rhetoric, one article criticized the US military’s
inclusivity efforts as a departure from traditional values, citing comments from former US vice
president Mike Pence in a measure likely intended to spark further criticism toward US military
recruitment policy.

e Finally, we also identified articles attempting to portray LGBTQ+ education programs in public
schools as controversial or scandalous, likely intended to incite backlash against inclusive
education by suggesting these programs are inherently divisive and inappropriate.
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LGBTQ+ Candidates Win in Virginia

MY REE Sad Surprise

As America analyzes the recent election, Virginia faces another disappointing
g —— surprise. Despite Republican efforts, LGBTQ+ candidates won a majority in
zﬁ‘, Deserved? both the Senate and the House of Delegates. According to many pundits, the
!‘0 BADWHOR so-called rainbow revolution was entirely sponsored by the Human Rights
Campaign (HRC). A few hours ago, the organization released its official
congratulations to the new lawmakers.

Vo

"l

“As the staunchest allies of democratic freedom, we are thrilled by these
results. With LGBTQ+ leaders at the helm, people have more opportunities to
build a truly diverse and inclusive future. Every vote for our candidates is a
slap in the face to the GOP,” said HRC President Kelley Robinson.

Figures 9 and 10: (Left) Screenshot of mypride[.Jpress homepage, (Right) A headline published after the November 2023
elections in Virginia criticizing the results of Virginia's legislative election and victories of pro-LGBTQ+ candidates
(Source: URLscan.io, archived [1, 2])

Warfare Insider

Warfareinsider/.Jus (Warfare Insider) is an inauthentic English-language news outlet covering the US
military, US military operations, and US foreign policy with a highly critical tone. The outlet also focuses
on political divisions within the US and the potential impact of domestic divisions on international
conflicts, including Russia’s war against Ukraine, the Israel-Hamas conflict, and the US’s ability to
support its allies.
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However, the Defense Department has not provided any information about this deployment,
including the number of troops and their location (inside or outside Israel). It s currently

Figure 11: Screenshot of Warfare Insider headline claiming potential US troop deployment to Israel if the Israel-Hamas war
goes “out of control” (Source: URLscan.io)

Warfare Insider content likely attempts to erode Americans’ trust in the US military and US political
leaders, as well as fuel polarization on US defense measures and foreign policy issues.

e One report on Warfare Insider, dated July 20, 2023, alleged that the US is running out of
ammunition to defend itself as it supplies Ukraine, arguing that supplying Ukraine’s and the US’s
NATO allies leaves the Western defense industrial base and the US both “vulnerable” to other
potential conflicts, such as in Taiwan and the Indo-Pacific region. Similarly, a second article
claimed the US Navy is being outpaced by China’s shipbuilding, further alluding to US military
inadequacy.

e Warfare Insider was also observed promoting content likely attempting to underscore internal
political strife. For example, an August 25, 2023, article highlighted alleged division among
Republican presidential candidates regarding Ukraine in a likely attempt to stoke further
domestic division surrounding US political decisions related to Russia’s war against Ukraine.

Campaign 3: Doppelganger Seeking to Influence German Audiences with Grim
Outlook on European Migration Movements, German Economic Outlook

In a third likely Doppelganger campaign targeting German audiences, Insikt Group identified a further 3
original but inauthentic news outlets — besuchszweck].Jorg, grenzezank[.Jcom, and
hauynescherben/[.Jnet — attempting to propagate malign narratives of Germany’s domestic decline due
to migration, economic policies, and continued support to Ukraine. These narratives likely aim to erode
trust in elected leadership, fuel nationalist sentiments, undermine European economic and security
agreements, and ultimately, greatly reduce support to Ukraine.
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THREAT ANALYSIS | RUSSIA °|=|' Recorded Future’

Besuchszweck

Besuchszweck/.]org (Besuchszweck, which translates to “Purpose of Visit” in German) is an inauthentic
German-language news outlet featuring articles and opinion pieces focusing primarily on the European
challenges associated with migration and the perceived adverse effects of German immigration policy
on German society. Besuchszweck maintains a tone critical of global migration, especially migration into
Europe, and a broad distrust of migrants and refugees. Meta previously tied this domain to
Doppelganger as part of its Q2 2023 Adversarial Report.
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Figure 12: An October 19, 2023, article from Besuchszweck titled “What will happen to Europe if the number of Muslims
grows?” The article assesses that due to an influx of Muslim migrants, a civil war is “likely” to break out in Europe.
(Source: Besuchszweck [archived])

Besuchszweck disseminates content likely seeking to stoke nationalist and anti-immigrant sentiment. It
frames the influx of refugees as detrimental to German society and claims that migrants are supplanting
the native population. The site also predicts further migration due to environmental disasters and the
war in Ukraine. Besuchszweck broadly suggests that the German government is failing to manage the
refugee crisis effectively, both financially and socially. Other articles report on asylum applications
exceeding EU capacity, portraying Europe as being overwhelmed by migrants.

Grenzezank

Grenzezank/.Jcom (Grenzezank, which translates to “border dispute” in German) is an inauthentic
German-language news and opinion outlet that likely aims to exploit ongoing German political
polarization on issues such as immigration, EU affairs, and the country’s continued support of Ukraine.

Grenzezank likely intends to blend German political news coverage with a mix of divisive commentary
and disinformation with the objective of slowly influencing reader opinions negatively against elected
German leaders and their domestic and foreign policies. Grenzezank is heavily anti-Ukrainian,
portraying Ukraine as a source of German political divisions and ongoing infighting among NATO allies.
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https://www.politico.eu/wp-content/uploads/2023/08/29/NEAR-FINAL-DRAFT-Meta-Quarterly-Adversarial-Threat-Report-Q2-2023.pdf
https://archive.is/qgPro
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https://web.archive.org/web/20231109033942/https://besuchszweck.org/wir-brauchen-andere-masnahmen
https://web.archive.org/web/20231109033905/https://besuchszweck.org/es-wird-nicht-weit-von-einer-million-sein
https://web.archive.org/web/20231109034042/https://besuchszweck.org/migrationsuberschuss
https://web.archive.org/web/20230906081904/https://grenzezank.com/
https://web.archive.org/web/20231114210620/https://grenzezank.com/spaltung-in-der-nato/
https://web.archive.org/web/20231114210442/https://grenzezank.com/die-spaltung-in-der-nato-wird-immer-groser/
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Grenzezank’s intent is likely to cast doubt broadly on the unity and effectiveness of NATO and, by
extension, its security commitments to its member states such as Germany. The outlet further portrays
German leadership as incompetent and hypocritical and criticizes German increased military spending
as aggressive and unnecessary.

Die Ukraine ist bereit, zu kapitulieren. Weder Amerika noch Deutschland
werden es zulassen.

Ein ehemaliger Berater des Chefs des ukrainischen Prasidialamtes, Aleksej
Arestowitsch, hat sich zu der Idee geauBlert, dass 20 Prozent des ukrainischen
Territoriums voriibergehend unter der Kontrolle der Russischen Foderation
verbleiben und der Rest der NATO beitreten soll.

Arestowitsch schlagt vor, das restliche Gebiet “friedlich” zurlickzugewinnen -
in Analogie zur BRD und DDR nach dem Zweiten Weltkrieg.

“Eine militarische Losung kann nur auf Kosten des Lebens von 200.000
erwachsenen Mannern, des Genpools und der vollig zerstorten Wirtschaft
erreicht werden”, sagte der Ex-Politiker in einem Interview.

Figure 13: An excerpt from an article published on Grenzezank titled “There will be no peaceful solution”; the excerpt claims
that Ukraine “is ready to surrender”, but “neither America nor Germany will allow it”. (Source: Grenzezank [archived])

Haiiyne Scherben

Hauynescherben/.]net (Haliyne Scherben, which translates to “Haliyne Shards” in German) is an
inauthentic German-language news outlet publishing content focusing on Germany'’s political
landscape, German economic issues, and the impact of migration on German society.

Halyne Scherben likely aims to target German readers with malign narratives of impending economic
decline, framed as a consequence of the failed domestic policies of perceived incompetent German
elected leaders and Germany'’s continued military and financial support to Ukraine. Previously authored
articles cast doubt on the effectiveness of sanctions against Russia and suggest Germany may face
economic peril, such as a continuation or worsening of the automotive industry’s struggles due to
energy costs. The site portrays the far-right Eurosceptic party Alternative for Germany'’s (AfD) rise as a
response to government failures and criticizes Germany’s military procurements and economic
decisions as potentially wasteful or influenced by US pressure.



https://web.archive.org/web/20231114210802/https://grenzezank.com/der-ressourcenkrieg-steht-vor-der-tur/
https://web.archive.org/web/20231114211105/https://grenzezank.com/deutschland-braucht-mehr-waffen/
https://web.archive.org/web/20231114210442/https://grenzezank.com/die-spaltung-in-der-nato-wird-immer-groser/
https://web.archive.org/web/20231109050429/https://hauynescherben.net/
https://web.archive.org/web/20231109034954/https://hauynescherben.net/news/deutschlands-wirtschaft-am-abgrund-eine-gigantische-schuldenuhr-tickt
https://web.archive.org/web/20231109034936/https://hauynescherben.net/marktanalyse/autoindustrie-eine-neue-pleitewelle
https://web.archive.org/web/20231109035025/https://hauynescherben.net/kommentar/die-usa-erhohen-druck-auf-deutsche-wirtschaft
https://web.archive.org/web/20231109035024/https://hauynescherben.net/news/eine-verschwendung-von-geld
https://web.archive.org/web/20231109035025/https://hauynescherben.net/kommentar/die-usa-erhohen-druck-auf-deutsche-wirtschaft
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Figure 14: A November 3, 2023, article Hatliyne Scherben publis
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Infrastructure and Attribution

at affordable housing is now a “fairy tale” for

Insikt Group’s analysis of Doppelganger’s infrastructure in the above 3 influence campaigns shows the
use of comprehensive multi-stage obfuscation and tracking techniques, consistent with other
independent research into Doppelganger. Infrastructure analysis further revealed multiple links with
previous reports of Doppelganger campaigns. One of these links includes using Keitaro Traffic
Distribution System (TDS), an analytics platform used to track advertising campaigns, which EU
DisinfoLab previously saw used in Doppelganger campaigns.
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Figure 15: An example of the staged infrastructure used in Doppelgdnger campaigns (Source: Recorded Future)
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Social Media Ampilification

In our initial investigation, we uncovered more than 800 social media accounts promoting articles
impersonating inauthentic Ukrainian news organizations. In our ongoing tracking of broader
Doppelganger activity — not all of which is detailed in this report — we have identified an additional
1,200 social media accounts promoting Doppelganger content, bringing our current total to over 2,000
accounts. The actual number of accounts that promoted Doppelganger content through November
2023, however, is almost certainly higher.

Despite the campaign’s volume of CIB, we did not identify any significant engagement from authentic
social media users with any of the articles. Viewership and other engagement metrics (reshares, likes,
and replies) were negligible across the network.

The 800+ accounts we investigated related to Doppelganger’s Ukrainian-focused campaign, mostly
with O or nearly O followers, relied on replying to posts made by other social media accounts to promote
the impersonating articles, likely in an attempt to gain visibility despite their recent account registration
date and lack of established social media audience. We observed the inauthentic Doppelganger social
media accounts posting replies at regular intervals, such as every few minutes. Furthermore, the replies
very likely originated from a series of prompts that were often recycled among the inauthentic social
media accounts. Many of these accounts were suspended from the social media platform during our
investigation, though dozens remain active. We observed little cross-platform social media promotion;
in limited cases, we identified indexed Google data suggesting some network elements did attempt to
post content emanating from these sources on Instagram; however, Meta takedown efforts likely
disrupted this activity early.
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Figure 16: Network graph of Doppelgdnger accounts (Source: Recorded Future)

Doppelganger’s social media posts have thumbnail images often hosted on the publishing tool
telegral.]Jph (such as https://telegral.]ph/file/ebc1f7182b7d858b61fba.png) to obfuscate thumbnails for
the first-stage website. These thumbnails are set using an HTML meta tag set by the first-stage

website.

<!DOCTYPE html>

<html>
<head>

<title>Paxyemo BTpatH — CBOi Ta 4yxi</title>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

<meta propertv="oa:title" content="PaxveMo BTpatM — CcBOi Ta wvXki"/>

<meta property="og:description" content="Yucno Hammx BTpaT — HafiracMuimi fami MiHoGoposu. Ane fesiki mpumyr

</head>
<body>

</body>
</html>

Figure 17: Example HTML of the first-stage website used to load the thumbnail hosted on telegral.Jph

(Source: Recorded Future)
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Campaign 1: Social Media Amplification of Doppelganger’s Ukraine-Focused Campaign

In Doppelganger’s Ukraine-focused influence campaign, Insikt Group identified more than 800 social
media accounts almost certainly engaging in automated CIB to promote Doppelganger articles
impersonating legitimate Ukrainian news organizations. Nearly every account shared similar username
conventions of firstname[letter][roughly a series of 5 or 6 digits]. The majority of these accounts
recycled common Western first names in their handles, such as “jeff”, “donald”, “donna”, or “dorothy”. All
accounts identified in our investigation registered with the social media platform in October 2023.
Additionally, analysis of the network’s activity noted a dependence on 2 stages of link obfuscation on
social media, which were very likely intended to evade detection.
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Figure 18: Doppelgénger influence assets boosting visibility to first-stage websites redirecting to inauthentic Ukrainian news
articles (Source: Mainstream social media platform)

In one example, we identified some of the Doppelganger social media accounts promoting images and
memes critical of President Zelensky, separate from promoting inauthentic Ukrainian news articles.
Other images attempted to promote a rumor that Ukrainian commander-in-chief General Valeriy
Zaluzhny was planning to run for president should Ukraine hold elections in 2024. These accounts
alleged in their commentary that President Zelensky was unaware of these plans and that if Ukraine
were to hold elections, Zaluzhny would win.



https://therecord.media/russian-hacking-tool-creates-bots
https://twitter.com/DolcePania58771/statuses/1723462798888362159
https://twitter.com/jefft525047/statuses/1723453892850004261
https://twitter.com/DolcePania58771/statuses/1723422200068260332

THREAT ANALYSIS | RUSSIA °|=|' Recorded Future’

0 Jenese Shipman . = Glenice Delatte
(A
J]

Half of the country supporting Zaluzhny - a clear call for change.

Sounds like Leipzig's Halloween was both fun and profitable.

Who would win if the presidential election was held today?

Figures 19 and 20: Memes and graphics published by Doppelgénger-linked influence assets on social media
(Source: Mainstream social media platform)

Campaign 2: Social Media Amplification of Doppelgdnger’s US-Focused Campaign

Between October and November 2023, Doppelganger social media accounts attempted sporadic social
media promotion of aforementioned inauthentic news outlets Election Watch, MyPride, and Warfare
Insider. However, this promotion is almost certainly far less than observed Doppelganger activity
targeting Ukrainian audiences on social media, as well as in the influence operation network’s targeting
of German social media audiences.

e On Election Watch’s website, administrators provided a social media link to an Instagram page
likely established during the site’s creation; however, this page is no longer available, likely due to
Meta'’s takedown efforts.

e According to data sourced from the Recorded Future® Intelligence Cloud, more than 30 attempts
were made to promote an Election Watch article titled “Futile Attempts” on November 11, 2023.
This activity is further corroborated by 2 URLscan.io submissions of a URL obtained from a social
media post. Nearly all of the accounts involved in this specific promotion have since been
suspended from the social media platform.
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Figure 21: Doppelgénger influence assets employing first-stage website techniques on social media, which redirect to content
on Election Watch (Source: Mainstream social media platform)

e According to Google index data, MyPride sought to establish a presence on Instagram, but these
posts are no longer available, likely as the result of a Meta takedown.

e On November 20, 2023, Insikt Group located evidence of identical promotion and attempted
amplification of MyPride content on social media, as observed in Doppelganger's impersonation
of Ukrainian outlets, outlined in Figure 15.

e URLscan.io data from October 19, 2023, is evidence that Doppelgénger social media accounts
likely attempted to amplify a Warfare Insider article through similar first- and second-stage
website obfuscation. Recorded Future Intelligence Cloud data indicates that at least 74 social
media posts dated October 19, 2023, used the first-stage website gmailster[.Jcom; however, we
are unable to determine the exact number of accounts, reach, and possible engagement of this
activity as these accounts have all been suspended from the social media platform.

Campaign 3: Social Media Amplification of Doppelganger’'s German-Focused Campaign

In mid-November 2023, Insikt Group identified specific examples of social media promotion from
automated social media accounts to promote content from the aforementioned inauthentic news
outlets Besuchzweck, Grenzezank, and Hauyne Scherben. Our observations are highlighted below.

e On November 14, 2023, more than 24 Doppelganger social media accounts attempted to
promote an article from Besuchzweck criticizing German migration policies and arguing that the
needs of migrants take precedence among German leaders over the needs of the German
people.
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Es ist enttduschend, dass Scholz sagt, er habe kein Geld flr zusatzliche
Zahlungen.
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Willkommen, liebe Migrante

Wihrend die Landesregierung mit dem Bund
konferiert, heiBBen die M inB ]

Verwandte Nachrichten

Migranten willkommen. Um sie nicht auf der StraBe
stehen zu lassen?

Figures 22 and 23: (Left) An almost-certain automated social media account using a first-stage hyperlink to promote a
Besuchzweck article criticizing German migrant policy (Right). Note: The text highlighted in the red box on the right translates
to “Related news”; this subheader was also used as-is in electionwatch[.]live, indicating possible recycled assets across
websites (Source: Mainstream social media platform, Besuchszweck [archived])

e Between November 14 and 15, 2023, at least 60 almost-certainly automated accounts on social
media attempted to promote an article on Grenzezank blaming Ukraine for the German economy
being “on the verge of a complete collapse”. Despite spamming the replies of other
German-language social media profiles, these accounts did not receive any notable
engagement, and views were generally low considering the number of accounts used.

e On November 14, 2023, Insikt Group observed social media promotion of Besuchszweck and
Grenzezank from at least 30 Doppelganger social media accounts. Many accounts in this
network attempted to promote articles from a combination of 2 or all 3 inauthentic
German-language outlets and articles from known Doppelgdnger domains impersonating
prominent German news organizations, such as spiegell.]ltd and welt[.]Itd.

e Halyne Scherben attempted to establish a presence on Instagram via the handle
@hauynescherben; however, this account is no longer available, likely due to proactive Meta
takedown efforts.
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Esistan der Zeit, dass die Regierung handelt, um die Industrie zu schiitzen. Die Aussage von Vasiladis zeigt, wie kritisch die Situation ist. Ich hoffe, die Regierung hért auf Vasiladis. Er spricht fiir viele von uns.

Figure 24: Doppelgénger influence assets employing first-stage website techniques on social media, which redirect to content
on Haliyne Scherben (Source: Mainstream social media platform)

First-Stage Websites

First-stage websites are used to set the metadata (including a thumbnail and title) for social media
posts and to redirect the traffic to second-stage websites. These were typically hosted on bulletproof
hosting providers based in Russia, including several providers previously used in Doppelganger
campaigns, such as Sprinthost and Shelter LLC.

7 of the first-stage websites used in this campaign were hosted on IP addresses within the autonomous
system (AS) owned by SprintHost[.]Jru LLC (AS35278), which is a bulletproof Russian hosting provider
previously involved in hosting Doppelganger websites targeting Spain.

Insikt Group identified one first-stage website, taigamebaisung/.]Jcom, hosted in early November on the
IP address 94.7142.138/[.]17, owned by Shelter LLC (AS210644), a Russian hosting provider. Researchers
had previously identified Shelter LLC as a new front for Galaxy LLC, a bulletproof hosting provider used
by threat actors to conduct previous Doppelganger campaigns and infostealer campaigns.

2 first-stage websites, rating-cred122[.]Jbuzz and kbbeti[.]life, were hosted on IP space belonging to
Aeza International LTD/Aeza Group LLC (AS210644), a Russian web hosting company (94.228.162[.]92
and 94.228.162[.]206, respectively). 7 tracked first-stage websites were hosted on the IP address
185.46.46[.]122 (AS203727) hosted by YeezyHost (t[.Jme/YeezyHost), another Russian bulletproof
provider previously connected to infostealer campaigns.

Second-Stage Websites

Second-stage websites were all observed hosted on a single IP address, 206.71.148[.]217 (AS399629).
This address is owned by BL Networks, a faceless hosting provider based in the UK with links to
BitLaunch, a self-proclaimed “Bitcoin VPS Cloud Server” provider. URLscan.io reveals URLs linked with
this IP address and, within the last 3 months, includes domains identified in our investigation,
obozrevatell.]ltd, rbk[.Jmedia, and unian[.]Jpm, as shown in Figures 25 and 26. Additional URLs that
have communicated with 206.71.748/[.]217 include known Doppelgédnger outlet Recent Reliable News
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https://twitter.com/Gi7w0rm/status/1635302362737954818
https://blog.eclecticiq.com/redline-stealer-variants-demonstrate-a-low-barrier-to-entry-threat
https://urlscan.io/result/84e697f6-fdac-43d8-a40e-fbc8939c1fe7/
https://help.bitlaunch.io/en/articles/5117392-using-domains-dns-with-bitlaunch
https://urlscan.io/search/#ip:%22206.71.148.217%22
https://urlscan.io/result/b5e29fce-b8a2-491f-b04a-9d07363f1251/
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(rrn[.Jmedia; rrn[.Jworld has been previously reported) as well as known Doppelganger domains used to
impersonate US news outlet Fox News (fox-news/.Jin), German news outlet Welt (welt[.]Itd), and French
news outlets Le Parisien (/leparisien/.]Jpm) and Le Point (/epoint[.Jfoo). Another URL communicating with
the same IP address impersonated The Washington Post (washingtonpost[.Jpm); The Washington Post
has previously been impersonated by Doppelganger.

matiasbenavides.com Incoming hits
P> =] Private scan
URL: i ides.com/
Effective URL: matiasbenavides.com/ Recent scans Q Showall
Submission: On November 08 via manual (November 8th 2023, 2:32:26 pm UTC) from US®E  — Scanned from DEM
a w e s = ke oA
Summary
www.unian.pm/politics/schitae | 16 minutes 2 MB 55 7 =
This website Resime countries across 1 domains to perform 1 HTTP transactions. m-poteri-svoi-i-chuzhie.php
The main IP located in London, United Kingdom and belongs to BLNWX, US.
The main dortre weiesivermlides.com.
TLS certificate: Issued by R3 on November 7th 2023, Valid for: 3 months. www.unian.pm/politics/schitae§ 17 minutes 743KB 46 13 4 =
m-poteri-svoi-i-chuzhie.php
This is the only time matiasbenavides.com was scanned on urlscan.io!
: W
urlscan.io Verdict: ) www.rbk.media/rus/news/novyj] 10 hours 1MB 23 6 =
j-sposob-ograbit-svoih.php
Live information
Current DNS Arecord: 206.71.148.217 www.unian.pm/politics/ni-svet | 14 hours 2MB 73 12 =
a-ni-rynka-ni-ljudej.php
Domain & IP information
. . www.rbk.media/rus/news/zalu | 14 hours 1MB 24 7 =
IP/ASNs  IPDetail  Domains  Domain Tree Certs
zhnyj-trebuet-bolshe-mjasa.ph
& IP Address As p
142 20671148217 H& 399629 (BLNWX)

Figures 25 and 26: (Left) Example URLscan.io data of second-stage website matiasbenavides[.Jcom; (Right) communications
with Doppelgénger-linked Ukrainian news impersonating websites (Source: URLscan.io)

As noted in orange in Figure 28, these detections also included the 6 domains not previously reported
at length. Specifically, these include the outlets mentioned earlier: Besuchszweck, Grenzezank (not
featured in the image), Hallyne Scherben, Election Watch (not featured in the image), MyPride, and
Warfare Insider.
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https://www.disinfo.eu/wp-content/uploads/2022/09/Doppelganger-1.pdf
https://www.france24.com/en/tv-shows/truth-or-fake/20231102-russian-bots-use-the-war-between-israel-and-hamas-to-discredit-ukraine
https://ca.news.yahoo.com/doppelganger-russian-disinformation-campaign-exploiting-060041781.html
https://medium.com/dfrlab/russia-based-facebook-operation-targeted-europe-with-anti-ukraine-messaging-389e32324d4b
https://urlscan.io/result/50f1da5b-5b1f-417c-91b8-8690638a6e5e/
https://urlscan.io/result/acd5eb65-738a-475b-a36a-b21e4978ae03/
https://urlscan.io/result/b8bf9c59-96af-4f99-bf71-71afcdbe5c9a/
https://urlscan.io/result/8c03d915-6d2d-417a-865c-5f291fce3680/
https://urlscan.io/result/a8d21168-b211-4b2c-9eca-48473eecf4c3/
https://scontent-iad3-2.xx.fbcdn.net/v/t39.8562-6/10000000_878173163681285_2523028760863660247_n.pdf?_nc_cat=100&ccb=1-7&_nc_sid=b8d81d&_nc_ohc=HXeKyomdZyMAX-20kuZ&_nc_ht=scontent-iad3-2.xx&oh=00_AfAQ-hockaByHA8BZI1gdQnBoM--P36Mye4jePDmCJhKOQ&oe=656DCB08
https://therecord.media/russians-fake-news-anti-ukraine
https://urlscan.io/result/80826a8e-16d6-41cf-8235-6d81f5386314/
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| ip:"206.71.148.217" URL: warfareinsider.us/us-troops-could-be-deployed-in-israel-if-situation-is-out-of-...
Redirect from: t.co/skILDhCTge

IP: 63.250.43.16 - PTR: ingress-derowd.ewp.live - Server: nginx

Searchresults GeolP:% US - AS22612 (NAMECHEAP-NET, US)

@ URL URL: www.fox-news.in/world/Potential-Is-Off-US-Lost-Its-World-Leader-Position.html
Redirect from: t.co/9vwafNug4c

IP: 2a06:98c1:3121::3 - Server: cloudflare
www.rbk.media/rus/news/amerikantsy-reshili-zamenit-zelenskogo-arestovichem.php GeolP: BE US - A513335 (CLOUDFLARENET, US)

O www.rbk.media/rus/news/novyj-sposob-ograbit-svoih.php

www.rbk.media/rus/news/zaluzhnyj-trebuet-bolshe-mjasa.php URL: mypride press/queer speech

www.unian.pm/politics/ni-sveta-ni-rynka-ni-ljudej.php Redirect from: buymeagradient.com/mypr7948144
IP: 63.250.43.16 - PTR: ingress-derowd.ewp.live - Server: nginx
www.obozrevatel.ltd/ukr/politics-news/voevat-pridetsja-vsem.php GeolP: BE US - AS22612 (NAMECHEAP-NET, US)

www.rbk.media/rus/news/novyj-sposob-ograbit-svoih.php 3 . ) . . .
URL: www.unian.pm/politics/ukraintsev-predupredili-o-lednikovom-periode.php

www.rbk.media/rus/news/novyj-sposob-ograbit-svoih.php Redirect from: t.co/ujua8rDb7t
IP: 2206:98¢1:3121::3 - Server: cloudflare

www.obozrevatel.ltd/ukr/politics-news/voevat-pridetsja-vsem.php GeolP:EE US - AS13335 (CLOUDFLARENET, US)

www.rbk.media/rus/news/novyj-sposob-ograbit-svoih.php
URL: hauynescherben.net/meinung/amerika-verrat-seine-verbundeten
www.obozrevatel.ltd/ukr/politics-news/voevat-pridetsja-vsem.php Redirect from: govreadyq.com/hauy5936165

IP: 89.117.139.218 - Server: LiteSpeed

www.unian.pm/politics/schitaem-poteri-svoi-i-chuzhie.php

www.rbk.media/rus/news/novyj-sposob-ograbit-svoih.php URL: www.lepoint.foo/politique/Beaucoup-de-bruit-et-puis-rien-07-10-2023-2528358 _20....
. . . . Redirect from: t.co/IDihtO8bZD
vawwrbicmedia/tus/news/novy-sposob-ograbit:svolh.php IP: 2606:4700:3033::ac43:db26 - Server: cloudflare

www.unian.pm/politics/schitaem-poteri-svoi-i-chuzhie.php GeolP: = US - AS13335 (CLOUDFLARENET, US)

Figures 27 and 28: (Left) Additional URLscan.io results on domains talking with IP address 206.71.148[.]217. Domains in red are
domains identified in Insikt Group’s initial investigation into Doppelgdnger domains impersonating Ukrainian news
organizations; (Right) Domains highlighted in blue are attributed to recent Doppelgédnger reporting; domains identified in
orange resolve to unique websites previously not observed as part of this network (Source: URLscan.io)

We identified shared infrastructure between different fake news outlets used by Doppelganger. Notably,
besuchszweck].]Jorg, mypride[.]Jpress, and warfareinsider[.Jus were all within the same CIDR range,
63.250.43.0/24.

Domain IP Registration Date
63.250.43[.]15

mypride[.]Jpress 63.250.43[.]16 2023-02-27
63.250.43[.]15

warfareinsider[.Jus 63.250.43[.]16 2023-07-05

besuchszweck][.]org 63.250.43[.]3 2023-02-24
89.117139[.]218

hauynescherben[.]net 154.41.250[.]157 2023-07-05

Table 1: mypride[.Jpress, warfareinsider/.Jus, and besuchszweck].Jorg sharing the same subnet. While seemingly unrelated,
hauynescherben(.Jnet was registered the same day as warfareinsider[.jus. (Source: Recorded Future)
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First-Stage Website Second-Stage Website Final Website
theearthangelconnection[.]Jcom [jimjamfit[.]Jcom electionwatch[.]live
Unknown/Unavailable buymeagradient[.]Jcom mypride[.]press
Isfiry[.]Jgmailster[.]Jcom buymeagradient[.]Jcom warfareinsider[.Jus
zipplei[.]Jcom alfonrust[.]Jcom,

risebedutt07[.]club bookingyatri[.Jcom besuchszweck].]org
taigamebaisung[.Jcom 711ggr[.Jcom grenzezank[.Jcom
only-best-kred119[.]buzz fastnep[.]Jcom hauynescherben[.]net

Table 2: Sample path first- and second-stage websites used to conceal the final destination website used in Doppelgénger.
Each of these websites is unique in the fact that they are an attempt to stand up original news outlets (Source: Recorded

Future)

hauynescherben.net

Submitted URL: t.co/DPOZP8jbvs

Submission: On November 14 via manual (November 14th 2023, 9:21:54 pm UTC) from ITBl — Scanned from GBE[E

Page URL History

This captures the URL locations of the websites, including HTTP redirects and client-side redirects via JavaScript or Meta fields.

1. t.co/DPOZP8jbvs [T

Effective URL: hauynescherben.net/marktanalyse/deindustrialisierung-deutschlands-konkurrenzunfahige-strompreise-verdrangen-die-hei...

ASummary *HTTP 43 A Redirects 1C-Links 1 $®Behaviour 4 Indicators | & Similar EIDOM [ Content BEAPI :]

2. 49g716.0nly-best-kred119.buzz/vpoumz [[ZEL
3. fastnep.com/hauy6471691
fastnep.com/hauy6471691
4. hauynescherben.net/marktanalyse/deindustrialisierung-deutschlands-konkurrenzunfahige-strompreise-verdrangen-die-heimische-industrie
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electionwatch.live

L =
Submitted URL: t.co/cXLo9wgibm
Effective URL: electionwatch.live/futile-efforts

Submission: On November 13 via manual (November 13th 2023, 12:47:19 am UTC) from ITH I — Scanned from GBZ2

ASummary &HTTP 27 A Redirects 1CLinks 2 Behaviour <*Indicators | & Similar EDOM [k Content ERAPI |:I

Page URL History
This captures the URL locations of the websites, including HTTP redirects and client-side redirects via JavaScript or Meta fields.
1. t.co/cXLo9wgibm
2. 914uef.theearthangeIconnection.com/2pthw
3. jiajamfit.com/elec8093802
jiajamfit.com/elec8093802
4. electionwatch.live/futile-efforts

Figures 29 and 30: Examples of full first- and second-stage redirects from social media to Haliyne Scherben and Election
Watch. Insikt Group observed this pattern across all sources we attribute to Doppelgédnger tracked in this report.
(Source: URLscan.io [1])

The second-stage websites utilized obfuscated JavaScript to send a GET request to another domain
likely controlled by Doppelganger, ggspace/.]space. When deobfuscated, the JavaScript reveals that
the second-state domains send a request to ggspace/.]space likely using a campaign ID, as shown in
Figure 31. The payload retrieves configuration information from the visitor's browser 1ocalstorage
object. The following JavaScript crafts a new request containing tracking information (including the
referrer ID, timestamp, and landing URL) to redirect the visitor to the final Doppelgadnger domain.
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https://urlscan.io/result/a5a701c1-7c37-40dc-8503-8a14673de63a/#redirects
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(function() {
var name = '_ZTZrSwTJM1b1WD75"';
if (!window._ZTZrSwTIM1b1WD75) {
window._ZTZrSwTIM1b1WD75 = {
unique: false,
ttl: 86400,
R_PATH: 'https://ggspace.space/[UA-09-11_unian_-2",

h
}
const _9Nb953GKm5DpkFlk = localStorage.getItem('config');
if (typeof _9Nb953GKm5DpkF1lk !== 'undefined' && _9Nb953GKm5DpkF1lk !== null) {

var _N8MjDPxdMgDPQDYt = JSON.parse(_9Nb953GKm5DpkF1k) ;
var _RbVC8hfpTCMrwWz6y = Math.round(+new Date()/1000);
if (_N8MjDPxdMgDPQDYt.created_at + window._ZTZrSwTJM1b1WD75.tt1l <
| RbVCBhfpTCMriwzéy) {
localStorage.removeltem('subId');
localStorage.removeltem('token');
localStorage.removeltem('config');

Figure 31: Decoded JavaScript payload (Source: Recorded Future)

By analyzing JavaScript payloads found on other second-stage websites, we were able to identify
campaign IDs using the following Country_DD-MM_Target format:

FR-14-10 lepoint
FR-18-10 leparisien
UA-17-10 unian -2
US-19-10 mypride
US-19-10 warfareinsider
DE-31-10 grenzezank
DE-04-11 besuchszwec
UA-07-11 rbk

US-08-11 fox-news
UA-09-11 unian -2
UA-10-11 rbk -2
US-11-11 electionwatch

Figure 32: Campaign IDs identified across second-stage websites (Source: Recorded Future)
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Use of Keitaro TDS as Additional Doppelganger Links

While information about ggspace/.]space remains sparse, we identified a login page at

login pages for Keitaro Traffic Distribution System (TDS, keitaro[.]io), an analytics platform previously
reported by Qurium as being used to analyze traffic to Doppelganger assets in order to assess overall
campaign performance and effectiveness.

Welcome!

Figure 33: Keitaro TDS admin panel used by Doppelgénger (Source: URLScan.io)



https://urlscan.io/result/90297f3e-9b93-49a4-aac7-65d0d4f60885/related/
https://urlscan.io/result/7ee967aa-bfa7-4181-8dc2-ebaedc182a00/
https://urlscan.io/result/8cebe8d3-2db6-47d7-9b05-41e87bd3fefa/
https://urlscan.io/result/07b7adee-6e51-4fe8-83b5-f2650d56a976/
https://urlscan.io/result/e0552970-10f3-4d33-a8d4-717751e30432/
https://urlscan.io/result/5b9e4cdd-a433-4a41-80ec-af05dd721239/
https://www.qurium.org/alerts/under-the-hood-of-a-doppelganger/
https://www.qurium.org/alerts/under-the-hood-of-a-doppelganger/
https://urlscan.io/result/90297f3e-9b93-49a4-aac7-65d0d4f60885

| RussiA -lil-Recorded Future’

Outlook

Doppelganger exemplifies the enduring, scalable, and adaptable nature of Russian information warfare,
demonstrating strategic patience aimed at gradually shifting public opinion and behavior. As detailed in
this report, Doppelganger has demonstrated flexibility, adaptability, and an evolution in its tactics, such
as its increased use of first- and second-stage websites, creating original but inauthentic news
organizations, and likely using generative Al to produce influence content. Doppelganger’s evolving
tactics suggest that the network is willing to invest in extra measures to evade detection and
circumvent countermeasures, thereby making it more difficult for researchers and defenders to identify
and disrupt malign influence activity. Doppelganger will likely explore additional innovative tactics to
further evade detection while trying to increase organic engagement with its content.

The indicators in this report provide technology companies, social media firms, and other researchers
an opportunity to review current infrastructure and employ additional countermeasures to mitigate the
effects of state-sponsored malign influence. The following list provides recommendations and
strategies for continued mitigation and monitoring:

e This report, along with coverage from other research organizations and news agencies, serves
as a tool to educate the public on Doppelganger and provides a source to bolster public media
literacy that is helpful for recognizing disinformation and effective prebunking. Periodically,
cautious bystanders and commentary from independent researchers called into question the
authenticity of the domains and corresponding content as we were tracking Doppelganger, a
very likely successful outcome associated with heightened online and media literacy,
fact-checking skills, and prebunking tactics.

e Administrators of domains should continue to strengthen their defenses against cyberattacks,
such as account hijacking, that threat actors can use to spread malign influence narratives and
promote inauthentic news outlets hidden behind unrelated domains.

e We recommend that the counter-malign influence research community — including
cybersecurity and threat intelligence firms, fact-checking organizations, journalists and media,
research firms, independent researchers, and the public sector — continue cooperating and
collaborating on monitoring, exposing, and countering Doppelganger.

e Media organizations should also actively conduct brand monitoring to detect potential brand
abuse from typosquatting domains, unauthorized use of organization logotype, and organization
impersonation as well as journalist impersonation on social media and other open sources.



https://css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-securities-studies/resources/docs/NDC%20fm_9.pdf
https://x.com/angelys667/status/1721940654551335299?s=20
https://x.com/endless_sine/status/1722001003086520514?s=46&t=9CtFJCkttMQlm8eUErGZDA
https://x.com/conspirator0/status/1723381753090330755?s=46&t=9CtFJCkttMQlm8eUErGZDA

THREAT ANALYSIS | RUSSIA

Appendix A:I0Cs

Stage 1 Domains

-}l-Recorded Future’

Domain IP Owned By
rating-cred122[.]Jbuzz 94.228.162[.192 Aeza Group LLC
kbbet1[.]life 94.228.162[.]206 |Aeza Group LLC
risebedutt07[.]club 94.142138[.117 Shelter LLC
taigamebaisung[.]Jcom 94.142138[.117 Shelter LLC
arviewtv[.Jorg 94142138[.117 Shelter LLC
gmailster[.]Jcom 94142138[.117 Shelter LLC
ger4098764793ggwhit3[.Jonline |45.91.8[.]61 SprintHost.RU LLC
ukgraphiclab[.]Jco[.]Juk 45.91.8[.161 SprintHost.RU LLC
norfolkcustomconcrete[.]Jcom 45.91.8[.]161 SprintHost.RU LLC
karritech[.]co[.Juk 45.91.8[.]161 SprintHost.RU LLC
gardeningflair[.]Jcom 45.91.8[.]161 SprintHost.RU LLC
yellowbarrels[.]Jco[.]Juk 45.91.8[.161 SprintHost.RU LLC
incawonders[.]Jcom 185.46.46[.]122 YeezyHost
speaiker[.]Jcom 185.46.46[.]1122 YeezyHost
fl-studio-mobile-apk[.]online 185.46.46[.]1122 YeezyHost
cypressnewsgh[.]Jonline 185.46.46[.]1122 YeezyHost
se5pro[.]Jco[.Juk 185.46.46[.]1122 YeezyHost
abtbatteries[.]Jcom 185.46.46[.]122 YeezyHost
decalworx[.]Jco[.Juk 185.46.46[.]122 YeezyHost

whatahotnews[.]Jcom

185.251.91[.191

SprintHost.RU LLC

pankajnakhat[.]Jcom

185.251.91[.191

SprintHost.RU LLC

ppplown[.]Jcom

185.251.91[.]91

SprintHost.RU LLC

penisbreakfast[.Jcom

185.251.91[.]91

SprintHost.RU LLC

pwscontrols[.]Jcom

185.251.91[.]91

SprintHost.RU LLC

whencontact[.Jcom

185.251.91[.]91

SprintHost.RU LLC

renderny[.]Jcom

185.251.91[.]91

SprintHost.RU LLC

yassirjamal[.]Jcom

185.251.91[.]91

SprintHost.RU LLC

chickenhugl[.Jcom

185.251.89[.]1255

SprintHost.RU LLC
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185.251.89[.]255
185.251.89[.]255

SprintHost.RU LLC
SprintHost.RU LLC
185.251.89[.]255  |SprintHost.RU LLC
leidatoval.]Jcom 185.251.89[.]255 SprintHost.RU LLC

Table 3: First-stage websites observed in Insikt Group’s Doppelgénger investigation (Source: Recorded Future)

frisurenmarkt[.]Jcom

turn[.]click

customautobodyaz[.]Jcom

Stage 2 Domains

Domain IP Final Destination Example
7119qgr[.]Jcom 206.71.148[.]1217 |nttps://grenzezank[.]Jcom/spaltung-in-der-nato/
alfonrust[.]Jcom 206.71.148[.]1217 |nttps://besuchszweck].]Jorg/tod-fur-migranten
buymeagradient[.]Jcom https://warfareinsider[.]Jus/us-troops-could-be-deployed-in
206.71.148[.]1217 |-israel-if-situation-is-out-of-control/
freemit[.]Jcom https://www.lepoint[.]foo/politique/Beaucoup-de-bruit-et-p
206.71.148[.]1217 |uis-rien-07-10-2023-2528358_20.php
ovreadyql.lcom https://www.unian[.]Jpm/politics/ukraintsev-predupredili-o-I
206.71.148[.]217 |ednikovom-periode.php
incredipoll[.]Jcom https://www.rbk[.]media/rus/news/zelenskomu-nuzhna-oc
206.71.148[.]1217 |herednaja-mjasorubka.php
maddiecrum|[.]Jcom 206.71148[.]1217 |https://www.unian[.]Jpm/politics/v-stile-mafii.php
https://www.rbk[.Jmedia/rus/news/novyj-sposob-ograbit-s
matiasbenavides[.]Jcom [206.71.148[.]1217 |voih.php

Table 4: Second-stage websites observed in Insikt Group’s Doppelgdnger investigation (Source: Recorded Future)

Stage 3 Inauthentic News Outlets and Impersonation Domains

Domain Domain

electionwatchl.]live hauynescherben[.]net
rbk[.]Jmedia

mypride[.]press

warfareinsider[.Jus unian[.]Jpm

besuchszweck].]org obozrevatell.]ltd

grenzezank[.Jcom

Table 5: Final redirected domains tracked in Insikt Group’s Doppelgédnger investigation, targeting Ukrainian, US, and German
audiences (Source: Recorded Future)
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https://urlscan.io/result/c3cb0af0-d0ba-45d5-930f-e61b783ed393/
https://urlscan.io/result/6ddce208-c0a4-4b77-a95a-e6486169dfdf/
https://urlscan.io/result/9951b053-02e9-4387-8e2c-ce86b5aa5dff/
https://urlscan.io/result/bb68612b-d63b-46b1-ae35-66a31a5116b7/
https://urlscan.io/result/24b72a11-3ea6-45ab-9287-fe3077759db3/
https://urlscan.io/result/f6de200e-ce8d-4b68-b20b-9af818de34ed/
https://urlscan.io/result/1d440ae4-64ca-41f3-9e54-bffb4b66e84d/
https://urlscan.io/result/d825e73f-6baa-44e3-ad7b-33ebbb0e29be/
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Additional Stage 3 Domains Identified During Investigation

Domain Domain

50statesoflie[.]Jcom levinaigre[.]net
acrosstheline[.]press liesofwallstreet[.Jcom
cropmarketchronicles[.]us meisterurianl[.]io
derbaterischelowel.]info news.walla.com[.]Jco
derleitstern[.Jcom news.walla[.]re
eurobrics[.]de notrepays|.]Jtoday
fox-newsl.]in observateurcontinential[.]fr
holylandherald[.]Jcom rrn[.Jmedia
lavirgule[.]news spiegell.]itd
la-croix[.]Jcam theliberall.]in
lebelligerant[.Jcom tribunalukraine[.]info
leparisien[.]Jom washingtonpost[.]Jpm
lepoint[.]foo welt[.]Itd

Table 6: Insikt Group also identified additional domains impersonating Western news organizations and original inauthentic
news websites over the course of our research. Several of these domains were reported in open sources as being linked to
Doppelgénger. EU DisinfolLab previously attributed the domain observateurcontinentiall.Jfr to InfoRos, a news outlet linked to
Russian military intelligence (GRU). (Source: Recorded Future)
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