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This report examines how public security entities in China acquire and use
technology from companies based in the United States. The analysis draws heavily
from Chinese government procurement records and industry exhibition documents,
as well as other open-source materials. The report will be of most interest to
researchers and activists who focus on human rights, policing, and technology,
government agencies in the US and other countries that engage in export control or
human rights work, and corporate personnel who carry out due diligence, corporate
security, and compliance work. Information about the author, Zoe Haver, can be
found at the end of this report.

Executive Summary

The public security system of the People’s Republic of China
regularly acquires and uses technology from companies in the
United States. This system comprises the PRC Ministry of Public
Security (MPS), the MPS’ directly subordinate organizations,
province-level public security departments, city-level public
security bureaus, and the bulk of China’s civilian police forces,
among others. These entities engage in extensive state violence,
including mass surveillance, the persecution of political and
religious dissidents, and the mass detention of ethnic minorities,
as documented by journalists, human rights researchers, and
the US government. Public security entities in China also have
a counterintelligence mission and carry out intelligence-related
activities at home and abroad that target political threats to the
Chinese Communist Party (CCP). As such, transfers of technology
from US companies to Chinese public security entities risk
facilitating state violence, intelligence, and counterintelligence
in China, regardless of companies’ intentions.

This report examines the role of US technology in China’s
public security system, with a focus on technology acquired via
lawful commercial activity. First, we discuss the organization of
China’s public security system, review the state violence that
it carries out, highlight its intelligence and counterintelligence
activities, and examine US export control responses. Second, we
analyze why Chinese public security entities value technology
from US companies, highlighting unique capabilities and
compatibility requirements as motivating factors. Third, we
identify several key technology transfer pathways, namely
industry exhibitions, third-party companies, local subsidiaries,
acquisitions, and talent flows. Finally, we examine how public
security entities use the US technology that they acquire,
highlighting the Hainan Province Public Security Department’s
use of network and communications hardware from US companies
and Xinjiang public security entities’ use of hard drive disks from
US companies.
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Key Judgments

Chinese public security entities almost certainly
acquire and use technology from US companies that
specialize in surveillance, network infrastructure,

DNA analysis, aviation, countersurveillance, digital
forensics, thermal imaging, criminal forensics, data
storage, communications, optics, laboratory equipment,
cybersecurity, explosives and narcotics detection,
automobiles, and other areas.

In some cases, public security entities in China almost
certainly seek technology from US companies because
foreign products outperform domestic equivalents. In
other cases, these entities likely seek US technology to
ensure compatibility with Chinese partner organizations
that are already using products from a particular US
company.

For decades, numerous US companies and their
representatives have used industry exhibitions, such as
the China International Exhibition of Police Equipment,
to directly market goods and services to Chinese public
security entities.

Third-party agents and distributors, like US-based

Ryan Technologies, specialize in facilitating technology
transfer and frequently act as intermediaries between US
companies and public security end users in China.

US companies, like Thermo Fisher Scientific, have
established local subsidiaries in China that directly
provide goods and services to Chinese public security
clients.
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Chinese companies’ acquisitions of US companies,
such as Chongging General Aviation Industry Group’s
acquisition of Enstrom Helicopter Corporation, have
aided the growth of China’s domestic industries and
facilitated sales of US products to public security end
users.

Cross-border flows of talent likely function as a pathway
for transfers of knowledge and technology to public
security entities in China like the MPS Third Research
Institute.

The Hainan Province Public Security Department almost
certainly uses network and communications hardware
from IBM, H3C, Cisco, Comtech, and Motorola in
numerous information systems, which may facilitate
police intelligence, support the Golden Shield Project,
carry out mass surveillance, and enable the command
and control of public security forces, among other uses.

Public security entities in the Xinjiang Uyghur
Autonomous Region appear to have purchased at least
481 hard disk drives from Seagate and Western Digital
in early-to-mid 2022, including surveillance-specialized
drives and drives acquired alongside equipment from
China’s leading surveillance providers. Other entities in
Xinjiang, such as prisons belonging to the paramilitary
Xinjiang Production and Construction Corps, have also
recently carried out surveillance-oriented purchases of
Seagate or Western Digital hard disk drives.
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Figure 1: The MPS’ headquarters at No. 14 Chang’an Road in Beijing (Source: Baidu Maps)
China’s Public Security System

This section surveys the organization of China’s public
security system, highlights the forms of state violence that
Chinese public security entities carry out, examines the
intelligence and counterintelligence activities of public security
entities, and discusses how the US has pursued export control
measures in response to the state violence carried out by
Chinese public security entities.

Organization of the Public Security System

The MPS is a central ministry under China’s State Council.!
It is responsible for leading and commanding public security
work in China,? which explicitly includes protecting the political
security of the CCP.3 Public security work includes predicting,
stopping, and investigating criminal activity, defending against
and striking at terrorist activity, maintaining social law and order,
managing hukou?, resident identity card, citizenship, immigration
and emigration, foreigner residency, and tourist affairs, and
supervising security control work for public information
networks.® As part of this work, the MPS is also responsible for
significant portions of China’s ever-expanding mass surveillance
system.® Though the PRC Ministry of State Security (MSS) has
absorbed much of the MPS’ original foreign intelligence and
counterintelligence responsibilities, the MPS still engages in
some counterintelligence-oriented activities and continues
to perform operations on foreign soil, such as clandestine
operations targeting overseas dissidents, ethnic minority groups,
religious organizations, and fugitives.”

BaBabaF: | SRl
ER———— |

THREAT ANALYSIS | CHINA

W
] ]

e = N

The MPS oversees various bureaus, research institutes,
universities, and other such organizations, covering a wide
range of responsibilities.® For a list of such bureau-level units
directly subordinate to the MPS,® see Appendix A. Under the
MPS, provincial and autonomous region governments have public
security departments (2% JT), city and country governments
have public security bureaus (A%f), and lower levels of
administration have institutions like public security sub-bureaus
(Z4 ) and police stations (AZJRHEFT)."° Local public security
entities are relatively autonomous but still answer to the MPS."
The MPS and local public security entities are responsible for
China’s detention center (&5FFT) system,"™ which is distinct from
the Ministry of Justice’'s (MOJ) prison (¥4%R) system.™

The MPS is responsible for the bulk of the People’s Police
(AR %2%2), China’s civilian police force. The People’s Police
absorbed the former Public Security Border Defense Force (A&
BB ERBA) and Public Security Guards Force (/A ZinZ B ERBA) in the
late 2010s."™ The MPS previously had partial authority over the
People’s Armed Police (AR%%Z); as part of the aforementioned
set of reforms, the PAP was reorganized and placed under the
sole authority of the Central Military Commission.' Likewise,
the former Public Security Firefighting Force (2% HB&BBA) was
transferred to the Ministry of Emergency Management.” Other
components of the People’s Police fall under the MSS, MOJ,
Supreme People’s Court, and Supreme People’s Procuratorate.™
The public security components of the People’s Police swear
loyalty to the CCP."
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Chinese Public Security Entities and State Violence

Public security entities in China have a well-documented
track record of engaging in state violence. Researchers define
state violence as “the use of legitimate governmental authority
to cause unnecessary harm and suffering to groups, individuals,
and states” with the goal of reaching “the organizational goals
of a state or government agency”.2° Examples of state violence
include “human rights violations, crimes against humanity, war
crimes, genocide, torture, prisoner abuse, and the oppression of
racial, ethnic, gender, religious, or political minorities”.?" Several
specific forms of state violence, as defined by various academic
sources,?? that public security entities in China carry out are
discussed in greater detail below.

China’s public security system is associated with a wide range
of human rights violations and repressive activities. The 2021
annual report of the US Congressional-Executive Commission
on China (CECC) alleges that public security entities in China
detained computer coders for sharing the personal information
of CCP General Secretary Xi Jinping’s relatives, detained critics
of the CCP, denied activists access to lawyers, threatened the
families of lawyers, extrajudicially detained activists, raided the
homes of Christians, detained environmental advocates, and
detained ethnic and religious minorities.?? Likewise, the CECC’s
2020 annual report alleges that public security entities in China
surveilled human rights lawyers, detained individuals who were
working to archive investigative reporting that was critical of
the Chinese government’s response to COVID-19, punished
medical personnel for sharing information about the December
2019 outbreak of COVID-19, surveilled religious leaders, and
detained artists critical of the Chinese government’s policies
toward ethnic minorities.? The CECC also notes that, until
December 2019, “public security officials were authorized to
detain sex workers and their clients for six months to two years
without judicial oversight” via the “custody and education” (I8&
#B) form of administrative detention, which “primarily targeted
women” and was “prone to abuse”.?® Transgender sex workers in
China face particularly high levels of negligence, harrassment,
discrimination, and violence from the police.?®

Public security entities are also deeply involved in the
implementation of mass surveillance across China, such as
through the Golden Shield Project (£/&I#2).2 The first phase
of this project, which the MPS launched in the late 1990s or
early 2000s,28 aimed to promote the “informatization”?® ({52
1k) of China’s public security system and included numerous
components. For example, it involved the creation of shared
national public security information network infrastructure for
use at each level of China’s public security system.3° This phase
also established 8 major national databases,®' such as the

-}I-Recorded Future’

National Population Basic Information Resource Database (£ & A
A EAEEHIEE), which, combined with the project’s population
information management system (A Q5 EEEE ), now allows
public security personnel to quickly search and analyze the
personally identifiable information of China’s entire population.32
Another component of the first phase was setting up public
security identity authentication and access control management
systems (AL FHIMEFIEOIZEFIBEE R L), which official sources
describe as public key infrastructure/privilege management
infrastructure platforms3®® (PKI/PMISE&) designed to promote
system security and standardization.®* The second phase of
the Golden Shield Project emphasized goals like promoting “big
intelligence” (K1&#), improving applicability, and promoting
information sharing.®® Its components included the construction
of intelligence information comprehensive application platforms?®
(BREEEESMAESE) for use at each level of China’s public
security system, as well as the construction of a national police
geographic information system basic platform (£ EZ AR R
EHASEA; PGISSEA).% Other more recent programs that facilitate
mass surveillance and that involve public security entities include
the Skynet Project (XM L#2), Sharp Eyes Project (=T #%), and
the push to build smart cities (& E17).38

Moreover, public security entities have been at the forefront
of the mass detention and surveillance of the Uyghurs and
other minority groups in China’s Xinjiang Uyghur Autonomous
Region (XUAR).2® As part of this campaign, local public security
bureaus have been building a predictive policing capability
called the Integrated Joint Operations Platform (IJOP; —{&{k Bk
& 1EEEE).4° According to a 2019 Human Rights Watch (HRW)
investigation into IJOP, the authorities in Xinjiang “are collecting
massive amounts of personal information — from the color of a
person’s car to their height down to the precise centimeter — and
feeding it into the IJOP central system, linking that data to the
person’s national identification card number”.#? After aggregating
this data, the platform flags allegedly suspicious activity for
the authorities, which includes benign behaviors such as “not
socializing with neighbors”, having foreign ties, using WhatsApp,
and “preaching the Quran without authorization”.#2 HRW further
notes that “some of those targeted [by IJOP] are detained and
sent to political education camps and other facilities”,*®* which
have reportedly held around 1 million people.** Recorded Future’s
search of Xinjiang government procurement records uncovered
documents mentioning IJOP as recently as December 2021,
which suggests that the Xinjiang authorities are very much still
using the platform.+®
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Figure 2: Description of IJOP components, such as a “facial comparison early warning system’,
that was included in bidding documents for a Kashgar City Public Security Bureau (%A% /3)
informatization maintenance and service project in late 2021 (Source: Kashgar City Public Security
Bureau®)

Intelligence and Counterintelligence Activities

Public security entities in China have a mandate to suppress
perceived political enemies of the CCP and Chinese government,
both at home and abroad. At the forefront of this effort are the
secret police forces under the MPS Political Security Protection
Bureau (A EHBEALZ LRI RF), known until recently as the MPS
Domestic Security Protection Bureau (AZZHMENZLRERF),Y
which collects intelligence on and targets dissidents, religious
groups, ethnic minorities, and fugitives within China’s borders
and in other countries.*® For instance, a local CCP committee
website describes a city’s domestic (political) security protection
dadui (KBA)*° as having a range of intelligence responsibilities
related to social stability, political stability, and state security.®°
These include intelligence activities targeting “reactionary secret
societies”, “illegal organizations”, “international terrorist groups”,
“overseas hostile forces”, “criminal organizations masquerading
as religious groups”, and “ethnic separatists”.5’ Notably, the
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website also explicitly states that the dadui is “responsible
for overseas investigation and research work, [and] carrying
out secret forces construction and various kinds of concealed
professionalization and socialization construction”. Research
has confirmed that political security protection forces under
the MPS operate abroad, such as entering Myanmar to capture
and repatriate fugitives.%? Recorded Future also observed the
Guangxi Zhuang Autonomous Region Public Security Department
seeking to re-lease servers in both Hong Kong and the US as part
of a “domestic [political] security protection information system
operational maintenance” contract in 2018, which provides
further evidence of China’s political security protection forces
operating abroad.®?

China’s public security system very likely continues to
engage in certain counterintelligence-oriented activities
despite the fact that the MSS has absorbed much of the MPS’
original counterintelligence responsibilities.>* For instance,
public security entities register and thereby track all foreigners
traveling in China. Under the Exit and Entry Administration Law
of the PRC, “Where foreigners stay in hotels in China, the hotels
shall register their accommodation in accordance with the
regulations on the public security administration of the hotel
industry, and submit foreigners’ accommodation registration
information to the public security organs in the places where the
hotels are located”.®® Additionally, it states that “for foreigners
who reside or stay in domiciles other than hotels, they or the
persons who accommodate them shall, within 24 hours after the
foreigners’ arrival, go through the registration formalities with
the public security organs in the places of residence”.%® Likewise,
in November 2021 journalists reported that the Henan Public
Security Department had hired Neusoft Corporation (ZREREH)
to build a province-wide surveillance system to track foreign
journalists, foreign students, and other “suspicious people”
with the aim of protecting “national sovereignty, security, and
interests”.%”

US Export Control Responses

In response to the state violence that Chinese public security
entities carry out, particularly in Xinjiang, the US government has
taken some steps in recent years to restrict the transfer of US
technology to such entities. However, experts have questioned
the efficacy of current US export control measures that target
Chinese public security entities and the Chinese companies
that support them.>® The Export Control Reform Act of 2018,
which appears to have been in part motivated by concerns
about China,®® defined dual-use items as including items with
law enforcement-related applications and explicitly stated
that US export control policy should serve to protect human
rights.®® Moreover, during 2019 and 2020, the US Department
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of Commerce Bureau of Industry and Security (BIS) placed 21
Chinese public security entities (in addition to various Chinese
companies) on the Entity List,%" which imposes export licensing
restrictions on specific entities.®? These entities were placed on
the Entity List due to their role in “human rights violations and
abuses in the implementation of China’s campaign of repression,
mass arbitrary detention, and high-technology surveillance
against [Uyghurs], Kazakhs, and other members of Muslim
minority groups in the XUAR".53 A full list of these 21 entities can
be found in Appendix B. The Trump administration also signed
the PROTECT Hong Kong Act in November 2019, prohibiting
“the issuance of licenses to export covered munition items such
as tear gas, rubber bullets, water cannons and other items” to
the Hong Kong Police Force (HKPF).%* The HKPF falls under the
Hong Kong Security Bureau rather than mainland China’s public
security system.® The exact extent of cooperation between the
HKPF and Chinese public security entities is unclear, though both
the MPS and MSS appear to have a relationship with the HKPF.%¢

Moreover, many of the technologies described in this report
very likely may not come within the ambit of existing US export
controls.’” As such, Recorded Future assesses that a large
volume of technology transfers detailed in this report very likely
are not subject to extensive export controls and may be freely
sold without much oversight from the US government. However,
technology transfers that are legal can still facilitate state
violence, intelligence work, or counterintelligence activities, as
certain subsequent sections of this report will demonstrate. Such
transfers are currently receiving greater public and government
scrutiny.

The Value of US Technology

China’s party-state has long promoted technology transfer
to make up for domestic shortcomings and stimulate innovation.®®
The industries that serve China’s public security system have
also participated in its drive to acquire, apply, learn from, and
improve foreign technology.®® China’s surveillance industry, for
example, appears to rely on foreign hardware because “this is
where Chinese companies still largely cannot provide their own
substitutes and are thus heavily reliant in the West”.”° Chinese
surveillance companies rely on hard disk drives (HDDs) from
US-based companies like Western Digital and Seagate, the
latter of which has reportedly worked with Hangzhou Hikvision
Digital Technology Co., Ltd. (fiM8BEMBFHEARBRDER A F)
to develop the world’s first surveillance hard drive,”" dispatched
dedicated engineering teams to China to develop surveillance-
oriented drives, and worked with Chinese surveillance companies
as a strategic partner.”?2 Hikvision, which has been targeted by
US export control measures,”® has been extensively involved in

-}I-Recorded Future’

the mass surveillance and detention of the Uyghurs and other
minority groups in Xinjiang,’* and reporting shows the Xinjiang
authorities use drives from both Western Digital and Seagate
for surveillance.” Chinese surveillance companies also rely on
graphics processing units (GPUs) from US-based companies like
Intel and NVIDIA, with various US companies, including Intel,
reportedly partnering with these Chinese surveillance companies
to develop new surveillance capabilities.”®

As part of the procurement process, Chinese party-state
entities sometimes provide expert assessments and other
similar explanations to justify the purchase of specific foreign
products, which collectively offer direct insight into why entities
value US technology. In some cases, these internally oriented
assessments clearly indicate that US products outperform
equivalents from Chinese companies or otherwise offer unique
capabilities. In other cases, these assessments reveal that
Chinese public security entities likely seek out US products to
ensure compatibility with partner organizations that are already
using technology from a particular US company.

Outperforming Domestic Equivalents

Recorded Future observed numerous instances of Chinese
public security entities describing US technologies as superior
to their Chinese equivalents. For example, procurement records
indicate that numerous Chinese public security entities have
acquired and continue to use products from US-based video
analysis provider Cognitech, Inc., with references appearing as
early as February 2010 and as recently as November 2021.77 A
product brochure from a Chinese police and military equipment
sales company claims that more than 80 public security entities
in China use Cognitech, Inc.s video “fuzzy image analysis
processing system”, which appears to be the Chinese name for
the company’s “Video Investigator” tool.”® These entities include
municipal public security bureaus, provincial public security
departments and entities subordinate to these departments,
academic institutions, and entities under the MPS.”® We also
observed evidence of third-party Chinese companies that claim
to represent Cognitech, Inc. participating in Chinese policing
industry exhibitions (see Appendix D).
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Figure 3: The user interface of Cognitech, Inc.’s Video Investigator tool (Source: Cognitech®)

Cognitech, Inc. is headquartered in California, US.®
According to its website, the company “is a foremost developer
of real-time image and video forensics processing and analysis
software tools, 3D video photogrammetry software, lossless
video acquisition cards, and integrated workstation systems for
professional use by thousands of professional users in forensics,
law enforcement, bio-identification, vehicle identification,
intelligent CCTV systems ... geo-intelligence (GEOINTEL) and in
surveillance fields”.82 Cognitec, Inc. states that its government
agency customers include “Provincial Forensic Labs & Police
Departments” in China as well as the Executive Office for United
States Attorneys, the US Department Of Justice, US Department
of Defense, US Department of Homeland Security, US Federal
Bureau of Investigation, Japanese National Police Agency, and
German Air Force.®3

A 2017 single source procurement document from the Tianjin
City People’s Procuratorate® (XK#EM AR EMR) offers a detailed
explanation of why law enforcement organizations in China
value Cognitech, Inc.'s “video fuzzy image analysis processing
system”.®® The document states that, thanks to the progress of
“public security informatization construction”, the quantity and

quality of video surveillance cameras in China have significantly
increased.® |t further explains that the expansion of video
surveillance across China has driven a corresponding surge in
demand for video image processing capabilities.®” To meet this
demand, the Tianjin City People’s Procuratorate was seeking to
use a system from Cognitech, Inc.®® The 2017 document makes
3 main arguments to justify the acquisition of a Cognitech, Inc.
system via single source procurement:®°

1. The Cognitech, Inc. system has an original vector
algorithm for complex moving images, 3-dimensional
automatic measurement, and other capabilities that
make it a true professional video fuzzy image analysis
processing system.®°

2. The Cognitech, Inc. system has unique, world-leading
patented technologies, and multiple countries have
approved the system for practical and scientific use.®

3. The Cognitech, Inc. system’s “overall functions and
quality cannot be replaced by other brands” and its
“use effectiveness is obviously superior to other similar
products”.®? As such, the system is widely used by public
security entities across China, including the MPS Material
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Evidence Evaluation Center (A& BHIELEZE (), Criminal
Investigation Police University of China (I EFEHE#E%
F52), Beijing City Public Security Bureau Criminal Police
Zongdui (ALIRH A Z FHFIEZBA), and Guizhou Province
Material Evidence Evaluation Center (& M&¥IE L EH
13).%% In practice, the system has played an important role
in the responses to major incidents such as the July 2009
protests and subsequent riots in Urumgqi, Xinjiang.®*

To support the aforementioned arguments, the Tianjin City
People’s Procuratorate solicited expert opinions from senior
engineers employed at the Criminal Investigation Police University
of China, Shenzhen City Public Security Bureau Criminal Police
Zhidui (R 2L FEHEZEEZBN), Guangdong Province Public
Security Department Criminal Investigation Bureau Criminal
Investigation Technology Management Center (J"&RE AR TH
EMERMERAREE S L), and Jiangsu Yangzhou City Public
Security Bureau Criminal Police Zhidui CIHIMT AR BHEXL
BA).®5 Each expert affirmed that Cognitech, Inc.'s system uses
unique, world-leading patented technology and that the system
is clearly superior to other similar products.®® Recorded Future
also observed the Changyi City Public Security Bureau (E&mW 2
% /&) in Shandong Province offering similar justifications for the
purchase of the same Cognitech, Inc. system in 2016.%”

Beyond the case of Cognitech, Inc., Recorded Future identified
other instances of Chinese public security entities providing
detailed justifications for the purchase of foreign products that
outperform domestic equivalents. Several examples include:

o Countersurveillance devices. According to August
2021 procurement documents, the Nanning City Public
Security Bureau SWAT Zhidui (BT AR BHEHEA)
in the Guangxi Zhuang Autonomous Region sought to
obtain 2 nonlinear junction detectors from Research
Electronics International,®® which is based in the US.®®
According to Research Electronics International, its
nonlinear junction detectors are “made to detect
and locate hidden cameras, microphones, and other
electronic devices” and have applications in technical
surveillance countermeasures, countersurveillance,
intelligence protection, and other similar areas.’?®
The documents from the Nanning City Public Security
Bureau SWAT Zhidui highlight the application areas of
searching for explosive devices, protecting state secrets,
and detecting illicit devices in detention centers.'”!

The documents describe the underperformance of
domestic products and provide an expert assessment to
justify importing the Research Electronics International
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devices.”? Beyond Nanning City, we observed evidence
of various city public security bureaus, provincial

public security departments, and organizations directly
subordinate to the MPS purchasing (or seeking purchase)
Research Electronics International nonlinear junction
detectors as well as other countersurveillance devices
from the company, such as video pole cameras and
telephone and line analyzers.'03

Tactical equipment. According to a July 2021 tender,
the Jinhua City Public Security Bureau (%M A%

/&) in Zhejiang Province was seeking to purchase an
imported sniper rifle night vision device from L3Harris
Technologies.” The document specifies that domestic
night vision devices have been tested against foreign
products and have consistently underperformed for a
variety of reasons.'® Likewise, according to a September
2020 tender, the Jinhua City Public Security Bureau was
seeking to purchase nighttime combat devices from
L3Harris Technologies, Steiner, 3M’s PELTOR brand, and
Vortex Optics. Like the July 2021 tender, the September
2020 tender sought to justify buying imported equipment
on the basis of China’s domestic equipment being
inferior. L3Harris Technologies, 3M, and Vortex Optics
are all US companies.’®® Steiner is headquartered in
Germany,'”” but the tender document describes Steiner
as a US company,'®® which suggests that the bureau was
likely seeking equipment from a US entity of Steiner.'0®

Data center hardware. According to a December 2016
procurement document, the Qinghai Province Public
Security Department (H/82& 2% /T) aimed to purchase
an unspecified imported “data center computer room
specialized chilled water unit and UPS [uninterruptible
power supply] host” as part of a network security

data center computer room infrastructure project."°®

The document further specifies that the chilled water
unit must comply with strict European Union or US
certifications.™ The document claims that China
currently lacks design and manufacturing standards or
an industrial production licensing management system
for such chilled water units, and that imported products
outperform domestic equivalents.”? Likewise, the
document argues that domestic UPS servers are inferior
to imported equivalents."® As such, the Qinghai Province
Public Security department sought to import hardware.
The document also includes an assessment from 6
experts, who agreed that domestic products cannot meet
the requirements of the network security data center
computer room infrastructure project.

9 TA-CN-2022-1101
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o Forensics devices. According to a single source
procurement announcement, the Xianju County Public
Security Bureau (BB A% R) in Zhejiang Province was
trying to acquire a “US Elephant Company ultraviolet
observation camera system” in October 2015.14
According to the bureau, European and US ultraviolet
observation systems use a safe wattage while domestic
equivalents use an unsafe wattage that can cause harm
to users.”® As such, the bureau hoped to import a US
product.”® The aforementioned US Elephant Company is
very likely Elephant Engineering, which was a division of
US-based Syntronics, LLC."” US-based General Atomics
acquired Syntronics, LLC in 2017.1"®

Compatibility Requirements

Recorded Future also found that some Chinese public
security entities likely seek US products for compatibility reasons.
For example, procurement documents from late 2017 and early
2018 indicate that the Guangdong Province Public Security
Department (J"Z&& A% [T) purchased a US laboratory device
so that its data would be compatible with national and local
public security entities that use the same equipment. In a single
source procurement announcement, the department states that
the MPS Material Evidence Evaluation Center and some cities in
Guangdong Province use the “Nuance EX” multispectral material
evidence analysis system imported from the US, and that the
MPS Material Evidence Evaluation Center had announced a
project aimed at optimizing the system’s software and database.™®
As such, the Guangdong Province Public Security Department
appears to have worked through the supplier NBL Imaging
System Ltd. (" MEERMYBR 2 ], Guangzhou Xingbo Scientific
Instruments Co., Ltd.) to acquire an imported “[Nuance] EX450-
950" multispectral material evidence analysis system, which was
almost certainly from US-based PerkinElmer,'° so that its data
would be compatible with the MPS and local cities.’

THREAT ANALYSIS | CHINA
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Figure 4: Nuance EX multispectral imaging system from PerkinElmer (Source: PerkinElmer'??)

Technology Transfer Pathways

This section analyzes several of the pathways through
which China’s public security system acquires or could acquire
technology from US companies, namely industry exhibitions,
third-party companies, local subsidiaries, acquisitions, and
talent flows. These technology transfer pathways are open to
both technologies that can facilitate state violence (such as
video surveillance products) and technologies that have more
benign applications (such as breath alcohol analysis products).
Some of the technologies that move through these pathways can
support both unremarkable police activity and more questionable
endeavors, such as DNA analysis devices and other laboratory
equipment that can help solve crimes but also can help build
population DNA databases. As such, a given transfer or transfer
pathway cannot be judged to be benign or harmful without end-
use context.
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Industry Exhibitions

US companies have almost certainly marketed their products
to Chinese public security entities at industry exhibitions since
at least the early 2000s, including numerous US military and law
enforcement contractors. We focused our analysis on the biennial
China International Exhibition of Police Equipment (CIEPE; FEE
FrEE I ZFH <), which has been running for roughly 20 years
and is hosted by the MPS.'?® Some state media reporting has
described CIEPE as the only police equipment exhibition that
the MPS hosts.’?* Chinese state media has also described CIEPE
as “an important platform for promoting international policing
exchanges and cooperation” and touted the participation of
companies from the US."?5 According to a US exhibitor,'?® “CIEPE
serves the growing market for public security equipment in
China” and “many of the 20 thousand in attendance are decision
makers” who are “looking for equipment and technology for their
departments to order and purchase”.’”?” Numerous companies
from countries such as the United Kingdom (UK), Germany,
France, Israel, Japan, and Italy have also participated in CIEPE
over the years, though the activities of these companies are
beyond the scope of this report.

A T
Figure 5: Criminal investigation technology area at the 10th CIEPE in 2020 (Source: Xinhua'?)

Based on a review of publicly available exhibitor lists, we
identified at least 52 likely instances of US-linked companies
participating in CIEPE between the 2nd CIEPE in 2002 and the
10th CIEPE in 2020.2° A list of US-linked exhibitors at CIEPIE
that we identified is included in Appendix C."*° In some cases,
the US-linked companies appear to have directly participated in
the exhibition. In others, US-linked companies were identified as
participants but were actually represented by third-party agents.
The companies that we observed include US-based companies,
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subsidiaries and joint ventures that US companies have
established in China, and US companies that Chinese companies
have acquired. A number of these companies have participated in
multiple CIEPE events over the years. The companies specialize
in areas such as video surveillance, thermal imaging, optics,
aviation, biotechnology, explosives and narcotics detection,
digital forensics, laboratory equipment, communications, edged
weapons, cameras, lighting, automobiles, protective cases,
and breath alcohol analysis. We also found US exhibitors that
specialize in exporting technology to China from companies in
the US and other foreign countries.

In addition to US companies selling their wares, we also
observed third-party companies from China and Hong Kong
marketing US policing technology at CIEPE as commercial
agents. Appendix D includes 20 examples of self-described
agent companies from the 5th CIEPE in 2010. At the 5th CIEPE,
these 20 companies claimed to sell products from numerous
US companies that specialize in areas like video surveillance,
aviation, security inspection, counterterrorism, forensics,
laboratory equipment, network infrastructure, optics, explosive
ordnance disposal, tactical apparel and other gear, lighting,
and cameras. Many of these agents’ websites still list products
from US and other foreign companies, indicating these activities
continue as of mid-2022.

Third-Party Companies

US companies that develop policing technologies often
do not bid directly on Chinese government contracts. Rather,
third-party companies based in China, as well as some from
Hong Kong and the US, play a significant intermediary role in
funneling technology from US companies to public security end
users in China. To illustrate the role of such distributors and

| agents, below we analyze the corporate network and activities

of US-based Ryan Technologies. This network distributes
technologies oriented toward digital forensics, DNA analysis,
security inspections, countersurveillance, and other activities.

Ryan Technologies, also known as Ryan Security and Ryan
Security Technology, describes itself as “the global leader in
forensic, security, and law enforcement product distribution
in China”.’®' According to its website, Ryan Technologies was
“founded in 1992” and is “operated out of Santa Barbara
California”.’®? The company has “tightly coupled itself with
foreign based rep offices headquarted [sic] in Beijing and has
consistently expanded its coverage opening 5 other offices in
key cities including Shanghai, Guangzhou, Chengdu, Wuhan
and Shenyang”, with additional maintenance stations “in over
30 other locations throughout China”.’*® Ryan Technologies has
“sold and managed several technology transfer projects to China

1 TA-CN-2022-1101
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handling all training, sales, installations, after sales support
and more”.”®* The company further claims that “the high level
of communication between our Mandarin fluent US office and
highly motivated Chinese staff gives our clients an unparalleled
and transparent view into the market”.’®® The company’s “full
fledged R&D team is capable of integrating products, developing
add-on’s/accessories [sic], and creating systems out of products
to solve the problems our customers face”.’®® Ryan Technologies
states that “we also service most the [sic] products we sell
regularly which allows us to monitor the use of the product long
after the sale”.’®” According to its website, Ryan Technologies
uses the phone number “805-962-3080" and the company is
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located at an address in Santa Barbara.’™®® The company’s
addresses in China (as listed on its website) are provided in
Appendix E. Ryan Technologies’ website identifies numerous
partner companies from the US and other countries and claims
that the company has received a number of export recognitions,
including 1 from the US Commercial Service of the US Department
of Commerce.’ The company has repeatedly participated in
CIEPE (see Appendix C).

The corporate network of Ryan Technologies includes a
number of companies, with each claiming to participate in the
transfer of US technology to public security entities in China.
Companies in this network include:
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o E.C.Ryan International. Ryan Technologies is almost
certainly legally registered in the US as E.C. Ryan
International, Inc.*

o Resonant. At some point in the past several years, Ryan
Technologies almost certainly rebranded as Resonant
Ltd. (B#EMEEER 2 &; Hong Kong Mei Nai Te Co.,
Ltd.).142

» Beijing Ryan Wende Science and Technology. Ryan
Technologies’ Chinese headquarters is almost certainly
Beijing Ryan [Ruiyuan] Wende Science and Technology
Co., Ltd. (AERImREER R BR A &) .14

« Beijing Ryan Huade Science and Technology. Ryan
Technologies’ network in China almost certainly includes
Beijing Ryan [Ruiyuan] Huade Science and Technology
Co., Ltd. (IERIFBREERIZBIRAF)).14

Of the companies in Ryan Technologies’ network, Beijing
Ryan Wende Science and Technology Co., Ltd. is particularly
notable. At the 5th CIEPE in 2010, Beijing Ryan Wende Science
and Technology Co., Ltd. described itself as “Ryan Technologies
(China), Ltd.”; claimed to be “well known for being one of the most
experienced service providers in the industry, and for offering
integrated solutions for China’s public security”; and claimed to
specialize in “promoting and introducing western advanced IEDD/
EOD [Improvised Explosive Device Disposal/Explosive Ordnance
Disposal], anti-terrorism, public safety and forensic products
to China”.’” The company claims to have over 40 products
that have passed through MPS testing and certification.'® On
its website, the company states that it sells and services
technology from companies in the US, Canada, the UK, ltaly,
Israel, and other foreign countries and lists foreign partners such
as "“MICROGEM PLC”; “Oxygen Forensic”; “Attestor Forensics
GmbH”; “BlackBag Technologies, Inc”; “Elcomsoft”; “Logicube”;
“Rapiscan Systems”;""” “Vidisco”; “FOCLAR”, “Access Data”;
“Med-Eng”; “DeltaPix”; “Foster + Freeman”; “L3 Technologies”;
“REI"” [Research Electronics International]; and “West Technology
Systems Limited”."*® Some of these companies,™® but not all of
them, offer digital forensics products, which could be used to
forcibly access the phones of protestors, activists, and other
perceived enemies of the Chinese party-state.’®

Procurement records suggest that Beijing Ryan Wende
Science and Technology Co., Ltd. has widely bid on Chinese
public security contracts. We observed at least 144 Chinese
government procurement records dated between August 2008
and March 2022 that reference Beijing Ryan Wende Science
and Technology Co., Ltd., including 103 instances in which the
company is identified as a successful bidder. In most instances,
the company’s clients are public security entities, though it

-}I-Recorded Future’

has also won contracts from entities such as procuratorates,
courts, and airports.™ These procurement records show that the
company serves clients across China at all levels of the public
security system, including municipal public security bureaus,
provincial public security departments, and organizations directly
under the MPS.’32 Given that the Ryan Technologies network
specializes in selling foreign technology in the Chinese market,
the majority of Beijing Ryan Wende Science and Technology Co.,
Ltd.'s public security contracts very likely involve the sale of
technology from foreign companies. In certain instances, the
documents that we reviewed explicitly name imported products,
including products from US companies.’™® For instance, the
Tianjin City Public Security Criminal Investigation Bureau®™ (X
EWALRMEMER) selected Beijing Ryan Wende Science and
Technology Co., Ltd. to provide an IntegenX-brand RapidHIT™5
DNA analysis instrument from US-based Thermo Fisher Scientific
in April 2015.7%¢

Local Subsidiaries

Some US companies have local subsidiaries in China that work
directly with public security clients. A notable example of this is
Invitrogen (Shanghai) Trading Co., Ltd. (KR (£8) BH5E
BRZAF]), a wholly-owned subsidiary of US-based Thermo Fisher
Scientific.” Invitrogen (Shanghai) Trading Co., Ltd. appears to
offer ongoing genetic analysis equipment maintenance services
to Chinese public security entities.’®
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Figure 7: The copy of Invitrogen (Shanghai) Trading Co., Ltd.’s Chinese business license available on
Thermo Fisher Scientific’s website (Source: Thermo Fisher Scientific'®®)

As “the world leader in serving science”, Thermo Fisher
Scientific claims that it “delivers an unrivaled combination
of innovative technologies, purchasing convenience and
pharmaceutical services through our industry-leading brands,
including Thermo Scientific, Applied Biosystems, Invitrogen,
Fisher Scientific, Unity Lab Services, Patheon and PPD".’%° |n
early 2019, journalists found that the Chinese authorities were
using DNA equipment from Thermo Fisher Scientific as part of
their mass surveillance campaign in Xinjiang.'® Though Thermo
Fisher Scientific “said it would no longer sell its equipment in
Xinjiang” in February 2019,'%2 reporting in mid-2021 revealed that
“police in the Chinese region of Xinjiang are still buying hundreds
of thousands of dollars’ worth of American DNA equipment
despite warnings from the U.S. government that the sale of such
technologies could be used to enable human rights abuses in

THREAT ANALYSIS | CHINA

the region”, including equipment from Thermo Fisher Scientific.'?
Thermo Fisher Scientific has also repeatedly participated in
CIEPE (see Appendix C).

Recorded Future observed at least 60 Chinese public
security procurement documents dated between August 2013
and December 2021 that reference Invitrogen (Shanghai)
Trading Co., Ltd., including 38 instances in which the company is
identified as a successful bidder.’® Many of these contracts are
for maintenance services of Thermo Fisher Scientific equipment.’®®
For example, the Fujian Province Public Security Department
Criminal Investigation Technology Zongdui DNA Laboratory (
BEAARTHERARZBADNASKLRZE) published a single-source
tender announcement for a DNA information system maintenance
project in September 2019.7% This project included a sub-
contract for “DNA Laboratory ABI [Applied Biosystems, Inc.'?’]
Equipment Maintenance Services”.’®® The document states that
Applied Biosystems engineers provide DNA forensic equipment
maintenance for the company’s products, and that no other
organization has been entrusted to maintain these products.’®
As such, the sole company granted maintenance authority
is Invitrogen (Shanghai) Trading Co., Ltd.”° The document
also mentions that the zongdui had purchased maintenance
services for its “3130XL fluorescent sequencing instrument”
from Invitrogen (Shanghai) Trading Co., Ltd. in 2015,"" very likely
referring to Thermo Fisher Scientific's 3130 Genetic Analyzer."”?

In other instances, Recorded Future observed Chinese public
security entities acquiring Thermo Fisher Scientific products
from Invitrogen (Shanghai) Trading Co., Ltd. via third-party
companies, including in Xinjiang. For example, a pair of winning
bid announcements from September 2020 show that the Urumqi
City Public Security Bureau Criminal Investigation Zhidui (2& 7K
FHARBHEMEZBA) had selected Xinjiang Kehua Hechang
Biological Science and Technology Co., Ltd. (FEERIENRREY
R BMRAF) to provide 2,732,480 RMB ($420,000) worth of
Thermo Fisher Scientific reagent kits and other consumable
materials from Invitrogen (Shanghai) Trading Co., Ltd."3

Acquisitions

The acquisition of US companies by Chinese firms can help
facilitate the transfer of US technology to public security Chinese
entities. A clear example of this process can be observed in state-
owned Chongging General Aviation Industry Group Co., Ltd.s (
BEREBAMSSLEHABRELAT,; BEREMER,; CGAG) acquisition
of US-based Enstrom Helicopter Corporation,’* which state
media described in 2013 as the first time that a Chinese aviation
enterprise had successfully purchased a well-known helicopter
manufacturer from the US or Europe.”® These helicopters are
used in China for counterterrorism, riot control, reconnaissance,
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and other missions.

According to its website, Enstrom Helicopter Corporation
“designs and manufactures light, single-engine piston and turbine
helicopters for commercial, government, and personal use”."”® It
is headquartered in Michigan, US.”” Enstrom was reportedly
one of the first Western helicopter brands to enter the Chinese
market in the 1990s.78 CGAG, previously known as Chongging
Helicopter Industry Investment Co., Ltd. (ERE AN = LR EGRE
4 d)), acquired Enstrom Helicopter Corporation in 2012 and is an
authorized dealer for Enstrom Helicopter Corporation in China.’”®
Corporate records show that CGAG has multiple shareholders
and that state-owned enterprises are its largest shareholders.°
Documents from the 10th CIEPE also indicate that CGAG is state-
owned,’” and Chinese state media has described it as a state-
owned enterprise.’®?

After CGAG acquired Enstrom Helicopter Corporation,
industry media reported that “Enstrom is positioning itself
for global expansion into emerging markets — with a bull's
eye squarely centered on China”.’®® The reporting stated that
“CGAG is currently pursuing a production certificate from the
Civil Aviation Administration of China (CAAC) to build Enstrom
variants in country” and “while the certification process runs
its course, Enstrom is shipping kits from Menominee [Enstrom’s
US headquarters] to CGAG in China”.’®* Enstrom’s then-CEO
asserted that CGAG “was tasked with finding a general aviation
company ripe for purchase” and was “looking anywhere and
everywhere to purchase a company, but of course, there were
very few on the market then outside Enstrom”.’®> According to
the reporting, “CGAG’s goal when they purchased Enstrom in
2012 was to increase production to 50 helicopters in Menominee
with another 50 assemblies sent to China”.'®¢ A document from
the Chongqging City Development and Reform Commission (EX
MERMKEZRS) shows that CGAG likely had the capacity to
produce at least 30 Enstrom helicopters a year in Chongqing by
the end of 2014.%%7

Chinese state media touted CGAG'’s participation in the 10th
CIEPE in 2020.®® The coverage notes that CGAG demonstrated
the capabilities of the police-model Enstrom 380B helicopter
and other police equipment in areas like counterterrorism, anti-
crime, emergency rescue, and guarding security.' It further
claims that CGAG equipment supports the actual combat needs
of public security forces, and that police aviation customers have
unanimously recognized the company.’™® According to materials
from the 10th CIEPE, CGAG is an “important platform” of the
State Air Traffic Control Commission, National Development
and Reform Commission, and CAAC for the development
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of general aviation.” The CIEPE materials claim that CGAG
received a helicopter production license from CAAC, established
the Chongging Enstrom General Aviation Technology Research
Institute (ERBHHRFLEAMTHZAMAREL), and established
the Enstrom Helicopter Domestic Maintenance Center (EHf
B EFNE R4S F.0). Moreover, the materials say that the
company sells products like the Enstrom 480B and 280FX, and
is developing products like the Enstrom TH180.7°2 The materials
further state that the police-model Enstrom 480B helicopter is
widely used in patrol, emergency rescue, counterterrorism, anti-
drug, anti-smuggling, air command, and other police missions
(very likely in China).’®® CGAG displayed the police-model
Enstrom 480B helicopter at the 10th CIEPE.'** Enstrom Helicopter
Corporation or CGAG also participated in the 9th CIEPE in 2018
(see Appendix C).

Figure 8: CGAG booth at the 10th CIEPE in 2020 (Source: Xinhua'®®)

Recorded Future did not observe any tenders from public
security entities for the purchase of Enstrom helicopters
from CGAG, though we did uncover a number of maintenance
contracts that provide evidence of CGAG and its subsidiaries
providing Enstrom helicopters to Chinese public security
entities.’® These documents are dated between October 2015
and April 2022, were issued by entities like the Guizhou Province
Public Security Department (5M#& 2% T), Lanzhou City Public
Security Bureau (=M™ A% /E), and Chongging City Public
Security Bureau (EXM A% [), and largely consist of single-
source procurement announcements.' For instance, according
to a March 2022 document from the Chongqing Public Security
Bureau, the bureau purchased Enstrom 480B helicopters from
CGAG in 2013 and in 2016.°® The document further states
that, due to the professional and technical requirements of
helicopter maintenance, no company in China other than CGAG
subsidiary Chongqing General Aviation Co., Ltd. (EX@ERBE
BIR/AF])" is qualified to provide maintenance services for the
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Enstrom helicopters, used for missions like counterterrorism,
riot control, and reconnaissance.?®° Likewise, a November 2018
document from the Guizhou Province Public Security Department
indicates that the MPS donated Enstrom 480B helicopters to
the department, that the MPS has a police aviation construction
and development cooperation agreement with CGAG, that the
MPS Police Aviation Management Office (AR #BE AT EIE M
AZ) has a strategic cooperation framework agreement with
CGAG, and that CGAG is uniquely qualified to provide long-term
maintenance services from Enstrom 480B helicopters.?® State
media reporting shows that CGAG and the MPS Police Aviation
Management Office signed their strategic cooperation agreement
at a helicopter exhibition in September 2017.2°2 As part of this

THREAT ANALYSIS | CHINA

like “network offense and defense, network reconnaissance,
technical reconnaissance, domestic encryption, electronic
evidence collection, classified protection, big data analysis,
intelligent security, and drug testing”.?’° It owns at least 6
companies, including Beijing Run Technologies Co., Ltd. (AL $i
LR AR /A F]),2" and oversees numerous departments, centers,
and research laboratories.?'? Procurement records from early
2022 reveal that Beijing Run Technologies Co., Ltd. sells open-
source intelligence software that facilitates the collection and
analysis of data from foreign sources across the clear web, deep
web, and dark web, including Instagram, Facebook, LinkedIn, and
other major social media platforms.?'®

agreement, CGAG reportedly agreed to provide 10 Enstrom 480B _~

helicopters at a discounted price to support the development of §
China’s police aviation industry and offer services in areas like =

personnel training and airport construction.?%?

Talent Flows

Cross-border talent flows are a pathway for knowledge

and technology transfers from the US to China.?*4 Though such |

transfers can help facilitate state violence in China, Recorded
Future emphasizes that Chinese nationals living, studying,
and working abroad should not be assumed to be engaged
in activities for the purpose of supporting state violence,
espionage, or illegal activities, and deserve to live without
the threats of xenophobia, ethnic profiling, and violence. We
also note that foreign academics and universities are known
to facilitate transfers of technology to China’s public security
system.?% |n this section, we examine the career trajectories of
several individuals who received educations from US universities
or gained professional experience from US companies and then
went to work for the MPS Third Research Institute (AL ERE =1
R F), a major research organization within China’s public security
system. To protect the privacy and safety of these individuals,
we anonymize their personal identifiable information, their US
alma maters, and their former US employers.

The Third Research Institute carries out scientific research
and technical support activities related to smart policing and
network security.2°® It is based in Shanghai.??” The institute
was founded in 1978 as the “Shanghai Public Security Science
Research Institute” (82 LR ZEMRFT), was renamed to “MPS
Public Security 876 Research Institute” (AZ# LE/I\EAHR
Fr) in 1979, and was then renamed once again to “MPS Third
Research Institute” in 1984.2°¢ The Third Research Institute
claims to have made significant advances in the fields of “police
information intelligent perception”, “police data security sharing”,
and “illegal crime monitoring [and] early warning”.2°® It provides
“core key technology support and systems solutions” in areas

S -
Figure 9: The MPS Third Research Institute’s headquarters at No. 76 Yueyang Road in Shanghai
(Source: Baidu Maps)

Recorded Future observed a number of instances of self-
described current or former Third Research Institute employees
claiming to have previously worked for foreign companies or
claiming to have received degrees from foreign universities,
including US companies and universities.?" We highlight several
examples below of such individuals who appear to have supported
the Third Research Institute’s work on cybersecurity and mass
surveillance. In each of these cases, the individuals almost
certainly leveraged their US educations or work experiences
when employed at the Third Research Institute.

o Individual 1. Individual 1 works on cybersecurity at the
Third Research Institute, received a PhD from a US
university, and has published numerous technical papers
on cybersecurity and other topics.?" Individual 1 was
employed as an associate research fellow at the Third
Research Institute since September 2018.%'® Previously,
Individual 1 had been a postdoctoral researcher at the
institute from May 2015 to September 2018. At the
institute, Individual 1 reportedly works on “connected
vehicle information security and privacy”, and they
previously worked on “privacy and network security”.?"”
Before joining the institute, Individual 1 was a research
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assistant at a US university from September 2011 to
February 2015.2'® The individual received a PhD in
electrical, electronics, and communications engineering
from the same US university in 2015.%" Individual 1

has published nearly 30 conference papers, technical
standards, and other publications related to subjects
like network security, neural networks, unmanned aerial
vehicles, and cyber threat intelligence.?2°

e Individual 2. Individual 2 was employed at the Third
Research Institute to work on subjects like computer
vision and machine learning, has researched the use
of neural networks in mass surveillance, and joined the
Third Research Institute after receiving a master’s degree
from a US university.??" Individual 2 was employed as a
deep learning researcher at the Third Research Institute
from August 2013 to November 2015.222 At the institute,
their responsibilities reportedly included working on
precise image retrieval based on deep learning.??®
Individual 2 received a master’s degree in signal and
image processing from a US university at an unspecified
date.??* At this university, Individual 2 studied subjects
such as digital image processing, digital video
processing, pattern recognition, affine transformation,
image segmentation, motion estimation, face recognition,
and optical character recognition.??s Between September
2010 and June 2013, the individual worked for a
laboratory that is very likely part of the aforementioned
US university.??6 At the US laboratory, this individual's
responsibilities reportedly included working on facial
recognition and researching context-based color image
retrieval, among others.??”

e Individual 3. Individual 3 has been employed as a
project manager at the Third Research Institute since
September 2018.228 At the institute, the individual’s
responsibilities reportedly include designing
and managing roadmaps based on trends in the
cybersecurity industry, designing overall solutions for
the cybersecurity of public security sensor networks,
leading a cross-functional team to accomplish public
security standard specifications, participating in
national and ministerial cybersecurity research projects,
managing product documents and answering bids, and
providing regular trainings to customers and users on
product portfolios and solutions.??® Before joining the
institute, Individual 3 worked in the Shanghai offices
of a US telecommunications company and a French-US

-}I-Recorded Future’

telecommunications company.23©

Applications of US Technology

The technologies that public security entities in China
acquire from US companies have a large number of possible
applications. Previous sections of this report have already
provided some details regarding how public security entities
leverage products from US companies to facilitate activities such
as surveillance video analysis, forensic analysis, police aviation,
DNA analysis, countersurveillance, and SWAT operations. Our
data on CIEPE participants (see Appendix C and Appendix
D) further highlights potential applications of US technology
in China’s public security system, including thermal imaging,
network infrastructure, digital forensics, communications, and
many others. Moreover, numerous other studies and reports have
detailed the support that foreign companies provide to China’s
public security system in the area of mass surveillance, where
companies from the US and other countries have for decades
aided the Chinese authorities’ efforts to build a highly advanced
surveillance state.?®

Over the course of our research, Recorded Future observed
countless references to products from US companies in Chinese
public security procurement documents. This technology is being
used at every level of China’s public security system across the
country, including in particularly heavily surveilled jurisdictions
like Xinjiang and Tibet.?*2 This report would be hundreds of pages
long if we named every US company, product, and Chinese public
security end user that we identified via publicly accessible
procurement documents. As such, we provide 2 case studies
below that highlight several particularly notable application
areas and end users. The first focuses on the Hainan Province
Public Security Department'’s (@& AR [T) use of network and
communications hardware from US companies in its information
systems, including in information systems that support mass
surveillance and police intelligence. The second examines
Xinjiang public security entities’ continuing use of HDDs from
US companies, including drives used for surveillance.

Case Study: Network and Communications Hardware
in Hainan Province

The Hainan Province Public Security Department almost
certainly uses a variety of products from US companies in its
information systems. We observed evidence of this in bidding
documents attached to annual information system maintenance
tenders that the department published in late 2019, late 2020, and
late 2021.2%® These documents provide detailed descriptions of
numerousinformation systemsandlists of the hardware and software
that the information systems currently use.?** The documents
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Figure 10: The Hainan Province Public Security Department’s headquarters at No. 9 Binya Road in Haikou (Source: Baidu Maps)

we limited our review to network and communications hardware.
According to the documents, public security entities in Hainan
are using hardware from these companies to facilitate their
mission, including carrying out police intelligence, supporting
the Golden Shield Project, carrying out mass surveillance, and
enabling the command and control of public security forces.
The documents also reveal other, more benign applications
of this technology, such as the use of this hardware in the
department’s local area network (LAN) infrastructure.?3® This
case study therefore demonstrates how Chinese public security
entities can leverage a given technology in multiple different
ways.

The 2019, 2020, and 2021 documents from the Hainan
Province Public Security Department identify network and
communications hardware from various US-based or US-
invested companies, including IBM, H3C, Cisco, Comtech, and
Motorola.

o IBM. IBM is headquartered in New York, US, and
provides products and solutions in areas like artificial
intelligence, blockchain, business operations, cloud
computing, data and analytics, hybrid cloud, information
technology infrastructure, security, and supply chain.?%”

Previous research has found that China’s public security
system uses IBM products in various contexts, including
mass surveillance.?®®

H3C. H3C, also known as New H3C, is a joint venture
between US-based Hewlett-Packard Enterprise (HPE)
and China-based Unisplendour Corporation, with HPE
holding a 49 percent stake and Unisplendor holding

a 51 percent stake.?3® Unisplendor is a subsidiary of
Tsinghua Holdings, a state-owned enterprise.?*° When
Hewlett-Packard (HP), HPE's predecessor,24! established
H3C in 2015, it claimed that H3C would include “HP’s
China-based server, storage and technology services
businesses” and that H3C would be “HP’s exclusive
provider of servers, storage and networking, as well as
hardware support services in China”.?*2 According to
HPE, “this structure enables HPE to participate in the
fastest-growing IT market in the world, through HPE'’s
sale of products to New H3C for resale in the China
market”.?*® Previous reporting has found that Chinese
law enforcement forces use H3C products, including in
Xinjiang.244
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e Cisco. Cisco is headquartered in California, US,
and offers solutions in areas such as analytics and
automation, artificial intelligence, cloud, collaboration,
critical network infrastructure, intent-based networking,
internet of things, networking, security, software,
software-defined networking, smart buildings, and
wireless mobility.2*> Previous research and reporting has
found that Chinese public security entities have long
used Cisco products, including for mass surveillance.?46

e Comtech. Comtech Telecommunications Corp. is based
in New York, US, and offers products and solutions in
areas like public safety and security as well as satellite
and space communications.?*” The Comtech products
described in this section very likely come from a
Comtech subsidiary, Comtech EF Data, which provides
“high-performance satellite communications ground
equipment” and is based in Arizona, US.?*8 Previous
reporting has found that China’s maritime militia forces
in the South China Sea are very likely using technology
from Comtech EF Data.?*°

e Motorola. Motorola, Inc. split into Motorola Mobility
and Motorola Solutions in 2011.25° Motorola Solutions
is headquartered in lllinois, US, and is “a global
leader in public safety and enterprise security” and
offers solutions in “and mobile radio communications,
video security & access control and command center
software”.?" Reporting has shown that Motorola has
long supplied equipment to police in mainland China and
Hong Kong,?%2 and Recorded Future found that a Chinese
subsidiary of Motorola has repeatedly participated in
CIEPE (see Appendix C).

Alongside network and communications hardware from
these companies, 1 of the projects discussed below also uses
vehicles from Ford and Mercedes-Benz. Ford is a US company,
and Mercedes-Benz is a German company. A joint venture that
Ford established in China has reportedly participated in CIEPE
(see Appendix C).

Intelligence Comprehensive Application Platform

According to the 2019 bidding documents, the Hainan
Province Public Security Department QB?>3 Platform Optimization
and Improvement Project (BE&RAZRT QB FAEUTEIR),
also known as the Intelligence Comprehensive Application
Platform (1E#R%Z4& N FH¥E), uses an unspecified server from
IBM.2%4 Both the 2020 and the 2021 bidding documents reference
the Intelligence Comprehensive Application Platform, but neither
discusses any specific hardware.?’® We assess that the IBM
server is likely still in use.

-}I-Recorded Future’

According to the 2019 documents, the Hainan Province Public
Security Department initiated the Intelligence Comprehensive
Application Platform project in 2013.2°¢ The project was likely
implemented as part of the second phase of the Golden Shield
Project.?” The platform’s capabilities include police intelligence
dynamic monitoring and analysis, abnormal behavior monitoring,
intelligent statistical analysis, key persons?% comparison
early warning, key persons accumulated early warning, and
data resources monitoring and management, among others.
The platform has been fully applied in every city and county
bureau across the province, serving as the basic system and
work carrier for intelligence at the grassroots level.?’® The
2020 bidding documents further specify that this platform was
built in line with MPS big intelligence platform requirements,
describing a ministry-province-city big intelligence work system
that facilitates vertical and horizontal information sharing.26©
This system was almost certainly developed as part of the
Chinese authorities’ longstanding efforts to reform and improve
intelligence work in policing.?®!
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Figure 11: Description of the Intelligence Comprehensive Application Platform from 2020 that highlights the platforms “key persons dynamic control” and “major incidents early

warning and prevention” capabilities (Source: Hainan Province Public Security Department)

Public Security PKI/PMI Platform

According to the 2019 bidding documents, the Hainan
Province Public Security Identify Authentication and Access
Control Management System (BE&EXAZHMHINESIHEIES
B AR%), also known as the Hainan Province Public Security
PKI/PMI Platform ((BE&EA%T PKI/PMI 3£4&), is a certificate
authority (CA) authentication center that was built using public
key cryptography.?62 The 2019 platform software and hardware
product maintenance list identifies servers and network security
switches from IBM, Cisco, and H3C.?%® 2020 and 2021 bidding
documents reference PKI/PMI the PKI/PMI platform specifically,
but we assess that the system is likely still in use.?%* The IBM,
Cisco, and H3C components are listed in Appendix F.

According to the 2019 documents, this platform unifies
the identity expression methods of public security information
network users, authentication methods, and the authorization
management modes, which promotes cross-department and
cross-region secure information sharing.?®® The construction of
this local second-level PKI/PMI platform was completed during
the first and second phases of the Golden Shield Project and

the platform’s PKI/PMI software, directory service software,
application middleware, and certificate comprehensive suit query
subsystem have been progressively upgraded.2®® Hainan public
security organs have issued over 20,000 digital certificates,
which are connected to every major application area.?®” The
platform completes the basic security transformation of multiple
application systems such as the police comprehensive [system],
population information query system, and big intelligence
system, which allows for basic authorized access control based
on digital certificates via connection to the public security PKI/
PMI system.26® As such, the PKI/PMI system platform constitutes
the basic system and work carrier of grassroots civilian police
informatized applications.?®® The MPS has long identified such
PKI/PMI platforms as an essential component of the Golden
Shield Project.?”°
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Public Security Video Monitoring and Checkpoint
System

According to the 2019 and 2020 bidding documents,
the Hainan Province Public Security Video Monitoring and
Checkpoint System Project (Checkpoint Phase 1) (§E& AR
TS EMFORKTE (FA—H) ) uses several H3C S1224
switches and came into use in 2014.2" The 2021 documents do
not reference the system, but we judge thatitis likely still in use.?”?
The system integrates numerous facial recognition and thermal
imaging cameras, as well as human face analysis software, from
Hikvision, thereby enabling port and train station surveillance.?”?

Public Security “Communications on the Move”
Satellite Communications System

According to the 2019 bidding documents, the Hainan
Province Public Security “Communications on the Move”
(COTM) Satellite Communications System ((BE& A& EIHIE”
BEBIEELK) includes components from Comtech, Motorola,
Cisco, and H3C.?* The 2020 documents do not reference the
COTM system.?”> The 2021 bidding documents reference the
same components. The components from Comtech, Motorola,
Cisco, and H3C are listed in Appendix F. According to the 2019
documents, the system was built in 2009 and 2014. The system
has 1 Ford COTM satellite vehicle and 1 Ford image acquisition
vehicle with an accompanying satellite ground station.?’¢ The
system also has 1 Mercedes-Benz COTM satellite vehicle with 5
accompanying satellite ground stations.?”” The Hainan Province
Public Security “"COTM” Satellite Communications system was
built in accordance with MPS requirements, helps respond to
emergency situations, and facilitates mobile command via real-
time video and audio communications.?’8

Public Security Information Network Border Security
Access Platform

According to the 2019 bidding documents, the Public
Security Information Network Border Security Access Platform (
NZEEMBFRLZEEANTFSR) uses servers, switches, and routers
from H3C and IBM.?”° The 2020 and 2021 documents include an
identical list of components.?®° The H3C components are listed in
Appendix F. According to the 2019 documents, the platform was
put into use in December 2010 and provides a secure channel for
data exchanges, both within network and externally, and provides
secure data support for all kinds of professional police work.28" |t
has over 30 access services and has access links including a
party-government-military link, an externally deployed public
security link, and a social enterprise and institution link.282
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Public Security Department Organs LAN H3C Network
Equipment

According to the 2019 bidding documents, the LAN of
the Hainan Province Public Security Department main office
building comprises network equipment purchased from H3C in
2011.28% This equipment carries the internet of the department’s
internal organizations and serves as a public security information
backbone network.?®* The 2019 maintenance service list
associated with the Public Security Department Organs LAN H3C
Network Equipment breaks the computer network systems into
an “internet” section and a “public security network” section.?8®
The internet section comprises a pair of H3C S10500 switches
and various other accompanying components.?® The public
security network section identifies an identical pair of switches
and accompanying components.?®” The 2020 bidding documents
identify the same equipment.?8® The 2021 bidding documents
do not mention these components, but we assess that they are
likely still in use.?®® The H3C components are listed in Appendix
F.

Public Security Network Upgrade and Transformation
(Video Transmission) Project

According to the 2019 bidding documents, the Public Security
Network Upgrade and Transformation (Video Transmission)
Project (A~ ZMFHIE (MEFfEH) TE) uses switches, servers,
routers, and other equipment from H3C.?®° The 2019 hardware
maintenance list confirms that the project uses a wide range
of H3C components.?®” Most of the same components are also
identified in the 2020 and 2021 bidding documents. The H3C
components are listed in Appendix F. According to the 2019
documents, the project entered into use in July 2015. It involved
procuring provincial public security department core switches,
city and county convergence switches, provincial department
LAN convergence switches, provincial department LAN access
switches, network management platforms, routers, and servers.2°2
The new equipment is used to carry key services and effectively
guarantees the reliable operation of video private network
equipment.293

Case Study: Hard Disk Drives in the Xinjiang Uyghur
Autonomous Region

HDDs from Seagate and Western Digital are almost certainly
being used by public security entities in Xinjiang, where
the authorities have been carrying out a campaign of mass
surveillance, mass detention, forced labor, forced sterilization,
and other human rights violations targeting the Uyghur muslims
and other minority groups.2% Both companies are industry leaders
in data storage and are based in California, US.2°® In November
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2019, journalists reported that Seagate and Western Digital sell
drives to Chinese surveillance companies like Hikvision; that
Seagate had long partnered with Chinese surveillance companies
to develop new capabilities; that surveillance providers appear
to rely on Seagate and Western Digital drives; that surveillance
customers sometimes specifically request products from Seagate
and Western Digital; and that these companies’ drives are used
in Xinjiang for surveillance.?®® At the time, Seagate and Western
Digital “said they comply with all laws and are closely watching
Xinjiang”, with Western Digital claiming that “we recognize the
gravity of the allegations related to surveillance in the Xinjiang
Province”.?%” Based on a review of recent XUAR government
procurement records, Recorded Future judges that public security
entities in Xinjiang are still widely using HDDs from Seagate and
Western Digital as of mid-2022, including some for what appears
to be surveillance activities.?°® We also observed evidence of
the paramilitary Xinjiang Production and Construction Corps (#7
A FTEIREH,; XPCC) recently procuring Seagate and Western
Digital drives for use in at least 2 of its prisons,2°® both of which
reportedly have held individuals detained as part of the mass
detention campaign in Xinjiang.

Between January 1 and May 12, 2022, we observed at least
60 unique contract or winning bidding announcements from
Xinjiang public security entities that reference Seagate drives.3%°
The documents were issued by 37 different public security
entities, including city public security bureaus, city district
sub-bureaus, county public security bureaus, and entities
subordinate to the XUAR Public Security Department (FriE4 &
REAKXAZIT), among others.?” According to the documents,
these entities purchased at least 248 Seagate drives, including
surveillance, network-attached storage (NAS), enterprise,
computer, and portable drives.®%? Of the 32 surveillance drives
that were purchased, 28 are from Seagate’s SkyHawk series
of surveillance-specialized storage HDDs.%%® The SkyHawk
series of products “leverages Seagate’s extensive experience
in designing drives purpose-built for surveillance applications”
and their best fit applications include network video recorders
(NVRs), embedded surveillance digital video recorders (DVRs),
hybrid surveillance DVRs, and surveillance DVRs.3%* These
HDDs include “ImagePerfect firmware”, which is “designed to
ensure seamless video footage capture in 24x7 surveillance
workloads that record video from 64 HD cameras”.? They also
have “SkyHawk Health Management”, which “actively helps
protect your surveillance storage by focusing on prevention,
intervention and recovery options”.3% In several instances, XUAR
public security entities, including entities that BIS has placed on
the Entity List (see Appendix B), procured surveillance drives
and other HDDs alongside surveillance equipment from leading
Chinese surveillance providers like Hikvision, Zhejiang Dahua
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Technology Co., Ltd. (AT REFARRMNBRAF),*” and Zhejiang
Uniview Technologies Co., Ltd. (HUIFMRHXAR L A).%% See
Appendix G for more details regarding these surveillance-related
purchases of Seagate drives.

Between January 1 and May 12, 2022, we observed at least
16 unique contract or winning bid announcements from Xinjiang
public security entities that reference Western Digital drives.3%®
The documents were issued by 12 different public security
entities, largely comprising city, county, and city district public
security bureaus and sub-bureaus, with other end users being
the Xinjiang Police College (#i@E 2% k3) and the public security
bureau of an XPCC division.?™® According to the documents, these
entities purchased at least 233 Western Digital HDDs and solid
state drives, including data center, enterprise, computer, and
portable drives.®" In 2 instances, XUAR public security entities
procured Western Digital HDDs alongside surveillance equipment
from Hikvision.®’? See Appendix G for more details regarding
these surveillance and intelligence-related purchases of Western
Digital Drives.

In addition to public security entities’ procurement of
Seagate and Western Digital products, we also observed
XPCC prisons acquiring drives from these companies for use
in surveillance.®® The XPCC was created in the 1950s using
demobilized PLA units and placed under the authority of
various party, state, and military entities.®' The paramilitary
organization “operates an administrative system with unified
Party, government, military, and enterprise roles”; has “made
strenuous efforts to fulfill faithfully the responsibilities the state
has entrusted to it to cultivate and guard the border areas”; and
now oversees a sprawling commercial empire.®'® According to the
PRC authorities, the XPCC focuses on countering “seperatist”,
“religious extremist”, and “terrorist forces” in the XUAR, which
“have become a major threat to national unity and to Xinjiang'’s
social stability”.3'® In recent years, the XPCC has actively
participated in the surveillance and detention of the Uyghurs
in Xinjiang and has profited from this repression campaign via
forced labor.®”

Recorded Future observed at least 2 possible recent
instances of XPCC prisons purchasing Seagate or Western Digital
HDDs. In October 2021, the XPCC First Division Aral Prison (&
BA BB EEE M RI/RIEHR) announced the winning bidder
for a “monitoring and control [surveillance] equipment” contract,
which included 40 Seagate drives and various products from
Dahua, such as 31 color infrared network hemisphere cameras.®'®
Bidding documents associated with this contract show that the
Seagate HDDs are surveillance-specialized drives.?"® The XPCC
First Division Aral Prison reportedly holds victims of the Xinjiang
mass detention campaign.®?° In August 2021, the XPCC Third
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Division Gemilik Prison (FrBAE~EZRERASE=IMEKERER)
announced the winning bidder for a contract that, according to
an attached product list, included 30 surveillance-specialized
HDDs from either Seagate, Western Digital, or Japan-based
Toshiba.??" The announcement specifically mentions Seagate’s
ST8000DMO004 computer drive, which suggests that the prison
may have selected this drive over products from Western Digital
or Toshiba.®?2 The XPCC Third Division Gemilik Prison reportedly
holds victims of the Xinjiang mass detention campaign.32®

Outlook

Public security entities in China widely procure and use
technology from companies in the US. In many cases, these
entities likely leverage US technology to carry out relatively
benign activities. However, Chinese public security entities also
engage in significant levels of state violence and are tasked
with intelligence and counterintelligence missions. As such,
transfers of technology from US companies to Chinese public
security end users risk inadvertently supporting state violence,
intelligence work, and counterintelligence work in China. Without
significant reforms to the US export control system or other
government action, such transfers of technology to China’s
public security system will almost certainly continue unabated
for the foreseeable future.

The transfer of policing technologies is not a problem
unique to US companies. During the course of our research, we
frequently observed Chinese public security entities procuring
products from companies in the UK, Israel, Japan, Italy, Germany,
Canada, Taiwan, and other countries. Moreover, cross-border
flows of technology often go both ways. For instance, while US
companies have reportedly sold surveillance technology (which
has reportedly been used against US protesters) to public security
entities in China,*?* Chinese companies have reportedly provided
surveillance capabilities to law enforcement entities in the US.
Many US law enforcement entities reportedly use surveillance
drones from the China-based DJI, which appears to be a leading
law enforcement drone provider in the US,3?° very likely for
activities such as search and rescue operations, collision and
crime scene documentation, and hazardous material incidents,32°
as well as against US protesters in some instances.??” Likewise,
US federal and local law enforcement entities have reportedly
used surveillance cameras from Chinese providers like Hikvision
and Dahua.®?® As such, the behavior of US companies selling
policing technology to China must be considered alongside
the growth of the global surveillance industry, the international

expansion of mass surveillance, and other similar trends.32°
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Appendix A: Bureau-Level Units Under the MPS

The MPS reportedly oversees numerous bureau-level units (FZk&1). This appendix table lists the bureau-level units that
a relatively comprehensive China Police Daily (AR /A Z#) article from May 2019 identified as being directly subordinate to the
MPS.230 China Police Daily is the official paper of the MPS.33" China Police Daily’s list mainly contains MPS bureaus, though other
entities are also named. The MPS website offers a similar, albeit less complete, list of organizations.23? In several instances, the
MPS shares authority over bureau-level units with other entities.332

Reported Bureau-Level Unit

MPS General Office (A ZEIAT)

MPS Intelligence Command Center (A ZEBIERIEEH L)

MPS Office of Research (ALZEHRE)

MPS Supervision and Auditing Bureau (A& B EEHITR)

MPS Personnel and Training Bureau (A& AZEIIZR)

MPS News and Propaganda Bureau (A REBHESER)

MPS Economic Crime Investigation Bureau (AL EZ5FILRMEF)

MPS Law and Order Management Bureau (A L&A R EERF)

MPS Criminal Investigation Bureau (AL HIEHER)

MPS Counterterrorism Bureau (A &3 &R & F)

MPS Food and Drug Crime Investigation Bureau (A %38 25 LR HIE )
MPS SWAT Bureau (AL #BHFER)
MPS Railway Public Security Bureau (‘A &3 B AL R)

MPS Network Security Protection Bureau (A ZFME L =R LER)

MPS Prison Management Bureau (AL EB 4T EER)

MPS Police Support Bureau (/A R &BESRFE /)

MPS Transportation Management Bureau (A Z 2 BEER)

MPS Legal System Bureau (‘A Z 8834 % /=)

MPS International Cooperation Bureau (AL EFFE1ER)

MPS Equipment and Finance Bureau (A Z#B3& 5 R)

MPS Anti-Drug Bureau (AL E2ERF)

MPS Science and Technology Informatization Bureau (A ZERHLEELE)

MPS Technical Investigation [or “Technical Reconnaissance”] Bureau (/L EBiXAR %2 /5)

MPS Retired Cadres Bureau (AR EREIRIREE)

MPS Material Evidence Evaluation Center (A 3 4E L E L))

MPS First Bureau (‘A% #8—JF) [very likely the MPS Political Security Protection Bureau (A &RZECE R & REF)]34

MPS Fourth Bureau (A% &30 F) [likely the MPS Preventing and Dealing with Evil Cult Crimes Work Bureau (/A Z&BF5 e A4 IR FBEIL 5
TER)]®
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Reported Bureau-Level Unit

Central Commission for Discipline Inspection MPS Discipline Inspection and Supervision Group (FRELEERMETE N L IBLHEIEA)

National Immigration Administration (ER#&REEERF)

Civil Aviation Administration of China Public Security Bureau (FER BfiZ=RARR)

General Administration of Customs Anti-Smuggling Bureau (8% & ZBEFAR)

MPS First Research Institute (A& BE—HFRAT)

MPS Third Research Institute (A& &% =H5LAN)

China People’s Police University (F1E A RZEAZ)

Nanjing Forestry Police College (B R MR )

People’s Public Security University of China (I E ARZERKE)

Railway Police College (%% 525px)
China Police Daily Group (AR/AZ#Rit)
China People’s Public Security Press (FE AR A ZH hit)

Golden Shield Film, Television, and Culture Center (£ B&MC{LHL1))

Table 1: Bureau-level units under the MPS (Source: China Police Daily)
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Appendix B: Public Security Entities on the Entity List

According to data from the Federal Register, the Entity List currently contains 21 Chinese public security entities. These
entities are listed in the appendix table below.

Entity Date Added

Ministry of Public Security’s Institute of Forensic Science of China (Forensic Identification Center
of the Ministry of Public Security of the People’s Republic of China; Material Identification Center
of the Ministry of Public Security of the People’s Republic of China)

June 2020

Aksu District Public Security Bureau (Agsu District Public Security Bureau)

October 2019

Altay Municipality Public Security Bureau

October 2019

Bayingolin Mongolian Autonomous Prefecture Public Security Bureau

October 2019

Boertala Mongolian Autonomous Prefecture Public Security Bureau (Bortala Mongolian Autono-
mous Prefecture Public Security Bureau)

October 2019

Changji Hui Autonomous Prefecture Public Security Bureau

October 2019

Hami Municipality Public Security Bureau (Kumul Municipality Public Security Bureau; Qumul
Municipality Public Security Bureau)

October 2019

Hetian Prefecture Public Security Bureau

October 2019

Kashgar Prefecture Public Security Bureau (Kashi Prefecture Public Security Bureau)

October 2019

Kelamayi Municipality Public Security Bureau (Karamay Municipality Public Security Bureau; Qa-
ramay Municipality Public Security Bureau)

October 2019

Kezilesu Kyrgyz Autonomous Prefecture Public Security Bureau (Kizilsu Autonomous Prefecture
Public Security Bureau)

October 2019

Shihezi Municipality Public Security Bureau

October 2019

Tacheng Prefecture Public Security Bureau

October 2019

Tumushuke Municipal Public Security Bureau (Tumxuk Municipal Public Security Bureau)

October 2019

Turfan Municipality Public Security Bureau (Turpan Municipality Public Security Bureau)

October 2019

Urumgqi Municipal Public Security Bureau

October 2019

Wujiaqu Municipality Public Security Bureau

October 2019

Xinjiang Police College

October 2019

Xinjiang Production and Construction Corps (XPCC) Public Security Bureau

October 2019

Xinjiang Uyghur Autonomous Region (XUAR) People’s Government Public Security Bureau

October 2019

Yili Kazakh Autonomous Prefecture Public Security Bureau (lli Kazakh Autonomous Prefecture
Public Security Bureau)

October 2019

Table 2: Public security entities on the Entity List (Source: Federal Register)
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Appendix C: US-Linked Participants in CIEPE

Numerous US-linked companies appear to have participated in CIEPE. The non-exhaustive list of US-linked CIEPE participants
in this appendix includes US-based companies, subsidiaries and joint ventures that US companies have established in China, and
US companies that Chinese companies have acquired. All of the companies listed below have been identified as CIEPE participants,
though some appear to have actually been represented by third-party agents.

Company Description

10th CIEPE (2020)33¢

“FLIR DETECTION INC."

FLIR Detection is part of FLIR Systems, Inc.®¥” FLIR Systems, Inc. is headquartered in Oregon, US.338
The company “designs, develops, manufactures, markets, and distributes technologies that enhance
perception and awareness” and brings “innovative sensing solutions into daily life through our
thermal imaging, visible-light imaging, video analytics, measurement and diagnostic, and advanced
threat detection systems”.3*® Following an acquisition by California-based Teledyne Technologies
Incorporated in 2021, it was rebranded as “Teledyne FLIR".340

“Promega Corporation”

Promega Corporation is headquartered in Wisconsin, US, and is a “global biotechnology leader”
with products used in the pharmaceutical and biotechnology industries, clinical and molecular
diagnostics laboratories, forensics and paternity laboratories, government and academic research
laboratories, and applied testing.3*

“GUTH LABORITORIES.INC”

Guth Laboratories, Inc. “holds numerous US and foreign patents in the field of Breath Alcohol
Analysis” and its “simulators and certified alcohol solutions are accepted as the standard of the
industry worldwide”.?*? It is located in Pennsylvania, US.343

“Tricol Biomedical, Inc”

Tricol Biomedical Inc. “is a leader in advanced acute wound care with products that provide rapid
Hemorrhage Control (HemCon) of bleeding, protection of wounds, and promotion of normal healing”
to “address the varying needs of patients and their healthcare professionals, military medics,
paramedics, first responders, and consumers”.3** It is headquartered in Oregon, US.34°

“Daniel Winkler Knifemaker,
LLC”

Daniel Winkler Knifemaker, LLC, also known as Winkler Knives, is located in North Carolina, US,

and “is a limited production company that custom manufactures a diverse line of high performance
edged tools” that “was established in response to requests from within the [Special Operations
Forces] Community for specialized breaching tools and has become widely acclaimed for its no frills
approach to tactical and rescue operation”.34¢

“SPORTSGEAR OUTDOOR
PRODUCTS, LLC”

Sportsgear Outdoor Products, LLC, also known as Athlon Optics, is a company located in Kansas,
US.2¥” Athlon Optics is a “sports optics product company” that “works directly with Military, Law
Enforcement, and other government agencies”.?4®

“Thermo Fisher Scientific”

Thermo Fisher Scientific “delivers an unrivaled combination of innovative technologies, purchasing
convenience and pharmaceutical services through our industry-leading brands, including Thermo
Scientific, Applied Biosystems, Invitrogen, Fisher Scientific, Unity Lab Services, Patheon and PPD”.34°
Thermo Fisher Scientific is headquartered in Massachusetts, US.3%°

“Pelican Products,Inc”

Pelican Products is headquartered in California, US, and is the “global leader in the design and
manufacture of high-performance protective cases, temperature controlled packaging and
advanced portable lighting systems”, including for the military and law enforcement industries.3"

“Abbott (ShangHai)
Diagnostics Sales Co., Ltd.”

Abbott (Shanghai) Diagnostics Sales Co., Ltd. appears to be a subsidiary of Abbott located in
Shanghai, China.®*? Abbott is “a global healthcare company devoted to improving life through

the development of products and technologies that span the breadth of healthcare”, including
“diagnostics, medical devices, nutritionals and branded generic pharmaceuticals”.3*® Abbott is
headquartered in lllinois, US.3%
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“Ryan Technologies (1t
R BRI AR F)” [Beijing
Ryan Wende Science and
Technology Co., Ltd.]

“Flir Systems,Inc.”

distribution for its clients selling into China and offers product integration, localization, customer
training and after-sale service”.*®° Resonant is “operated out of Santa Barbara California”.*®

9th CIEPE (2018)3¢2

and brings “innovative sensing solutions into daily life through our thermal imaging, visible-light

as “Teledyne FLIR".2%5

Beijing Ryan Wende Science and Technology Co., Ltd. is part of the network of companies that
have operated under names including Ryan Technologies,®*® E.C. Ryan International Inc.,% Beijing
Ryan Wende Science and Technology Co., Ltd. (At TR ERIHR A7), Beijing Ryan Huade
Science and Technology Co., Ltd. (At IREERE AR /A 8]),%% and Resonant Ltd. (FH&EMFER
.~ |)).%%° Resonant, previously known as Ryan Technologies, “is a value-add distributor of western
public security and forensic technology to the People’s Republic of China” and “manages sales and

FLIR Systems, Inc. is headquartered in Oregon, US.?%3 The company “designs, develops,
manufactures, markets, and distributes technologies that enhance perception and awareness”

imaging, video analytics, measurement and diagnostic, and advanced threat detection systems”.3¢4
Following an acquisition by California-based Teledyne Technologies Incorporated, it was rebranded

“EXFIR (EB) BEfrastmes
EBR AT [Alere (Shanghai)
Medical Equipment Sales Co.,
Ltd.]

Alere (Shanghai) Medical Equipment Sales Co., Ltd. is a subsidiary of Alere Inc. located in Shanghai,

China, that focuses on sales in the Chinese market.¢¢ Alere Inc. is headquartered in Massachusetts,
US, and is “is the global leader in point of care diagnostics”.3%” Whether Alere (Shanghai) Medical
Equipment Sales Co., Ltd. was rebranded after Abbott acquired Alere is unclear.®%® Abbott is
headquartered in lllinois, US.36°

"EERRNEFERBRAR" [US
Pelican Products Co., Ltd.]

advanced portable lighting systems”, including for the military and law enforcement industries.®”°

Pelican Products is headquartered in California, US, and is the “global leader in the design and
manufacture of high-performance protective cases, temperature controlled packaging and

"B KRB (hE)
ABRR/AE” [Thermo Fisher
Scientific (China) Co., Ltd.]

Thermo Fisher Scientific (China) Co., Ltd. is the China headquarters of Thermo Fisher Scientific and

technologies, purchasing convenience and pharmaceutical services through our industry-leading

is located in Shanghai.*”’ Thermo Fisher Scientific “delivers an unrivaled combination of innovative

brands, including Thermo Scientific, Applied Biosystems, Invitrogen, Fisher Scientific, Unity Lab
Services, Patheon and PPD”.32 Thermo Fisher Scientific is headquartered in Massachusetts, US.3"3

"IERER BRI AR A A
[Beijing Ryan Wende Science
and Technology Co., Ltd.]

have operated under names including Ryan Technologies,** E.C. Ryan International Inc.,*”® Beijing

Science and Technology Co., Ltd. (AEREREEERFBR A F),*7 and Resonant Ltd. (B8 EMFER
22 A]).%’8 Resonant, previously known as Ryan Technologies, “is a value-add distributor of western
public security and forensic technology to the People’s Republic of China” and “manages sales and
distribution for its clients selling into China and offers product integration, localization, customer
training and after-sale service”.*”® Resonant is “operated out of Santa Barbara California”.?&

Beijing Ryan Wende Science and Technology Co., Ltd. is part of the network of companies that

Ryan Wende Science and Technology Co., Ltd. (At ¥R BRI H R/ 7),¥° Beijing Ryan Huade

“ENSTROM HELICOPTER (&
R s =W REABR A A)”
[Chongqing General Aviation
Industry Group Co., Ltd.]

helicopters for commercial, government, and personal use”.®" It is headquartered in Michigan, US.382
Chongqging General Aviation Industry Group Co., Ltd. acquired Enstrom Helicopter Corporation in
2012 and is an authorized dealer for Enstrom Helicopter Corporation in China.®®3 Enstrom Helicopter
Corporation announced bankruptcy in early 202284 though later reports indicate that its facilities
would reopen as Enstrom Aerospace Industries under MidTex industries.3®

Enstrom Helicopter Corporation “designs and manufactures light, single-engine piston and turbine

“IAFRTEERE (E

B) BRAF" [BAW Tek
Photoelectric Science and
Technology (Shanghai) Co.,
Ltd.]

manufacturing with over 10,000 Raman spectroscopy solutions delivered” and is headquartered in

B&W Tek Photoelectric Science and Technology (Shanghai) Co., Ltd. appears to be a subsidiary of
B&W Tek, Inc. that is located in China.3® B&W Tek is “the worldwide leader in Raman spectrometer

Delaware, US.3%
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KRR ERRATHE
43,3 7])" [Changan Ford
Automobile Co., Ltd. Sales
Branch Co.]

“Ryan Technologies”

“Jupiter Systems (BBt E
HMER%)"

7th CIEPE (2014)3*°

5th CIEPE (2010)3°®

Changan Ford Automobile Co., Ltd. Sales Branch Co. appears to be part of Changan Ford
Automobile Co., Ltd., an automobile manufacturing and sales joint venture between Ford Motor Co.
and Changan Automotive Group that previously also involved Mazda Motor Corp.38 Ford Motor Co.
is headquartered in Michigan, US.38

Ryan Technologies is part of the network of companies that have operated under names including
Ryan Technologies,®*' E.C. Ryan International Inc.,*®2 Beijing Ryan Wende Science and Technology
Co., Ltd. (At FEI R =R AR A &]),%92 Beijing Ryan Huade Science and Technology Co., Ltd. (AE=
FREERREBRAF),** and Resonant Ltd. (FEEMFHR A &).%° Resonant, previously known as
Ryan Technologies, “is a value-add distributor of western public security and forensic technology to
the People’s Republic of China” and “manages sales and distribution for its clients selling into China
and offers product integration, localization, customer training and after-sale service”.?*¢ Resonant is
“operated out of Santa Barbara California”.3

Jupiter systems “is the leading worldwide supplier of display wall processors for command and
control applications”.?® |t is headquartered in California, US.4°°

“Morpho Detection Inc.”

Morpho Detection Inc. is based out of California and is “one of the most experienced explosive

& narcotic detection system manufacturers in the world”.#°" Morpho Detection was “a subsidiary
of SAFRAN and a partnership with General Electric Company” and was previously known as “GE
[General Electric] Homeland Protection Inc.”; Safran, a French company, sold it to Smiths Group, a
UK company, in 2017.492

“Pelican Products China
Representative Office (£E R
NEFRERA TR ERIEL)”
[US Pelican Products Co., Ltd.
China Representative Office]

Pelican Products is headquartered in California, US, and is the “global leader in the design and
manufacture of high-performance protective cases, temperature controlled packaging and
advanced portable lighting systems”, including for the military and law enforcement industries.*°3

“Ryan Technologies (China),
Ltd. (AEREREXER AR
/~a])” [Beijing Ryan Wende
Science and Technology Co.,
Ltd.]

Ryan Technologies (China), Ltd. is part of the network of companies that have operated under
names including Ryan Technologies,*** E.C. Ryan International Inc.,%°® Beijing Ryan Wende Science
and Technology Co., Ltd. (AER¥ESCER AR A 5),*°° Beijing Ryan Huade Science and Technology
Co., Ltd. (At REERERIEBIR A F),%7 and Resonant Ltd. (FEZEM4EERR A J)).4%8 Resonant,
previously known as Ryan Technologies, “is a value-add distributor of western public security and
forensic technology to the People’s Republic of China” and “manages sales and distribution for its
clients selling into China and offers product integration, localization, customer training and after-sale
service”.*%® Resonant is “operated out of Santa Barbara California”.4™®

“Glocom(Shanghai) Company
Limited (EEEE@BERAR (
+38) BR2AE]) [Glocom
Technology (Shanghai) Co.,
Ltc.]

Glocom (Shanghai) Company Limited appears to be a subsidiary of Glocom, Inc., which

is headquartered in Maryland, US.*" Glocom, Inc. “has provided leading edge design and
manufacturing services as an Original Equipment Manufacturer (OEM) for major satellite and
communications companies”.*"?

“Armor China Co., Ltd. (i
STEBERFRARBRAR)”
[Zhejiang Meidun Protection
Technology Co., Ltd.]

Armor China Co., Ltd. appears to be a subsidiary of Armor USA Inc,*”® which is located in Texas,
US.#" Armor USA Inc. “is a leading manufacturer of bullet-resistant glass, forced-entry resistant
glasses, and burglary-resistant windows for commercial and residential door and windows” and its
products “are certified by Chinese Security Bureau, US Department of State, and Israeli MOSSAD".4"

“WeiBridge Networks
Corporation (= E M
WIS AR A F) (1 [US
Weibridge Video Science and
Technology Co,, Ltd.]

WeiBridge Networks Corporation “offers intelligent video surveillance solution [sic] with products
including MPEG4/H.264 video encoders with built-in powerful video analytics, server based
biometrics solutions and centralized network management system”.4' Its intelligent video
surveillance systems “are designed to meet the growing demand to easily monitor and secure areas
with security cameras”.#”” The company is headquartered in Maryland, US, and has a sales office in
Shanghai, China.**®
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“L-3 Communications
Security & Detection Systems
(L-3BRZEeERNAER

7)) [L-3 Communications
Security and Detection
Systems Co.]

L-3 Communications Security & Detection Systems was “the world’s leading supplier of security
screening systems” designed to “safeguard the flow of commerce and defend critical infrastructure
against terrorist threats”.#” The company was part of L3 Communications, later known as L-3
Technologies and then L3Harris Technologies, from 2002 until L3Harris sold that part of the
business to Leidos in 2020.4?° L3Harris is a major US defense contractor headquartered in Florida,
US;*? Leidos is a major US defense contractor headquartered in Virginia, US.422

“3M CHINA LTD. (SMEE AR
4v&)” [3M China Co., Ltd.]

3M China Ltd. appears to be a subsidiary of 3M located in China.*?® 3M delivers “science-based
performance and extraordinary outcomes across almost any industry you can imagine”, including the
government and military industry.*? 3M is headquartered in Minnesota, US.425

“MOTOROLA CHINA (EEFE
TH (FE) BFERAF
AV B EhRR T RA-BUF
Lz el %) [Motorola
(China] Electronic Co., Ltd.
Enterprise Mobility Solutions
Department - Government
and Public Security Services]

Motorola Inc. set up Motorola (China) Electronics Ltd. in Tianjin, China, in 1992 as part of its
initial expansion into the Chinese market.*?® Following Motorola Inc.’s split into Motorola Mobility
and Motorola Solutions,*?” Motorola (China) Electronics Ltd. appears to have remained under
Motorola Solutions; it is now named “Motorola Solutions (China) Co., Ltd.4?¢ Motorola Solutions is
“a global leader in public safety and enterprise security” and offers solutions in “and mobile radio
communications, video security & access control and command center software”.*?®* Motorola
Solutions is headquartered in lllinois, US.*%°

“AUTOCLEAR/Scintrex”

Autoclear LLC is located in New Jersey, US, and “specializes in the design, manufacture, and
support of high quality, professional security X-ray scanners and metal detection systems, as well as
advanced detection of trace particulate and vapor explosives and narcotics”.*®" Autoclear acquired
Scintrex LLC, “a global supplier of some of the most sophisticated threat detection products in the
industry”, in 2001.4%2

“EXCEL ENGINEERING, INC.
(EEFMIEAT"[US
Yusheng Engineering Co.]

Excel Engineering, Inc. is located in Colorado, US, and “is mainly engaged in providing with [sic]
state-of-the-art technology, measurement/control instruments, machinery and equipments [sic]
made in the US, Canada and Europe”.#33

“HONEYWELL CHINA CO,
LTD. (BRFER (FhHE) BRA
&))" [Honeywell (China) Co.,
Ltd]

Honeywell (China) Co., Ltd. appears to be a subsidiary of Honeywell located in China.*** Honeywell
is a “global leader in providing customers with high-performance specialty materials, including
fluorocarbons, advanced fibers and composites, specialty additives and films, customized research
chemicals, electronic materials and chemicals, and technology and materials for petrochemical
refining”.**> Honeywell is headquartered in North Carolina, US.4%¢

“Changan Ford Mazda
Automobile Co., Ltd. (K&%&
FOBRIXRERRAA)

“3m China Ltd.”

4th CIEPE (2008)44°

Changan Ford Mazda Automobile Co., Ltd. was an automobile manufacturing and sales joint venture
between Ford Motor Co., Mazda Motor Corp, and Changan Automotive Group.*¥” Changan Ford
Mazda Automobile Co., Ltd. split into Changan Mazda Automobile Co., Ltd. and Changan Ford
Automobile Co., Ltd. in 2012.4%® Ford Motor Co. is headquartered in Michigan, US.**®

3M China Ltd. appears to be a subsidiary of 3M located in China.**" 3M delivers “science-based
performance and extraordinary outcomes across almost any industry you can imagine”, including the
government and military industry.**> 3M is headquartered in Minnesota, US.44?

“Motorola (China) Electronics
Ltd.”

Motorola Inc. set up Motorola (China) Electronics Ltd. in Tianjin, China, in 1992 as part of its
initial expansion into the Chinese market.*** Following Motorola Inc.’s split into Motorola Mobility
and Motorola Solutions,*** Motorola (China) Electronics Ltd. appears to have remained under
Motorola Solutions; it is now named “Motorola Solutions (China) Co., Ltd.*4¢ Motorola Solutions is
“a global leader in public safety and enterprise security” and offers solutions in “and mobile radio
communications, video security & access control and command center software”.#4” Motorola
Solutions is headquartered in lllinois, US.448

“Shanghai General Motors
Corporation Limited (&83®H
BRERRRA)

Shanghai General Motors Corporation Limited, also known as SAIC-GM,** is a “joint venture
between [General Motors] and Shanghai Automotive Industry Corp. Group (SAIC)” that was formed
in 1997 with General Motors holding a 50 percent stake.*® The company “builds, imports and sells a
comprehensive range of Buick, Cadillac and Chevrolet products”.4s' General Motors is headquartered
in Michigan, US.4%2
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“Ryan Security Technologies,
Ltd. GHIEE L 2RARAH)"
[Ryan International Security
Technology Co.]

Ryan Security Technologies Ltd. is part of the network of companies that have operated under
names including Ryan Technologies,**® E.C. Ryan International Inc.,%>* Beijing Ryan Wende Science
and Technology Co., Ltd. (ALTRHRESERFFR 2 5]),*5° Beijing Ryan Huade Science and Technology
Co., Ltd. (At R EREERIEBR A F]),%% and Resonant Ltd. (& =M 4EHEE A 5)).45” Resonant,
previously known as Ryan Technologies, “is a value-add distributor of western public security and
forensic technology to the People’s Republic of China” and “manages sales and distribution for its
clients selling into China and offers product integration, localization, customer training and after-sale
service”.*>® Resonant is “operated out of Santa Barbara California”.*%°

“Dupont Company (H-FH1E
£HABR/AF])” (DuPont China
Holding Co., Ltd.)

DuPont Company China Holding Co., Ltd. appears to be a subsidiary of DuPont de Nemours, Inc.,
commonly known as DuPont.*%® Dupont conducts business in the electronics and industrial, mobility
and materials, and water and protection areas.*®" DuPont is headquartered in Delaware, US.*62

“Flir System”

FLIR Systems, Inc. is headquartered in Oregon, US.“¢® The company “designs, develops,
manufactures, markets, and distributes technologies that enhance perception and awareness”

and brings “innovative sensing solutions into daily life through our thermal imaging, visible-light
imaging, video analytics, measurement and diagnostic, and advanced threat detection systems”.64
Following an acquisition by California-based Teledyne Technologies Incorporated, it was rebranded
as “Teledyne FLIR”.#65

“Panoscan Inc.”

Panoscan Inc. “manufactures and markets ultra-high resolution, digital, panoramic camera systems
and a handheld 3D scanner, with a variety of law enforcement applications” and is located in
California, US.46¢

“Pelican Products (£ ER 11
ErEmBRA )" [US Pelican
Products Co., Ltd.]

Pelican Products is headquartered in California, US, and is the “global leader in the design and
manufacture of high-performance protective cases, temperature controlled packaging and
advanced portable lighting systems”, including for the military and law enforcement industries.*¢”

“Streamlight Inc.”

“Groen Brothers Aviation Inc.
(H&EBfE T A AF])” [Groen
Aviation Industry Co.]

3rd CIEPE (2006)47°

Streamlight Inc. “offers more market and user specific flashlights than any other professional lighting
supplier” and “makes tools for everyone who needs to light the darkness - from homeowners to auto
mechanics, industrial contractors to military personnel”.#68¢ The company is located in Pennsylvania,
US.469

Groen Brothers Aviation, Inc. was located in Utah, US, and was “recognized as the world’s

leading authority on autorotative flight”. The company “developed the world’s first commercially
viable modern gyroplane”, which had applications “including aerial observation roles in both
government and private applications, agricultural aerial application, tour guide flights, and cargo/
passenger transport”.4’! It was a Defense Advanced Research Projects Agency (DARPA) contractor
in the mid-2000s.472 Groen Brothers Aviation Inc., was acquired by the newly registered Groen
Aeronautics Corporation in 2012,47% and was later rebranded as Skyworks Global Inc.4”* Skyworks is
headquartered in California, US.47®

“Guidance Software, Inc.”

Guidance Software makes “EnCase®, the gold standard in forensic security, that includes digital
discovery solutions and endpoint information security” and is “court-proven solution for finding,
decrypting, collecting and preserving forensic data from a wide variety of devices”.#’¢ OpenText
acquired Guidance Software in 2017.#7 Guidance Software was headquartered in California, US, and
OpenText is headquartered in Canada.*’®

“Honeywell Specialty
Materials (R H/REFHRMEL
&E)”

Honeywell Specialty Materials is part of Honeywell.#”® Honeywell is a “global leader in providing
customers with high-performance specialty materials, including fluorocarbons, advanced fibers and
composites, specialty additives and films, customized research chemicals, electronic materials and
chemicals, and technology and materials for petrochemical refining”.4¢° Honeywell is headquartered
in North Carolina, US.4®

“3M CHINA (FEHBRAF)”
[3M China Co., Ltd.]

3M China Ltd. appears to be a subsidiary of 3M located in China.*®? 3M delivers “science-based
performance and extraordinary outcomes across almost any industry you can imagine”, including the
government and military industry.*#* 3M is headquartered in Minnesota, US.48
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“W. L. Gore & Associates (X
R (F#E) BRAHE)" [Gore
(Hong Kong) Co., Ltd.]

W. L. Gore & Associates (Hong Kong) Ltd. appears to be a Hong Kong-based subsidiary of W. L. Gore
& Associates.*®® W. L. Gore & Associates uses “proprietary technologies with the versatile polymer
polytetrafluoroethylene” for products with applications in the “medical, fabric, pharmaceutical and
biotechnology, oil and gas, aerospace, automotive, mobile electronics, music and semiconductor
industries”.*® The company is headquartered in Delaware, US.*¥”

“Shanghai General Motors (_E
BEARERRAR)

Shanghai General Motors Corporation Limited, also known as SAIC-GM,*8¢ is a “joint venture
between [General Motors] and Shanghai Automotive Industry Corp. Group (SAIC)” that was
formed in 1997 with General Motors holding a 50 percent stake.*®® The company “builds, imports
and sells a comprehensive range of Buick, Cadillac and Chevrolet products”.“®® General Motors is
headquartered in Michigan, US.*°"

“Applied Biosystems ((£E N
REMRGEAF)” [US Applied
Biosystems Co.]

Applied Biosystems provides genomics technology for use in areas like cancer research, complex
disease research, population genomics, evolutionary and conservation biology, infectious disease
research, rare and inherited disease research, and agronomics.*°2 Invitrogen acquired Applied
Biosystems in 2008, with the newly merged company being named Life Technologies Corporation.*®
Thermo Fisher Scientific acquired Life Technologies Corporation in 2014.4°* Thermo Fisher Scientific
is headquartered in Massachusetts, US.4%°

“Ryan Security Technologies,
Ltd. HEERZ2RARRF)"
[Ryan International Security
Technology Co.]

“General Motor”

Ryan Security Technologies Ltd. is part of the network of companies that have operated under
names including Ryan Technologies,*®® E.C. Ryan International Inc.,*®” Beijing Ryan Wende Science
and Technology Co., Ltd. (AL REHESERIEHR A A),*° Beijing Ryan Huade Science and Technology
Co., Ltd. (At RERLERFEEMR A F),4%° and Resonant Ltd. (FHEEMEEGIRE A 7]).5° Resonant,
previously known as Ryan Technologies, “is a value-add distributor of western public security and
forensic technology to the People’s Republic of China” and “manages sales and distribution for its
clients selling into China and offers product integration, localization, customer training and after-sale
service”.>"" Resonant is “operated out of Santa Barbara California”.5°?

2nd CIEPE (2004)5°2

General Motors “designs, builds, and sells cars, trucks, crossovers, and automobile parts” and is
headquartered in Michigan, US.%04

“Honey Well”

Honeywell is a “global leader in providing customers with high-performance specialty materials,
including fluorocarbons, advanced fibers and composites, specialty additives and films, customized
research chemicals, electronic materials and chemicals, and technology and materials for
petrochemical refining”.5° Honeywell is headquartered in North Carolina, US.5%

Table 3: US participants in CIEPE (Source: Exhibitor lists)
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Appendix D: Agents of US Companies at the 5th CIEPE

Some of the companies from China and Hong Kong that participate in CIEPE claim to be the agents of US companies. Drawing
from a directory that provides detailed descriptions of exhibitors,>%” this appendix includes a non-exhaustive list of 20 examples
of such self-described agents that participated in the 5th CIEPE in 2010.

Company Description

“MORNING SUN (TIANJIN) INT'L Co., LTD. (3
FH (K#E) EFRBRAE)” [Morning Sun (Tian-
jin) International Co., Ltd.]

At the 5th CIEPE, Morning Sun (Tianjin) International Co., Ltd. claimed to represent
US-based companies Garrett Electronics Inc.,%°® Astrophysics Inc.,%°° and Bullard.5"
The company’s website currently makes identical claims.5"" At the 5th CIEPE, Morn-
ing Sun (Tianjin) International Co., Ltd. appears to have displayed security inspec-

tion products from the aforementioned US companies, namely metal detectors and
X-ray equipment.

“BEIJING WAEVT INDUSTRIAL ENDOSCOPE
COMPANY LIMITED (It RFERBFIVARES
PR &))" [Beijing WAEVT Industrial Endoscope
Co., Ltd.]

At the 5th CIEPE, Beijing WAEVT Industrial Endoscope Co., Ltd. indicated that it
was a distributor of Everest VIT, which it described as part of General Electric (GE)
Inspection Technologies. GE Inspection Technologies, which is headquartered in
Germany, announced in 2005 that it would acquire Everest VIT, a US-based compa-
ny.5'2 Beijing WAEVT Industrial Endoscope Co., Ltd.'s website currently claims that

it is still responsible for the distribution of Everest VIT technology in China,*™ albeit
under a new name since GE Inspection Technologies merged with US-based Baker
Hughes in 2017 and rebranded as Waygate Technologies in 2020.5'* At the 5th
CIEPE, Beijing WAEVT Industrial Endoscope Co., Ltd. highlighted the military and law
enforcement applications of Everest VIT’s visual inspection technology and appears
to have displayed products oriented toward counterterrorism.

‘IR EAEE RN R BR 2 " [Beijing Zhon-
grui Shengsheng Power Science Trading Co.,
Ltd.]

At the 5th CIEPE, Beijing Zhongrui Shengsheng Power Science Trading Co., Ltd.
claimed to be an agent for MAGLITE flashlight products, which are products of US-
based company Mag Instrument Inc.5"

“KIEEFRRIHER /AT [Dahua International
Stock Co., Ltd.]

At the 5th CIEPE, Dahua International Stock Co., Ltd. claimed to be an agent for US-
based company DKL International Inc.’s life detection instruments,®'® as well as for
other US and European security, counterterrorism, and rescue products.

“Ancom Systems Inc. / Beijing Kelikang Tech-
nology & Trade Co., Ltd. (At RE HER R BR
~a)”

At the 5th CIEPE, Beijing Kelikang Technology & Trade Co., Ltd, claimed to supply
the MPS, PLA Navy, and PAP with “a large variety of advanced equipments from
other countries” and reported that it would be exhibiting camera, rappel, chemical
detection, and other such products from US-based companies Zistos Corpora-
tion,5” CMC Rescue Inc.,5® and Morphix Technologies.’™ On its website, Ancom
Systems Inc. currently claims to be an agent for “CMC, Cutters Edge, DarkWater,
DOA, Extractor, FLIR, Firecraft, Morphix, NK, Oceanid, OTS, RJE, RSI, Sea Eagle,
Sterling Rope, Subacqua, Tetracore, Ursuk, Zistos”.52°

“Shenzhen Crazy Horse Economic Trade Co.,
Ltd CRIITTIEBERBIR L F)”

At the 5th CIEPE, Shenzhen Crazy Horse Economic Trade Co., Ltd claimed to be an
agent for US-based police and military apparel companies Blackhawk,%?' 5.11 Inc.,522
Luminox,®?® and Alpha Industries Inc.5?* Shenzhen Crazy Horse Economic Trade Co.,
Ltd’s website currently claims that the company represents the aforementioned US
companies, among others.5?°

“Beijing YHY Co., Ltd. (At ZRTE BRI ERA
&))" [Beijing Yin He Xing Yue Technology Co.,
Ltd.]

At the 5th CIEPE, Beijing Yin He Xing Yue Technology Co., Ltd. claimed to represent
US-based companies Eye Safety Systems, Inc.,>? Leatherman Tool Group Inc.,%?’
and Rocky,*?® which offer products such as military apparel and equipment. Beijing
Yin He Xing Yue Technology Co., Ltd.'s website currently still lists products from
foreign companies like Leatherman Tool Group Inc. and Eye Safety Systems, Inc.5?°

“ItRESEREZFRBR AT (Beijing Jinhualong
Trading Co., Ltd.)”

At the 5th CIEPE, Beijing Jinhualong Trading Co., Ltd. claimed to represent “world
famous warning equipment companies from USA, Japan, Australia, and Germany”.
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“China Pioneer Traffic High-Tech CO., Ltd. (
BRI EhEZIBERABMR A H) [Shenyang
Guangxin Pioneer Traffic High Technology
Co., Ltd.]

At the 5th CIEPE, Shenyang Guangxin Pioneer Traffic High Technology Co., Ltd.
claimed to represent US-based companies Federal Signal Corporation,>3° CODE 3,5
SoundOff Signal,532 Will-Burt Company,*** and Intoximeters,3* which offer products
in police sirens, lighting, and other areas. Corporate records associated with Shen-
yang Guangxin Pioneer Traffic High Technology Co., Ltd. include an almost identical
list of US companies.>®

“IERAPRBRELRAR 2 A" [Beijing Zhong-
taitong Science and Technology Development
Co., Ltd.]

At the 5th CIEPE, Beijing Zhongtaitong Science and Technology Development Co.,
Ltd. claimed to be an agent for counterterrorism products from Russian, UK, US,
French, and German companies. According to its website, Beijing Zhongtaitong Sci-
ence and Technology Development Co., Ltd. introduces advanced equipment into
the Chinese market to serve clients like the PLA, PAP, and MPS.53¢

“Beijing Dingyong Forensic Science & Tech-
nology Ltd. (At R B AFERRFEER A F)” [Bei-
jing Dingyong Taike Science and Technology
Co., Lt.]

At the 5th CIEPE, Beijing Dingyong Forensic Science & Technology Ltd. claimed to
be exhibiting laser and microspectrometer products from US-based companies
Coherent, Inc. and CRAIC Technologies.5%”

“NBL Imaging System Ltd. (J~MEBR{YBR A
&))" [Guangzhou Xingbo Scientific Instruments
Co., Ltd.]

At the 5th CIEPE, NBL Imaging System Ltd. claimed to sell liquid-crystal adjustable
multispectral analysis systems from “US CRI Company” to China’s public security
system. The referenced “US CRI Company” was almost certainly Cambridge Re-
search & Instrumentation (CRi), which US-based Caliper Life Sciences acquired in
2010.5% US-based PerkinElmer, Inc. acquired Caliper Life Sciences in 2011.5%° NBL
Imaging System Ltd.'s website still shows products from PerkinElmer.54°

“Beijing HongYeXing Technology & Trade Co.,
Ltd. (AR R AP BEBRFELF)”

At the 5th CIEPE, Beijing HongYeXing Technology & Trade Co., Ltd. claimed to be
an agent for US-based Firetide, Inc.'s “HotPort high-performance network wireless
mesh network products”.5#

“Beijing LongHope Police Equipment Co., Ltd.
(IER R RRHEEZERBEMEHRAR 2 F)” [Beijing
Longhao Anhua Police Device Materials Sci-
ence and Technology Co., Ltd.]

At the 5th CIEPE, Beijing LongHope Police Equipment Co., Ltd. claimed to represent
companies like US-based SPEX Forensics®*? and “PI” (likely referring to Princeton
Instruments),>*® which offer products in areas like forensics and optics. Archived
versions of Beijing LongHope Police Equipment Co., Ltd.'s website describe it as the
agent for (and feature products from) US-based companies like SPEX Forensics.5**

“Easy Orient Trading Co., Ltd. (AL 51458 Bl
BRARAF])" [Beijing Happy Aoran Trading
Co., Ltd.]

At the 5th CIEPE, Easy Orient Trading Co., Ltd. claimed to represent companies
such as US-based ATN Corp and Burris Optics,**® which provide optical products.

“Beijing Ritchie’s Time Hi-tech Development
Co., Ltd (At ERIEH F R AR A F)” [Beijing
Ruigi Xinyu Science and Technology Co., Ltd.]

At the 5th CIEPE, Beijing Ruiqi Xinyu Science and Technology Co., Ltd. described
itself as representing US explosive ordnance disposal robots, among other counter-
terrorism and anti-explosive products.

“PTE SYSTEMS LTD (£ NBR A F)"
[Zhuocheng Power Co., Ltd.]

At the 5th CIEPE, PTE Systems Ltd. claimed to sell and service aviation products
from US-based Cessna,**¢ Robinson Helicopter Company, and Air Tractor, Inc.>4®
The website of PTE Systems Ltd. currently highlights products from Robinson Heli-
copter Company and Air Tractor, Inc.54°

“SHENZHEN GOLD PICTURE KING TECHNOL-
OGY CO.LTD. (RiJlTh &E ERABRAF)”

At the 5th CIEPE, Shenzhen Gold Picture King Technology Co., Ltd. claimed to be
the agent for products such as a “US needle prick defense gloves” and a “US radar
life detector”.

“Shenzhen Forensic Science & Technology
Co., Ltd (RIIT @ e FF K BR 2 A))” [Shen-
zhen Fucai Sike Development Co., Ltd.]

At the 5th CIEPE, Shenzhen Forensic Science & Technology Co., Ltd. described
itself as an agent for US-based Cognitech, Inc.s video fuzzy image analysis pro-
cessing system,*° US-based Elephant Engineering’s ultraviolet observation camera
system,’s' and numerous other products from other such US companies.
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“Zhongshen Bairui (Beijing) Police Equipment | At the 5th CIEPE, Zhongshen Bairui (Beijing) Police Equipment Co., Ltd. and Shanxi
Co., Ltd. (FFRER (Utm) ZRBEHERAF)" | Zhongshen Science & Technology Development Co., Ltd. said that they were an

and “Shanxi Zhongshen Science & Technology | agent for companies from the US, Canada, UK, Germany, Russia, Israel, and Japan.
Development Co., Ltd. (IR RHLZEHR

»a)”

Table 4: Agents of US companies at the 5th CIEPE (Source: Exhibitor list)
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Ryan Technologies’ website states that the company has 6 Chinese addresses, which are listed in this appendix.

Location English Chinese

Beijing®*2 “Longsheng Plaza, Tower B, 10th Floor, Jia 5, RongChang- ARTALREFRAFEXRERFHRSS 251
DongJie, BDA (YiZhuang), Beijing, 100176, China” 102 1001”

Shanghai®s3 “XuHui Honggiao International Plaza, Room 513, 288 Tong " EETKTX B EE2885 MBIFIIFTE Fr2 5%
Xie Road, Shanghai, 200335, China” 513%”

Wuhan554 “Zhong Shang Plaza, Tower A, Room 1902, No.7 Zhongnan "X REXHEE/S FE HEFHE A1902
Road, Wuchang District, Wuhan, 430071, China” ="

Chengdusss “New Times Plaza, Rooms D&E of the 14th Floor, 42 Wen- "I AT B FE X KEXREFNRT 15
wu Road, Xinhua Ave, Qingyang District, Chengdu, 610017, 14D E”
China”

Guangzhousse “Asia International Hotel No.326, Room 2106, Section 1, TTRET MHMEFXIMRE—X326S#H LM
Huanshi Dong Road, Guangzhou, Guangdong, 510060, EFR#EIE 2106 ="
China”

Shenyang®®’ “Liaoning Hotel, Room 200, No.97 Zhongshan Road, Heping | “YCFETAIEX L8975 T TRIE200E"
District,Shenyang, China”

Table 5: Ryan Technologies’ Addresses in China (Source: Ryan Technologies)
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Appendix F: Technology from US Companies in Hainan’s Public Security Information Systems

This appendix identifies products from IBM, H3C, Cisco, Comtech, and Motorola, all of which are US-based or US-invested
companies, that are almost certainly used in Hainan Province’s public security information systems.5%8

Product Name Manufacturer Model Quantity Document Year(s)
Server (Phase 2) IBM X3650M3 8 2019
Server (Phase 1) IBM X3650M 1 2019
Server (Phase 1) IBM X345 7 2019
Server (Phase 1) IBM X346 1 2019
Network Security Switch Cisco CISCO Catalyst 2950 1 2019
Network Security Switch H3C H3C S5120 1 2019

Table 6: IBM, Cisco, and H3C technology in the Hainan Province Public Security PKI/PMI Platform (Source: Hainan Province Public Security Department)

Product Name Manufacturer Model Quantity Document Year(s)

“COTM” Satellite Communications Vehicle (Ford)

Satellite Modem Comtech Comtech CDM600OL | 1 2019, 2021
Network Management Comtech CDMS570L 1 2019, 2021
Modem

Vehicle-based Shortband | Motorola Motorola GM3688 1 2019, 2021
Radio

Network Switch Cisco Cisco SRW2016 1 2019, 2021

Image Collection Vehicle (Ford)

Vehicle-based Shortband | Motorola Motorola GM3688 1 2019, 2021
Radio

Satellite Ground Station (Ford)

Satellite Modem Comtech CDM-600L 1 2019, 2021

“COTM” Satellite Communications Vehicle (Mercedes-Benz)

350MHZ Vehicle-Based Motorola Motorola GM3688 1 2019, 2021
3-Level Network Switch H3C H3C S5120-29P-SI 1 2019, 2021
Network Management Comtech Comtech CDM570L | 1 2019, 2021
MOD

Service MOD Comtech Comtech 600L TPC |1 2019, 2021

Satellite Ground Station (Mercedes-Benz)

Satellite Service Modem Comtech Comtech CDN600L 5 2019, 2021
TPC
Protocol Converter Comtech Comtech CIM25 5 2019, 2021

Table 7: Comtech, Motorola, Cisco, and H3C technology in the Hainan Province Public Security “COTM” Satellite Communications System (Source: Hainan Province Public Security Department)
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Product Name Manufacturer Model Quantity Document Year(s)
3-Level Network Switch H3C S5500-28C-Sl 2 2019, 2020, 2021
Network Switch H3C S5500-28C-Sl 1 2019, 2020, 2021
Router H3C MSR-5040 3 2019, 2020, 2021
IDS Management Server IBM X3550 M2 2 2019, 2020, 2021
IPS Management Server IBM X3550 M2 2 2019, 2020, 2021
Antivirus Control Server IBM X3550 M2 1 2019, 2020, 2021
Premises Server IBM IBM X3650 M2 2 2019, 22020, 021

Table 8: H3C and IBM technology in the Public Security Information Network Border Security Access Platform (Source: Hainan Province Public Security Department)

Product Name Manufacturer Model Quantity Document Year(s)
AC Power Source Module | H3C H3C/LSUM1AC2500 | 8 2019, 2020
Exchange Routing Engine | H3C H3C/LSUM1SUPAO 8 2019, 2020
Ethernet Electrical Inter- H3C H3C/LSU1GT48SE 4 2019, 2020
face Board
Optical Interface H3C H3C/ 4 2019, 2020
LSUTGP24TXSEO

Table 9: H3C technology in the internet and public security network sections of the Hainan Province Public Security Department’s LAN (Source: Hainan Province Public Security Department)

Product Name Manufacturer Model Quantity Document Year(s)
Provincial Department Core Switches

Provincial Department H3C H3C S12518 Host Case (with vari- | 2 2019, 2020, 2021

Core Switch ous other parts)

Provincial Department H3C H3C S12500, NetStream Service 2 2019, 2020, 2021

Core Switch Flow Analy- Board

sis Card

Provincial Department H3C H3C S12500, FW-III Firewall Ser- 2 2019, 202, 2021

Core Switch Firewall Card vice Board

Optical Module H3C H3C Optical Module-SFP-GE-Sin- | 38 2019, 2020, 2021
gle Module

Optical Modules H3C H3C SFP+ 10 Gigabit Module 4 2019, 2020, 2021

City and County Convergence Switches

City and County Conver- | H3C H3C S708E-X Host Case (with 20 2019, 2020, 2021

gence Switch various other parts)

Optical Modules H3C H3C Optical Module-SFP-GE-Sin- | 20 2019

gle Module

Provincial Department LAN Convergence Switches

LAN Convergence Switch

H3C

H3C S5500-28F-El-Ethernet
Switch Host

2

2019, 2020, 2021
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various other parts)

Optical Module-SFP-GE- | H3C H3C Optical Module-SFP-GE-Sin- | 32 2019
Single Module gle Module
Provincial Department LAN Access Switches

LAN Access Switch H3C H3C S5120-24P-El-Ethernet 16 2019, 2020, 2021

Switch Host
Optical Module-SFP-GE- | H3C H3C Optical Module-SFP-GE-Sin- | 32 2019
Single Module gle Module

Network Management Platform

Network Management H3C H3C iMC-Intelligent Management | 1 2019, 2020
Platform Platform Standard Version (with

various other parts)
Network Management H3C H3C FlexServer R390 2 2019, 2020, 2021
Server
Network Management H3C H3C CAS Cloud Computing 1 2019, 2020
Server Virtualization Management Platform Standard
Software Version

Routers

Router H3C H3C MSR 3640 Router Host (with | 2 2019, 2020, 2021

Table 10: H3C technology in the Public Security Network Upgrade and Transformation (Video Transmission) Project (Source: Hainan Province Public Security Department)
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Appendix G: Surveillance-Related HDD Purchases in Xinjiang

Publicly available procurement records reveal that Xinjiang public security entities have recently carried out numerous
surveillance-related purchases of drives from US-based Seagate and Western Digital.®*® Examples of such purchases from early-
mid 2022 are listed in the tables below.

End User Drive Type Quantity

April 2022 Akgi County Public Security Bureau (ff&& & | Computer ST8000DM0004 6
NERF)

Additional Details: The bureau purchased the 6 Seagate computer HDDs alongside 13 high-resolution cameras from Hikvision.

April 2022 XUAR Public Security Department Food, Surveillance ST8000VX0022 1
Drug, and Environmental Crimes Investigation | (SkyHawk)
Bureau Altay Mountains Sub-Bureau (B38KX
REZTRAABIMELRENERFRELSR)

Additional Details: N/A

April 2022 Urumqi City Public Security Bureau Tianshan | Surveillance ST8000VX0022 4
Sub-Bureau (BEAFHARBALUX S F (SkyHawk)

Additional Details: N/A

April 2022 Urumaqi City Public Security Bureau Tianshan | Surveillance ST8000VX0022 4
Sub-Bureau (BE&AFHARBALUXSF (SkyHawk)

Additional Details: N/A

March 2022 Kuytun City Public Security Bureau (Z2@H M4 | Portable STDT6000 6
ZR)

Additional Details: The bureau purchased the 6 Seagate portable drives alongside 12 infrared cameras and a DVR from Hikvision.

January 2022 | Bortala Mongol Autonomous Prefecture Surveillance ST6000VX0023 4
Public Security Bureau (IE/REERIZ & EA M A
ZR)

Additional Details: The bureau purchased the 4 SkyHawk surveillance drives alongside 12 infrared cameras and a DVR from Hikvi-
sion.

January 2022 | Changji Hui Autonomous Prefecture Public Surveillance ST4000VX005 10
Security Bureau Zhudong Economic and (SkyHawk)
Technological Development Zone Sub-Bu-
reau (EEMARBAREFRAF LX)

Additional Details: N/A

January 2022 | Urumgi County Public Security Bureau (2% Surveillance ST8000VX0002 4
RFERRRE)
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Additional Details: The bureau purchased the 4 SkyHawk surveillance drives alongside 8 intelligent infrared hemisphere cameras, 2
infrared network cameras, a DVR, and other equipment from Uniview as part of a “integrated monitoring and control system” project.

January 2022 | Guqung County Public Security Bureau (5 & | Surveillance ST6000VX001 5
BRNRR) (SkyHawk)

Additional Details: The bureau described the SkyHawk surveillance drives as “Dahua-Seagate surveillance-grade hard disks”.

January 2022 | Keriya County Public Security Bureau (THE&E | NAS ST4000VNOO8 1
NEF)

Additional Details: The bureau purchased the Seagate NAS drives alongside a video recorder and other equipment from Dahua.

Table 11: Surveillance-related purchases of Seagate HDDs by Xinjiang public security entities in early-mid 2022 (Source: Various public security entities)

Drive Type Quantity

April 2022 Akgi County Public Security Bureau (fi&% | Portable WDBPKJO050BBK 10
BRRRE)

Additional Details: The bureau purchased the 10 Western Digital portable drives alongside 13 high resolution cameras from Hikvi-
sion.

February 2022 | Kuytun City Public Security Bureau (T Data Center HUS728T8TALEGL4 16
NEF)

Additional Details: The bureau purchased 16 Western Digital data center drives, which it described as “surveillance drives”, along-
side 36 infrared cameras, 8 hemisphere cameras, and other equipment from Hikvision as part of a “monitoring and control [i.e.,
surveillance] equipment” contract.

Table 12: Surveillance-related purchases of Western Digital HDDs by Xinjiang public security entities in early-mid 2022 (Source: Various public security entities)
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