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https://twitter.com/juanandres_gs/status/1341175012540223488?s=20
https://www.justice.gov/opa/pr/seven-international-cyber-defendants-including-apt41-actors-charged-connection-computer
https://www.wired.com/story/inside-the-unnerving-supply-chain-attack-that-corrupted-ccleaner/
http://www.mitre.org/sites/default/files/publications/mitre-getting-started-with-attack-october-2019.pdf
https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor.html
https://www.microsoft.com/security/blog/2020/12/18/analyzing-solorigate-the-compromised-dll-file-that-started-a-sophisticated-cyberattack-and-how-microsoft-defender-helps-protect/
https://attack.mitre.org/software/S0139/
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https://blogs.microsoft.com/on-the-issues/2020/12/17/cyberattacks-cybersecurity-solarwinds-fireeye/
https://www.fireeye.com/blog/threat-research/2020/12/sunburst-additional-technical-details.html
https://blogs.microsoft.com/on-the-issues/2020/12/17/cyberattacks-cybersecurity-solarwinds-fireeye/
https://www.reuters.com/article/usa-cyber/solarwinds-hackers-broke-into-u-s-cable-firm-and-arizona-county-web-records-show-idUSKBN28S2B9
https://www.foxbusiness.com/technology/solarwinds-hack-victims-tech-companies-hospital-university
https://securelist.com/sunburst-connecting-the-dots-in-the-dns-requests/99862/
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https://twitter.com/megabeets_/status/1339308801112027138?s=21
https://twitter.com/craiu/status/1341005999273091077?s=20
https://labs.sentinelone.com/solarwinds-sunburst-backdoor-inside-the-stealthy-apt-campaign/
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https://attack.mitre.org/techniques/T1497/003/
https://news.yahoo.com/hackers-last-year-conducted-a-dry-run-of-solar-winds-breach-215232815.html
https://twitter.com/craiu/status/1340301197123624962?s=21
https://twitter.com/craiu/status/1340301197123624962?s=21
https://github.com/fireeye/sunburst_countermeasures/blob/main/indicator_release/Indicator_Release_NBIs.csv
https://pastebin.com/JJcdi6qM
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https://www.microsoft.com/security/blog/2020/12/18/analyzing-solorigate-the-compromised-dll-file-that-started-a-sophisticated-cyberattack-and-how-microsoft-defender-helps-protect/

POINT OF VIEW

HIZE

Defense Evasion

e T1480.001 Execution Guardrails: Environmental Keying

e T1562.001 Impair Defenses: Disable or Modify Tools

Collection

e T1005 Data From Local System

DomainTools&=
ZM3}Eelof 2CHA Hol2E €

olafst 2

Domain

databasegalore.com = &9

digitalcollege.org = 75

ervsystem.com - 10

globalnetworkissues.com = 72

incomeupdate.com = 72

S70E DNS 22
El

C 1K
E &

infinitysoftwares.com -~ 5

kubecloud.com = 6%

leomputers.com = 74

panhardware.com = 74

seobundlekit.com = 74

solartrackingsystem.net = 73

virtualwebdata.com = 73

webcodez.com = 73

rupertech.com = 74

Bl M9 F YR ol

[

H

2/0f

ol FAoff 2t

| ASE Fot =Ml e

Create
Date

2019-
12-14

201%9-
03-24

201B-
02-04

2020-
12-14
2014
10-02

201%9-
01-28

2015-
04-20
2002-
01-27

201%-
05-30

201%-
07-14

200%9-
12-05

2014-
03-22

2005-

oBg-12

201é-
0B-14

20N el

IP

5.252.177.21 =« 7%

13.57.184.217 » 27

1981275112 « §

18 700219143 « 72

5.252.177.25 =78

107.152.35.77 - O

3.87.182.14%9 = 73

162.223.31.184 - 5

204 188.205.174 = 79

3.16.81.254 « 73

34.219.234.13 - O

18.217.225.111 = 72

45 14115218 « §

518912518« 78

:
| =3t 0l

[

0l

S el 2

A

AIA = AT

Hasting
Provider

MivoClowd
SR

Amazron
Technologies
Inc.

ColoCrossing

Amazon
Technologies
Inc.

MivoClowd
SRL

ServerCheap
INC

Amazon Data
Services
MaWa

QuickPacket
LL

SharkTech

Amazon
Technologies
Inc

Amazon
Techniologies
Inc.

Amazon
Technologies
Imc.

M247 Europe
SRL

OVH 5A5

SEnBA A

28 AN

-}l-Recorded Future’

S5L/TLS Certificate

d400021534647 12k

fdbl79a2ceTelodal

0548 cedb3d 1f45F1F

FER3db5cbD2dzadh

A3 Fdabd3cB0%aee!

e70bbbe2F4082108

1123340 R dablid 1

THRecOcTiTa2le565

A418cBTTbAFFO5 2bd

e7f2ec0dBé8dadad!

H1bP01c10b1db51

ab?3asbsca0ibe 7B

2647dbA5R2acIVEE

d33ec5d35d7b0c22

38 3: 2% EH0M AEEIE DomainTools Z0 21 3214 Recorded Future Express Plus
Browser Extension2 2 Ztst (20204 128 20)

Ct. FireEyeZb AIAl 8t DNS

POV-2020-1230

Recorded Future® | www.recordedfuture.com


http://www.recordedfuture.com
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certificate registered ( D 3 references
__4
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virtualwebdata.com | | domain registered
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solartrackingsystem.net o
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Sep 19,2018
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domain registered
Jun 23,2020,
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certificate registered certificate registered
Jan 2020 Jan 2021

Jan 2016 Jan 2017 Jan 2018 Jan 2019

S

g 4: £0fol S 2N S5 XA EFY 20 (FX: Recorded Future)

o

globalnetworkissues.com mentioned
mmmmmmm  [ranslated from @ “New domain registration for globalnetworkissues.com”
SEP Translated from : “The domain globalnetworkissues.com has been registered”
1 9 Show original
2018 Source New Domain Registrations on Sep 19, 2018, 00:00 « Reference Actions « 1+ reference

CertificateRegistration
I Certificate Registration
FEB “A certificate for the domain globalnetworkissues.com has been registered”
1 9 Source New Certificate Registrations on Feb 19, 2020, 17:58 « Reference Actions * 2+ references

2020

18 5: globalnetworkissues[.JcomS| £H2! §5 & 2IZA 5 M E B0 F£ B ZH L (FX. Recorded Future)

folz[eLt 1770 =l 2020 28 192 7HA|

o

2018% 98 190l globalnetworkissues[.]Jcom2| &50|
TLS 2IEA S50| O| RO R X| 4UCEH

[

incomeupdate.com mentioned
s New domain registration for incomeupdate.com

AUG “The domain incomeupdate.com has been registered”
2 Source New Domain Registrations on Aug 20, 2017, 00:00 « Reference Actions « 1+ reference
2017

CertificateRegistration
I Certificate Registration

APR “A certificate for the domain www.incomeupdate.com has been registered”
1 4 Source New Certificate Registrations on Apr 14, 2020, 10:54 - Reference Actions * 2+ references
2020

18 6: incomeupdate(.Jcom2 T2l EF X Q1ZAM EF SWE Bo{FE HHE A (FX: Recorded Future)

2017¢ 88 2090l incomeupdate[.]Jcom S50| 2QIZ| X2k 42l 1974 & £l 2020 4& 14L7HA] TLS ¢!
S

SM SE0[ O| RO XX UL
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CertificateRegistration
I  Certificate Registration
MAR “A certificate for the domain kubecloud.com has been registered”
Source New Certificate Registrations on Mar 6, 2020, 15:40 * Reference Actions + 2+ references

2020

18 7. kubecloud[.Jcom =M 219 IZA S5 GME 20jFE AL (FX: Recorded Future)

tol =it

(el

5H 550

ot

2020 38 620 kubecloud[.]Jcomoi| CH st TLS @l

Icomputers.com mentioned
mmmmmmm  [ranslated from : “New domain registration for lcomputers.com
Translated from : “The domain lcomputers.com has been registered”

FEB
5 Show original
2018 Source New Domain Registrations on Feb 5, 2018, 00:00 * Reference Actions ¢ 1+ reference

CertificateRegistration
I  Certificate Registration

JUN “A certificate for the domain www.lcomputers.com has been registered”
23 Source New Certificate Registrations on Jun 23, 2020, 08:47 - Reference Actions * 2+ references
2020

18 8: lcomputers[.Jcom2 £Hol £ & 2IZA £ YME 20T B2 A (X Recorded Future)

2018 2@ 50l Icomputers[.]Jcom S50| =5 X8t 2020F 68 237X TLS 21 EAM S50| 0| F0{X[X|
22Ut

Domain Registration: panhardware.com

[  Domain Registration

MAY “The domain panhardware.com has been registered”
2 Source New Domain Registrations on May 20, 2019, 00:00 * Reference Actions « 1+ reference
2019

CertificateRegistration

I Certificate Registration

ocT “A certificate for the domain panhardware.com has been registered”
22 Source New Certificate Registrations on Oct 22, 2019, 05:32 « Reference Actions * 1+ reference
2019

18 9: panhardware[.Jcom2 T2l §F X QI1ZAM §F YME B0 FE HHEH A (FX: Recorded Future)

20199 53 200l panhardware[.]JcomO| SE5 1 574& £l 20194 10& 22¢0] AEMII S5& A=
M0l S52 SOIER A0|A0|M FIF ZAE T4 Tt QUCH

2 SHOlEICh OHE 2T ZO|QI0] s HH g

=
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Domain Registration: seobundlekit.com
P  Domain Registration
JUL “The domain seobundlekit.com has been registered”
Source New Domain Registrations on Jul 15, 2019, 10:26 * Reference Actions « 1+ reference

2019

CertificateRegistration
P  Certificate Registration
FEB “A certificate for the domain www.seobundlekit.com has been registered”
Source New Certificate Registrations on Feb 6, 2020, 19:17 « Reference Actions « 2+ references

(EX: Recorded Future)

2020

18 10: seobundlekit(.Jcom<| &=

[l

o 5% U oSN 5% LHE HOIFE YA
SM 50| 0| F0{R

FOIZ| X BF 20208 2@ 6L 7HX| TLS

ok

2019d 7€ 1520 seobundlekit[.]Jcom &50|

R QUL
solartrackingsystem.net mentioned
mmmm Translated from : “New domain registration for solartrackingsystem.net
oCT Translated from : “The domain solartrackingsystem.net has been registered”
2 Show original
2018 Source New Domain Registrations on Oct 2, 2018, 00:00 * Reference Actions * 1+ reference
18 11: solartrackingsystem[.Jcom 02! §& YHE B0 F = FE 22, (X Recorded Future)
O =meiat ctg & =Moo A2 =Ml S5 = ASM S50 ther JHBE AT == X2 S Ch= OfL
Ct. 20184 108 2Y solartrackingsystem[.]net0| SEEA2LE TLS 2IEM SE2 QI X b=Ct TLS 215
Mot glctd siM QIEM XA 7t 288 UEHL = 242 OfL Tt DomainToolsOll O] =melof tist QIS M7t L2 7
of ciet 222 & Helo +20| US 7tsdol =t

i =olct. ol= aliE 7|zt ABM S5

Domain Registration: virtualwebdata.com

I Domain Registration
APR “The domain virtualwebdata.com has been registered”
Source New Domain Registrations on Apr 22, 2019, 00:00 * Reference Actions

22

2019
S5 YME Bo{FE Y HEHA, (EX: Recorded Future)

o= =

* 1+ reference

I8 12: virtualwebdatal. Jcom =& 2/
QIE[X| 2f=Ct,

SHRIE|ILETLS A EAM

=

S50

20194 4& 22¢ virtualwebdata[.]Jcom

CertificateRegistration
P Certificate Registration
“A certificate for the domain webcodez.com has been registered

JAN o
1 5 Source New Certificate Registrations on Jan 15, 2020, 12:45 « Reference Actions « 3+ references
2020

= 2. (FX.: Recorded Future)

E| X 4=t o] A2 o] =miel g

20204 18 15¥Y webcodez|[. ]

}KI-x
[ S

_'_O

Ol M BHolEl =

shof
=
Recorded Future® | www.recordedfuture.com

POV-2020-1230



http://www.recordedfuture.com

POINT OF VIEW

i

o IEM S5 Afol29] o2 gt A

UNC2452 2| X0l ATT&CK &

o

=
o
T

| 7

=]
obsic

-

DomainTools 21 M2 2CHA ol 2t & El 3749 |P

A 13[.157[.]1184[.1217 ¥ 198[.]112[.]75[.]1112& 22t
of 2E0%QACtH IP =4 3[.]16[.181[.]254& 20194 1€

13.57.184.217 mentioned
e 13.57.184.217
APR “13.57.184.217 was first reported on April 05t

SAHXIL LSO ALE3t2{ 1 o|2fet THels ot FAUS

-}l-Recorded Future’

AL
=0l

4 o

T1583.001 Acquire Infrastructure: Domains&

FAE O[O YA E FAOAM 2HRAZACt 1P

20189 48 61 20209 3& 19200l abuseipdb.com
200 ZAEE pastebin AlAE0IM M LAEQUCH

=
o

h 2018, and the most recent report was 48 minutes ago ."

Source AbuselP Database on Apr 6, 2018, 00:05

2018

8 14: 20184 48 620l AbuselP Database0l SEl2 IP F4
Recorded Future)

198.12.75.112 mentioned
s 198.12.75.112

MAR “198.12.75.112 was found in our data
1 9 Source AbuselP Database on Mar 19,
2020

https://www.abuseipdb.com/check/13.57.184.217 « Reference Actions * 1+ reference

13[.]57[.]184[.]2178 B0 F= BHEHL, (FA:

base!”
2020, 23:55

https://www.abuseipdb.com/check/198.12.75.112 « Reference Actions * 3+ references

8 15: 20204 38 192 AbuselP DatabaseOl 22F2 IP F4 198(.]12[.]75[.]1128 20 F£& SEHEH A, (FX: Recorded

Source PasteBin by A Guest on Jan 20, 2019, 00:47

Future)

3.16.81.254 mentioned

I Untitled Paste from Pastebin
JZAB “3.16.81.254" Cached
2019

18 16: 20198 18 202/ 0] PasteBinol k= IP T4 3[.]16[.]

45
Cl=

ol

A

Ju

AXLC+e 7Sy

Microsoft= 8t SolarWinds Orion M &0 &

=
LEXE R

gt
=
24 QLEL. Microsoft 2219

“SolarWinds & & & BF0fl L} 5+ = ALOf A

= BALY 2L, 0|2 0/ Eofof 2 0] Q20 OHE 95 H LA} ALE
a5 LR oi= App_Web_logoimagehandler.ashx.b6031896.d1/0]Et= DLL It
“inetpub\SolarWinds\bin\” ZC0f & X% SolarWinds

Persistence BackdoorE 4 &/ H

]141[.1152[.1182 Urlscan.io. AtO|EQ| o AZHO|A| ZOl=ICt ESHO| IP
| AEE 2[F 2|AEQl Recent Hosts of DDNS NamesOi| LIEFGHCE,

== Al

of L2 tWE2 thSat 2ot

https://pastebin.com/W1yasXKn - Reference Actions « 1+ reference

81[.]2548 BT HHEHL, (FX: Recorded Future)

= [
T—/l\—:

2020 78 19 &

|= HoR HEA & WM LYool HEH ZAF LB S
22 & 02 98 KIS LIEHH SR of R 2HolE X

o 52

o o=

SolarWinds Orion X Z0f oj x| = Z 8ol 7 =7}
SHZlo = 2015 Lt

gefe +8
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https://www.microsoft.com/security/blog/2020/12/18/analyzing-solorigate-the-compromised-dll-file-that-started-a-sophisticated-cyberattack-and-how-microsoft-defender-helps-protect/
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Microsoft, GuidePoint, Palo Alto Networks= O & 3 Z|0{ NET Webshell2 0|§& SUPERNOVAZ
FHIMCH SUPERNOVAZL 2t Powershell A3 8 EQl CosmicGaleg EZst=E A22 M2 EICEH Microsofte
SolarWinds &[0/ SUPERNOVAZ} EtX|=[™ HE o] ZiP o= HMe|sfof stctn #HIsCh 2l A2 Ot X|
OOl FItHYH= LS éﬁoﬂ/ﬂ Ciol 2/E #AXI EME TtsH S Mt SY A AROAM LA ZE2H
Cteol I oAt 2hekst 017(1| 2= 20| otL|Ct L Z APT281F APT299| £7{& 20164

I hadowBrokers 2| =0M &
C]

DNC(Democratic National Co ek S
£ 20 FUCt o] 7t2M &= A LHAXX|

omm
CIE 2 2+ 2 AZMSH= O Af.g%r
ol =

= A [
— o™ == = T M
2 ZHOIQICH O EE O{H 3| i F MEHS BHYHY| O CHE RO BS MojEc,
24
a4

Virus Bulletin 2018 ZAHE AWA 20 M E7F Juan Andres Guerrero-Saade= Cg2b Z0
o
T

FEZE LU A A2 ol HRAXIFFH WSVt ofHIN? & S StLER HEEH.” ol MZ2 A 2
HE HEM & 4+ AX0| Het A2 E= gt Pels LEtde 4t dMel Sd& & O AMS| ZASHLRE SY
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felel 2A0 =M, of Aol B0l A= Y HRAXE HE =7t X Hu 2t Hwsh = ofEet EEH
o BINE 20 ALt EE%J Chol T 2, Of7|EX, SEH0 et D=2 XA S 2F10 A=oH Creket 34 J[-of
A0l ALt 2|0 2ot AR Il HIUMoE §Se A= 2l ShAI2H o2 Hok Hir ot YA S0| A
S5ts 22 HOlH +8 S Chet Q2= ols of FHafoll thet M7 GE2E 2835 metg o= QiCt

Solarwinds sl Z Hi=2 ?/E A= S =S AG0L o =H2 =N = HNAZ22ZMN EFLS
MESHE A2 2o O/XME NI MEf2 AojH #HZE AtANM &3 =2 4 As 712 EH(Targets of
Opportunity)Of Ofl, &2l 270 FE== B S L3 SS UHEHC J30= =75t o[ HM & B 7t
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d2 HAOHA s A& (NotPetya) 2t S=A dld IZF(CCleaner)0ilA O[FO= UALCEH O Y WA=
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https://www.guidepointsecurity.com/supernova-solarwinds-net-webshell-analysis/
https://unit42.paloaltonetworks.com/solarstorm-supernova/
https://github.com/fireeye/sunburst_countermeasures/pull/5
https://www.politico.com/story/2016/07/clinton-putin-226153
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C1
MITRE ATT&CK &M

about domain \‘Lil'ters 05, Wind legend

U N 02452 E nte rprlse OI?f:::); (I:]sat',(? AZL’Jre naows. Fireeye Microsoft Picus

ATT&CK v8

AD, AWS, GCP, Azure,
SaaS, PRE, Network

1. ATT&CK NavigatorOAl #&E UNC2452 7| = Al 23}

Lo

CHS APT29 2 APT411t ARl
=8 78 F7tetot

e T1021 Remote Services

MITRE ATT&CK Enterprise version 80llA UNC24522 ¥l 7|58 243U
7t 370 eh violl =M MITRE ATT&CKOIA UNC2452= 257HK| 24 7|3 147X ot9| 7|
© RElE UNC24520] CHst FireEye 20M0| EAHE 7153 P
UNC2452 7|5 HE 3}

=Z7HAl FireEye
2 71 Aoz et
et JlgE2 vl

UNC24520] it &

icus SecurityZ}
Ct. Picus Securitye U

e T1036.003 Masquerade: Rename System Utilities

e T1036.004 Masquerade Task or Service

¢ T1036.05 Masquerade: Match Legitimate Name or Location

o T1041 Exfiltration over C2 channel

« T1078 Valid Accounts (also seen in Microsoft report)
o T1497.003 Virtualization/Sandbox Evasion: Time Based Evasion
e T1583.003 Acquire Infrastructure: Virtual Private Servers

e T1587.001 Develop Capabilities: Malware

APT292t S8t 7|=0| 67|,

/\
= =
= HOI =
= HA M T

UNC24520] =
APT412] 2R O™ AtZ10f| A
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™
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https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor.html
https://www.picussecurity.com/resource/blog/ttps-used-in-the-solarwinds-breach
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APT29%} 7|= H|2

~about domain filters

| |N02452 } APT29 Enterprise Linux, macOS, Windows, Office
365, Azure AD, AWS, GCP,
Techniques enumerated by Picus Securly A & K v 8
Il C Azure, SaaS, PRE, Network
Initial Privilege Defense Credential Lateral Command itrati
Reconnal
econnaissance Ancoss Execution Persistence Eecalation Evealon Aocess Discovery Movement Collection and Gontrol Extiltration Impact
Active Drive-by x‘gg"g_‘n Account “Abuse Elevation ‘Abuse Elevation Brute Force Account Explotation of “Atchive Automated “Account
Scanning Compromise esd Manipulation Convol Mocharism Contl Mechanism Discovery Remats Senices Colected Data Exiilration Aocess Removal
Gathor Vet Compromise [Boen = | [Ewotaiorto BITS Jobs ‘Access Token Access Token Croconial o Hoplaton nternal Audio Data Transier Data
Host Information Accounts Applcaton' Glont Execution Manipulation Manipulation i Capture. Size Limits Destruction
e Exomal nter-Process Bl Bootor TRITS Jope | |Emomener Srowser Bookmark Latoral Tool Automated o Tansir St Data Encrypred
i Remote Servioes C ication Pt i BITS Jobs Gredentil Discovery Transfer Collection Protocols o for Impact
. — Hardware - otor Lo oot orogon : Forced e Romote Sevos Clipboard ail
oamaten Additions Native AP ot Pt o omaton Authentication Doy Sesson Hiacking Data Protocols Manipulation
Gather vieim Establish P Scheduled Browser Direct input Cloud Service Data from Clowa alon
Org Information Accounts Phishing TasklJob. Extensions Volume Access Capture Dashboard Storage Obiect S O Defacement
Phishing for Obtain epcaton Shared Gompromise Cient Even: Trggerea — Cloud Service on Deron Tomnaton Exivaton Ovor Y
Information Capabilities Pt Modules Sofware Bary Execution Vann-ne Mo Discovery O o Mocia feriong e o Modia Physcal Modum Disk Wipe
Search Closed Create B Exploitation for Modly Domain Trust O Exdiltration Endpoint Denial
o Powioge abontiation fom ornasion
Sources Account Escaistion Defense Evasion Process Discover Repostories. Over Web Service. of Service
g:’:;mﬂw Trusted Group Policy ;1:,:";2"":"“” Network Taint Shared Scheduled Firmware
Srtmces Relationship Modification odreaion Sniffin Content Transfer Corruption
Search Open User Event Trggerea [Hiack | | Group Policy 08 Credential Netvork Service Dai fom Nerwork Non-Standara Transer ata TR System
WebsitesiDomains Execution Exocution Execution Flow Modification Dumping Scanning Shared Drive Encoding 10 Cloud Account Recovery
. External Process Hide Stom Aopicaton Network Share Data rom Network Denial
ey Remote Services. Injection Artifacts. Access Token Discovery Removable Media Obfuscation of Service
Flack Scheduled Filack Stealor Forge Network Resource
Excoution Flow Task/Job Excution Fiow Korberos Tiokels Sniffing Data Staged Hijacking
mpiant Steal Wb Password Poley Emall Encrypted Service
Container Image Session Cookie Discovery Collection Channel Stop
Ty Input Fallback Sy
vl el Capture Channels Shutdown/Reboot
ndiect Command Unsecured Man in
Scheduled Multi-Stage
[T—
Taskidob e Channels
Server Software ':D:"V’M Screen Non-Application
Comporent e Capture o]
Traffic oy Video Non-Standard
Signalin prostuiong Capture
Modify Protocol
Registry Tunneling
Modily
System Image Proxy
Network Boundary Remote Access
Bidgng Software
Traffic
Signaling
Sysom Ownorier -
Pre-0S Boot o Web Service
Process Systom Sanvics
Injection Discovery
Rogue Domain System Time
Controller Discovery
Rootkit
Sianed By
Proy Execution
Signed Scipt
Proxy Execution
Template
Injection

2?2l = FireEyel UNC2452 #&H 2EIME

e T1583 Acquire Infrastructure (T1583.003 Private Web Server for UNC2452, T1583.006 Web
Server)

« T1587 Develop capabilities, though different sub-techniques (Malware T1587.001 for UNC2452,
Digital Certificates T1587.003 for APT29)

Initial Access
« T1078 Valid accounts (Domain accounts T1078.002 for APT29)

Execution
e T1569 System Services

Persistence
e T1078 Valid accounts (Domain accounts T1078.002 for APT29)

13 POV-2020-1230 Recorded Future® | www.recordedfuture.com


http://www.recordedfuture.com

POINT OF VIEW

-}l-Recorded Future’

Privilege Escalation
e T1078 Valid accounts (Domain accounts T1078.002 for APT29)

Defensive Evasion
e« T1070 Indicator Removal on Host (File Deletion T1070.004)
« T1078 Valid accounts (Domain accounts T1078.002 for APT29)

e T1027 Obfuscated Files or Information

oh
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rir
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Initial Access
e T1195 Supply Chain Compromise, Sub-technique T1195.002 Compromise Software Supply Chain

Persistence
e T1543 Create of Modify System Process, Sub-technique T1543.002 Windows Service

Privilege Escalation
e T1543 Create of Modify System Process, Sub-technique T1543.002 Windows Service

Defensive Evasion
« T1036 Masquerading Sub-techniques T1036.004 Masquerade Task or Service, T1036.05 Match
Legitimate Name or Location, T1036.003 Rename System Utilities
e T1553 Subvert Trust Controls, Sub-technique T1553.002 Code Signing
e T1497 Virtualization/Sandbox Evasion, Sub-technique T1497.003 Time Based Evasion

Lateral Movement
e T1021 Remote Services

Command and Control
« T1071 Application Layer Protocol, Sub-technique T1071.001 Web Protocols
¢ T1568 Dynamic Resolution, T1568.002 Domain Generation Algorithms

=
HoM UNC24527F APT292F 20| @l& 7tsdx A2, o= &FHel Ao
=

= 2|

=2
[S)

POV-2020-1230 Recorded Future®

www.recordedfuture.com


http://www.recordedfuture.com

POINT OF VIEW ’lil' Recorded Future’

APT4112} UNC2452 7|= H|

~about domain filters legend
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Initial Access
e T1195 Supply Chain Compromise, Sub-technique T1195.002 Compromise Software Supply Chain
« T1078 Valid Accounts

Execution
e T1569 System Services, Sub-technique T1569.002 Service Execution

Persistence
e T1543 Create or Modify System Processes, Sub-technique T1543.003 Windows Service
« T1078 Valid accounts

Privilege Escalation
e T1543 Create or Modify System Processes, Sub-technique T1543.003 Windows Service
« T1078 Valid accounts
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Defensive Evasion
e« T1070 Indicator Removal on Host, Sub-technique T1070.004 File Deletion

« T1036 Masquerading Sub-techniques T1036.05 Match Legitimate Name or Location
e T1553 Subvert Trust Controls, Sub-technique T1553.002 Code Signing

« T1078 Valid accounts

Command and Control
T1568 Dynamic Resolution, T1568.002 Domain Generation Algorithms
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e T1014, Rootkit , Winnti GroupOI F E9'(rootkit)% AHZ5H0q
e T1553.002, Subvert Trust Controls: Code Signing, Winnti Group0| &&! ¢l
MY

olgfet 7le=2 of Hm el
A2 7l et ol &t

UNC2452°| Ml22 7|=

UNC24522| 7|2 & L5 = APT29Lt APT410AM L &l
T 805X gt I2ILt ol Mok HEHOR 0] 3
=

Execution
e T1072 Software Deployment Tools

Defensive Evasion
T1036 Masquerading, Sub-techniques T1036.004 Masquerade Task or Service, T1036.003

Rename System Utilities
T1497 Virtualization/Sandbox Evasion, Sub-technique T1497.003 Time Based Evasion

Discovery
e T1057 Process Discovery
e T1012 Query Registry
e« T1480.001 Execution Guardrails: Environmental Keying
e T1497 Virtualization/Sandbox Evasion, Sub-technique T1497.003 Time Based Evasion

¢ T1562.001 Impair Defense: Disable or Modify Tools

Lateral Movement
e T1021 Remote Services

Command and Control
T1071 Application Layer Protocol, Sub-technique T1071.001 Web Protocols

Exfiltration
o T1041 Exfiltration of C2 Channel
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