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Top 10 C2 Hosting Providers by Volume

Hosting Provider ASN Country Total C2s Total C2s YoY Increase
(2021) (2022)

Shenzhen Tencent Computer Systems AS45090 |China 571 2297 +302%
DigitalOcean, LLC AS14061 |United States 968 1421 +48%
Amazon.com, Inc. AS16509 |United States 624 1156 +85%
Hangzhou Alibaba Advertising Co., Ltd. [AS37963 |China 574 1126 +96%
The Constant Company, LLC AS20473 |United States 700 834 +19%
Microsoft Corporation AS8075 United States 205 411 +100%
OVH SAS AS16276 |France 267 338 +27%
Linode, LLC AS63949 |United States 208 291 +40%
M247 Ltd AS9009 |United States 171 228 +33%
Alibaba (US) Technology Co., Ltd. AS45102 |United States 95 192 +102%
EH1:2021' | 2022'A OIS C2 M 2 7|F A1 C2 SAE X

e &= A% 2 Shenzhen Tencent Computer SystemsZt
302%2| C2 N B7tES 7|15, 2022'F 2| ZCIEF A7t =l
3t ZE ASN 5 7HE E's*% C2 MHE S AEIMSLICE O] A
= 2,297tH9] i C2 MH(13%)E I} ELICt Shenzhen
Tencent Computer SystemsOll Al 7H& Bl S| 2ol =l of
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1 chg2 o|=of 7|gtet DigitalOcean LLCE 2021E0=
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Top 5 Malware Families by C2 Hosting Providers

Hosting Provider Top Families Total C2s Top Malware
%
Shenzhen Tencent Computer Systems Cobalt Strike, Meterpreter, AXIOMATICASYMPTOTE, 2178 95%
Metasploit, PlugX
Hangzhou Alibaba Advertising Co., Ltd. Cobalt Strike, Meterpreter, Sliver, PupyRAT, XtremeRAT (1041 92%
DigitalOcean, LLC Cobalt Strike, YerLoader, IcedID, Meterpreter, Mythic 935 66%
Amazon.com, Inc. Cobalt Strike, Meterpreter, Koadic, Sliver, GhOst RAT 668 58%
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Top 5 Malware Families by C2 Hosting Providers

Hosting Provider Top Families Total C2s Top Malware

3

The Constant Company, LLC Cobalt Strike, PlugX, AXIOMATICASYMPTOTE, 669 80%
Meterpreter, QakBot

Microsoft Corporation Cobalt Strike, Cerberus, Meterpreter, DarkComet, 290 71%
Empire Powershell

M247 Ltd Cobalt Strike, BumbleBee, IcedID, Meterpreter, PlugX 200 88%

OVH SAS Cobalt Strike, BumbleBee, IcedID, Meterpreter, 178 53%
NanoCore RAT

Alibaba (US) Technology Co., Ltd. Cobalt Strike, Meterpreter, XtremeRAT, 159 83%
AXIOMATICASYMPTOTE, CROSSWALK

Linode, LLC Cobalt Strike, Meterpreter, AXIOMATICASYMPTOTE, 125 43%
Mythic, PlugX

EH2:2022E =HQlE C2 AL X J|FE o) Zellof 22

TH2E 2™ Cobalt Strike7t ZE S AE A0 A £|CH Heljof o
Uz|HOH U2 ZL Meterpreter?t 3 FE 0|} &LICEH
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Mol LAELICH 2|ZC|=EF X BumbleBee EXI2| 26%7t M247
Ltd2t OVH SAS 7|8t0| R 2 Cerberus EX[2| 57%+& Microsoft
Corporation infrastructure 7|2t0| A &L|Ct,

o “H3UM FIH AL AMIE FLSHA 2021EH S ARG C2 MH 2
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Hosting Providers with Highest Percentage of C2s Hosted

% of Servers
Hosted Are C2s

Hosting Provider ASN Country Top Detection

UAB Cherry Servers AS59642 Lithuania Cobalt Strike 3.91%
SteamVPS SRL AS50578 Romania IcedID 2.73%
KURUN CLOUD INC AS395886 United States Cobalt Strike 2.34%
Flyservers S.A. AS48721 Panama Cobalt Strike 1.56%
HDTIDC LIMITED AS136038 Hong Kong Roaming Mantis 1.20%
International Hosting Solutions LLP AS213354 United Kingdom YerLoader 117%
Flyservers S.A. AS209588 Panama Cobalt Strike 0.95%
Chang Way Technologies Co. Limited AS57523 Hong Kong Cobalt Strike 0.91%
BL Networks AS399629 United States Cobalt Strike 0.80%
BlueVPS OU AS62005 Estonia IcedID 0.78%
EH3:2022 A M Cib] 7H 52 HIES| COMH S SAES
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