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Indian Navy undertaking mega exercise in Indian
Ocean Region

PTI - Last Updated: Ik, 0814 PM IST

An
SHARE  FONTSZE SAVE PANT  COMMENT

Synopsis
The exercise is taking place at a time China has been making increasing forays into the
Indian Ocean region as part of its offensive military manoeuvre.

IN THE SPOTLIGHT
‘Want to invest in
cryptocurrency? Here'sa
complete guide

&

RELATED  MOST READ MOST SHARED

Chinese rocket debris lands in Indian Ocean,
draws criticism from NASA

Can China dominate the Indian Ocean?

Ships take part in Indian Navy's largest war game  the biennial Theatre Level Operational Readiness
Exercise (TROPEX 21) (Image made available from PIB (Defence Wing)]

Foreign powers should not bring their conflicts to
Indian Ocean Region: Maldives

Not surprising that China operating in Indian

New Delhi: The Indian Navy is carrying out a mega war game involving Ocean: Indian Navy chief

almost all operational assets like warships, submarines and aircraft over a

Wﬂse in the Indian Ocean Region to test the force's

UK's carrier strike group enters Indian Ocean, to
conduct wargame with Indian Navy
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View: China, Turkey and Pakistan's unholy nuclear
nexus and its global ramifications

By Dr. Nalin Kumar Mohapatra, ET CONTRIBUTORS - Last Updated: Feb T, 2021, 0123 PM IST
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Synopsis

As hasmcrvcd by US Office of the Secretary of Defense in its annual report to the
Congre%es ry and Security Developments Involving the People's Republic of China
2020, "PLA to develop the capability to project power outside China's borders and
immediate periphery to secure the PRC's growing overseas interests and advance its
foreign policy goals.

true

potential

Unlock your

Do also read the rejoinder by Sakir
Ozkan Torunlar, Ambassador of
Turkey to India, at the end of the
piece.

NEW DELHI: The existing unholy
nexus among China, Turkey and

IN THE SPOTLIGHT
‘Want to invest in
cryptocurrency? Here'sa
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Pakistan in the clandestine nuclear

China's President XiJinping shakes hands with

complete guide
Pakistan's Prime Minister Imran Khan before a program is posing a serious threat to
rmeeting at the Great Hall of the People on April
28,2019 in Beijing, China both regional and global security. What
isrequired is that international
RELATED MOST READ MOST SHARED

institutions like the UN and IAEA take strong punitive measures against
Beijing, Ankara and Islamabad for their illegal and clandestine activities in
the nuclear weaponisation process.

China must honour legally binding UNCLOS
verdict on South China Sea

'Why is China facing record floods?

Along with the Covid-19 crisis which is posing a threat to global security, Australia takes China to WIO

another issue which is causing equal alarm and concerns in the global
community is the nexus between Turkey and Pakistan, two rogue states in the
field of nuclear weaponisation process. Along with these two, China and
North Korea are also involved in the illicit transfer of nuclear technologies
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China says US revoking of China appsbana
‘positive step’

China announces Didi cybersecurity investigation

China challenge for India, the world
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I  Potential Exfiltration to Malware C2 Server from 210.212.145.116 to 185.161.209.87 on May 31, 2021

..and 1 more resolved to the C2 IP at the time of
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analysis report

network traffic. Domain(s) scrbofficial.mppolice.gov.in resolved to the suspected victim IP at the time of network traffic.” View

Source Recorded Future Network Traffic Analysis on Jun 1, 2021, 18:47 + Reference Actions = 1+ reference

& 5: MPP IPS} Winnti C2 185.161.209/.]1870] Z+21& & AC| =

#FX NTA OJHIE. (ZX: Recorded Future)

CTA-CN-2021-0921

Recorded Future® | www.recordedfuture.com


http://www.recordedfuture.com
https://www.thehindu.com/news/national/other-states/mp-chief-minister-shivraj-singh-chouhan-calls-upon-people-to-boycott-chinese-products/article31875590.ece
https://www.thehindu.com/news/national/indian-army-says-20-soldiers-killed-in-clash-with-chinese-troops-in-the-galwan-area/article31845662.ece
https://www.thehindu.com/news/national/other-states/mp-chief-minister-shivraj-singh-chouhan-calls-upon-people-to-boycott-chinese-products/article31875590.ece
https://www.freepressjournal.in/india/amid-stand-off-with-china-shivrajs-old-tweet-comparing-bjp-and-communist-party-of-china-goes-viral
https://www.freepressjournal.in/india/amid-stand-off-with-china-shivrajs-old-tweet-comparing-bjp-and-communist-party-of-china-goes-viral
https://www.justice.gov/opa/pr/seven-international-cyber-defendants-including-apt41-actors-charged-connection-computer
https://intrusiontruth.wordpress.com/2019/07/24/apt17-is-run-by-the-jinan-bureau-of-the-chinese-ministry-of-state-security/
https://intrusiontruth.wordpress.com/2019/07/24/apt17-is-run-by-the-jinan-bureau-of-the-chinese-ministry-of-state-security/

-I}l-Recorded Future’

Sub Domain IP Resolved

dbl.samuelblog[.]me 185.161.209[.187

db1.samuelblogl[.]site 185.161.209[.187

2.56.213[.186

date.samuelblog[.]info
178.157.91[.1144

admin.samuelblog[.]1xyz 178.157.91[.1144

H 2: TAG-28 C2 o} =2l

DNSE &3F Cobalt Strike C2 mf2t

20213 1E 40N 28 25Y  Afojof =Ml
ns1.samuelblog[.]infoZt Cobalt Strike C22 TFHEAS 7154
of AULCE &Y 7|zt Sk o] Z=melol st NS HIZEE=
date.samuelblog[.linfoE 7t2|7IH, O|ZXZ2 OlF 2742 P,
2.56.213[.186 & 178.157.91[.]1442 EHOIE Y =d & CF MVPS
Ltd. Ol SAEE QI

I§ A2 DNS HIO|E & AtE35tH 5t Eﬂﬂol api.[16 E7I
b FAFSE OI0IE].ns1.samuelblogl.]info2| ¥ &0 EH3 PION
S| AH 2 DNS A BlZE He & &AM 16T E1|0|F-17f 24K}
H2Ch 7 42 OOH= NEER T 2E 564 Aoz ':‘°*EI°*EP
FIt ZAMOIM SASH IHEH S LtEHL = CHE o =HQ10] Zolx
Ct(api.[hex data].ns1.). O|2{ & =M QoA ZolE HEE2 IP=
Recorded Future Platform0|Al Cobalt Strike C2 MH ZXE E
2| AZCE O LtOtTJt Cobalt Strike?l 7H&XtQl Raphael MudgeZt
OtE RE2[YE HIO2s {0A 2EE e AX[st= DNS HI2
Eggs =EOECH o3t rels Aoy of f2e
samuelblog[.]infoOll CHet 2JdAZ{E2 DNS EzfEHO0| Cobalt
Strike C22 A= At Jts40| QUCtn EHEEHCE

OH

=Py

=
28
s
@
o
o=
_O
rlo
_|
>
O
I'\)
9]
°
e
H‘|
_rg
>
Fi’ﬂ
oA
H
- >
i}
o

=}

e

il
= Q4o

== 5 4Abot 0H91 JEOIEP_’ 3—.**._'@'1}. B |
Winnti 90| AFZ0|CH &= §F7t FRSt= {3 o
LA E SF/eCt g0 o] AHm el
Hg M2 E st AT 57 sfHL 4
. REl= TAG-282 282 XN&EH2E =5
CHe X HEE J|Ue 2 J|& 6f7 O
AG-282 RedEchol4 RedFoxtrot}
=58 & A= FIHOOIH EZQAE
AXtel A, FIt HAEY AKX

o
EJtufs FHO| E47t E ZHO|C

ol
=
U

|'|-| mn X ro
+>| L
(@]
S
9 |—O
N

¥ o
10K O nE T m

m2

rlo

2

9

ro

oA 1o 1

o U0 g

g =

i

Sro |yorm e murym

S

r o
rer”““
6 >
I
1l
5

IH O Xy

CYBER THREAT ANALYSIS | CHINA

www.recordedfuture.com | Recorded Future® CTA-CN-2021-0921


http://www.recordedfuture.com
https://www.youtube.com/watch?v=zAB5G-QOyx8

CYBER THREAT ANALYSIS | CHINA

8% MY

| A= =0 oz gzt 9 Z3Z 22 &S0 Cish X
LMoz MEd, Masx HAS V801 ASS FFEHL
20209 =4 2d3 oE EI A AFOAM E5 2t
O ZE|Ao|dE ZXet o|F2 AAX A= Qs L= 7t 71
o] AXREUCE MM ol 2 22X Y XA EESHLD
dEE Y= A0l 53 YT Mot siHSHA AL 7t &
2k AT E ZH0| T Aol AEO| HX| I CHl A &
i 20 ZAt 7l £= 27 o2 ZH o Cist 2 E £
Hote o HANl Agg ot M Z0|LCt,

BHEE off 24 Hi RO Q= E &ole &= QAT QlE X A
E A2t Aadhaar A|AEIO] HE&, Ano|, A2 HHOM S2
StEHAY 2 2HstC}

oy £=4 i1 1&50| Shadowpad2t ZIEF Z & HYY O
HMETS AMEste Z2= HMetsiont, o] HHelg Winntiet
2 J|& T 9 Cobalt Strike?t &2 OST(offensive
security tools)7t 45| &= M5t a7 g2 B#H HF +
oA Of 2 = 2HA

-}l-Recorded Future’

=
S
TAG-28 &&A &3 XA J tSS 9l o8 =X E & A

= @aett

IDS, IPS == 7|E} HERK T Hof m[7{L| F0| TAG-282t A
ZE 2F P =4 9 =oolo cis Zst=E FYs5t, A
E Al X}EHE2 Dsof StCt o] EMOl 1 ME HA BE
oM sy =5g &tolg 4 o},

1742 Recorded Future Hunting Packages& A

TAG-280IM AtEsts HeYof L2 E S5t
ULt

831
'

t
BHAE

e

g2 E FXM = Command and Control Security Control
FeedOllM 2 M T & MEMA =2 EX| 5t 2 B0,
C2 =50l= TAG-28 ¥ Winnti, PlugX,
AXIOMATICASYMPTOTES2t &2 &= {7 1&0| AtE3st
= Halolet =0 TeEICH Y A0E /7Y 142 0[5t
C2 MHof tfsf 41 X xtEs 75104 =Nkl
ZFoig o+ AL

HIZCE FH A= (Threat Intelligence) QI 2|™ A, M=t
El(Third - Party) QIE2|™ A, EOFHR AP (SecOps) 2™ A
25 A %= NTA 2 Malware Analysis &412] AA|Z+ At

2 DUES0 AAF EE 32 WD U DEU e BT QYA
22 de S mote 4 Urt

U2 WS Woists AN HAE ARt 2Y A et
AZEYOIS HA MEj2 SAI8HOF BTt

CTA-CN-2021-0921

Recorded Future® | www.recordedfuture.com


http://www.recordedfuture.com
https://www.recordedfuture.com/license-options/
https://www.news18.com/news/india/india-is-the-next-target-of-chinese-misinformation-machinery-and-we-are-already-falling-prey-to-it-2680317.html

-I}l-Recorded Future’

HEHE #X /8 €35 158 A HS

4

1o 27

-—

HIACE FHMe HAFI|&Ql Insikt Group& &=, O|&t,

B{AOF, 280l R7b A A W A0, SEYIIIAE
(CIS), B, 08, HatEol AfolH HAIX(Hl X 18)E 5
Moz 91 Welxte 159 BES FHEICH 22/ AY ¥
o FHEe £HstD Jhss P 0159 R U B, X
, mel 7| TS Wttt Tt

. [EINUYE D VA AL, BEY, A ¥
=R, T2 A AEIE], K I BeUxt

o HIOE FAMIF metet 7 F oA A&
(RedAlpha, RedBravo, Red Delta, BlueAlpha &)
2 7IEF A 7E A AT
o BZUE=E FAMIF MEA mefsto] BEEH ALO|
o JHel % HE
o EHA HYO, g 25U A4F3HE Ao

(commodity malware)

=

Insikt Group& Security Intelligence Graph2 & & &4
[Ot2 E ZH (Diamond Model of Intrusion Analysis)Oll A
S MR =2 371 oo QI EO sfEHst= HOEHE

C|

-
o

Jor

H

E=)
=
HU
H0
%
N
[
U
3
rr

M
=
ro
=2
i=}
o

o
M
ro
o
ro
min

O
o

ar

Rl
i

'

o B Mo
A

on TIF
40
il
il

ol my

mo

M

=

o

|0

HU

o
H1
1o M

+
j3S)
o
o

do @ |woxE b
o :
Ral
i)

o e
Bl 0

=2
rr
:Cltlzl
on
H N T

<

oH

2
>

A ]
17
0x
o
o >

2 7 ox 0 B H b
]
i)
10

g O

w 0o
o
r

o oX

mlo 0%
N
AN
¥0
mjo
O\I
40

.

o3
e =
o
i 1l
o
of0 Ol
_(')k
in}

[ml
=
ol
=
\J
—_

28
=
—

il

=

on 3
=
0x
=

Al
N
1o

4oy
HI o 0
=)
12
m
r2
1z
0x
~
N

=
=]
12
=
=]

e
> 0O
ol
4 o
1
mjo

=T
2
15]

il O-I\-II.O
oY 4o ©

'40_|_L|
J

on
ofl
r2
m
m
o

B
g <

HN
M

Insikt Group2 MB7I THotel Heojol 0SS 2Y T
3t 20|18 AIgBiCH

CYBER THREAT ANALYSIS | CHINA

NORTH KOREA

www.recordedfuture.com | Recorded Future®

CTA-CN-2021-0921


http://www.recordedfuture.com

CYBER THREAT ANALYSIS | CHINA

B2 = FXO| thsto

-}l-Recorded Future’

20 = X (Recorded Future)= MIAl 20 AME{Z2f0|= Hot QIAZIHA HSY
AHolch HECE FAME XANEF0|2 HLE XS CI0lE £F W 240 M2 2o 2
25to] HAlo| F=tstn ¥ Jhset Qe MAE MISCh Y IACE FH= BY/U0l St
She 2etat =t g MAOAM =20 /" & M&5H mtetst BX|ste o 228t 7HA
g2 Mot 22 0l JtAdE HEECEZN AN t8e Sl SAS MAste
ALERE, AAH”, AHAE 25510 HIZLAE QHYH oz 2de 4+ U0 YIAOE FHE=
TAHA 1,00070 ol&el Z7|Hat T 2ol MEED ATt

Learn more at recordedfuture.com and follow us on Twitter at @RecordedFuture.

CTA-CN-2021-0921

Recorded Future® | www.recordedfuture.com


http://www.recordedfuture.com

	_atmn0xp5hi1w
	_o75i3rphiu0r
	_mdjkfcf02xtx
	_ccy80qud4lni
	_dp9evnqcull8
	_8r3yaxeq24z6
	_umjyyd2p6aqa
	_joja0v2ozcg3
	_kqygh7hg0v6
	_ouipntcayy3r
	_lqi8gklhir1f



