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WHOIS Information |

4

Midpoint .

INFRASTRUCTURE

INFRASTRUCTURE TTPS
» AXIOMATICASYMPTOTE
Infrastructure

Use of DDNS Services
Domains spoofing

specific organizations
or target countries

PREFERRED HOSTING:
Digital Ocean, and
Choopa (Vultr)
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SUSPECTED PEOPLE'S LIBERATION ARMY (PLA)

UNIT 69010
PLA Strategic Support Force (SSF)
Network Systems Department (NSD)

ADVERSARY

Insikt Grou

Adversary
Infrastructure
Fingerprinting

Network Traffic Analysis

VICTIM

GEOGRAPHY:
anistan, India, Kazakhstan, Kyrgyzstan,
Pal n, Tajikistan, and Uzbekistan
INDUSTRIES:
Defense and Aerospace, Government,
Telecommunications, Mining, and R

Recorded Future
Domain Analysis

arch Organizations

IENTITY TYPES:
I Threat Actors,
I Organizations,
I Countries

S
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ENTITY TYPES:
| Malware Variants,
I MDS5, SHA1,
I SHA256 Hashes

CAPABILITIES

MALWARE FAMILIES
PCShare RAT

QUICKHEAL
PlugX

Icefog

RoyalRoad

Poison Ivy

Exploits
{through Royal Road RTF weaponizer):
» CVE-2018-0798

- CVE-2018-0802
+ CVE-2017-11882

e e
IENTITY TYPES:
| Organizations,
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Countries,

IP Addresses
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Chinese People's Liberation Army Strategic Support Force mentioned

APR Translated from Chinese: “Issued by: Strategic Support Force”
4 Show original
2019 Source on Apr 4, 2019, 10:30

mmmmmmm  Translated from Chinese: "Announcement of three price inquiries for a video development board procurement project of a certain department of the Chinese People's Liberation Army”

Xinjiang and Urtimgi mentioned
APR
2019

board.”
Show original

s ranslated from Chinese: "Announcement of three price inquiries for a video development board procurement project of a certain department of the Chinese People's Liberation Army”
Translated from Chinese: “<p>1. Project name: a video development board procurement project of a certain unit of the Chinese P
eople’s Liberation Army </p><p>2, project number: 0747-1961SCCX)032</p><p>3, the name of the purchaser: a Chinese People’s Li
beration Army Department </p><p>4. Purchaser address: 553 Wenquan East Road, Urumgqi, Xinjiang </p><p=>5. Funding source o
f this project: self-raised</p><p>6. Budget amount of this project : 160,000 yuan</p><p>7. Purchasing content: 1 video development

2 Yang Ping ¥ and Liang Guangming )" B, “4Ip ] 4¢ 4= [m] {1 K f 5 047" [Security
Problems and Solutions for the Internet of Things], o4 IR Wireless Internet
Technology 6, (2013): 13.

3Yang Ping % and Tian Jianchun [H#%, “Wireshark %44 22 4 XU Al S S
AWF5E" [Research on Key Technologies of Wireshark Network Security Risk
Assessment], W44 4 A 5Nl Network Security Technology and Application 9
(2015): 54.

4 https://m.qcc[.Jcom/wenshuDetail/b218bb9ef2c2e2b282f8c88e098001b7.html

8 5: 553 Wenquan East Road F42 SSFI} g+l
Event (£X{: Recorded Future)

Bt ZAF T2 A0 Cf Bt Recorded Future

www.recordedfuture.com | Recorded Future®

CTA-CN-2021-0616 4


http://www.recordedfuture.com
http://ksuxk.cqvip.com/asset/search?key=A%3d%e7%94%b0%e5%bb%ba%e6%98%a5
https://project2049.net/wp-content/uploads/2018/05/pla_third_department_sigint_cyber_stokes_lin_hsiao.pdf
https://www.uscc.gov/sites/default/files/transcripts/June%2009,%202016%20Hearing%20Transcript.pdf
https://cyberdefensereview.army.mil/Portals/6/Documents/CDR%20Journal%20Articles/The%20Strategic%20Support%20Force_Kania_Costello.pdf
https://www.uscc.gov/sites/default/files/transcripts/June%2009,%202016%20Hearing%20Transcript.pdf
https://cyberdefensereview.army.mil/Portals/6/Documents/CDR%20Journal%20Articles/The%20Strategic%20Support%20Force_Kania_Costello.pdf
https://securelist.com/cactuspete-apt-groups-updated-bisonal-backdoor/97962/
https://www.bitdefender.com/files/News/CaseStudies/study/396/Bitdefender-PR-Whitepaper-NAIKON-creat5397-en-EN.pdf
https://www.trendmicro.com/en_us/research/19/k/operation-endtrade-finding-multi-stage-backdoors-that-tick.html

g

HEW 57| H22 7Y
o]

ojO|x|ofl M & =~
g UEILHE

FO| PLA 7| X[0f A

AN
=
=

W P
P o5 :
5 [ 4
@':N L ’?':‘ J_,‘!}f“ r
Gate Lo 2%
) WP AN\ TR\
PO : A e
Sah i s

F]

= O

| .‘¢

€s

@

OE d=0 Ad#ol A= ofmt
2 TR g™olc

Stitet A= Us

b

s 7 7H2
=5t 69010 FC

E oix| (7| X 9o A of

RedFoxtrot @3 Atet 2&
Jtsde e 2o, iy Fas R ZAS WM A2

£ 7telzio
Recorded Future® | www.recordedfuture.com

CTA-CN-2021-0616



http://www.recordedfuture.com

|:| Recorded Future’ CYBER THREAT ANALYSIS | CHINA

RedFoxtrot Infrastructure Activity in 2021 .|5|. Recorded Future

Colors
Cyber
B ThreatListMembershipAdde
PlugX IP Address 128.199.30.136 added to
threat list Recorded Future Command &
Control List

AXIOMATICASYMPTOTE IP Address 149.28.164.71
added to threat list Recorded Future Command &
Control List

Newly Identified RedFoxtrot Infrastructure

QDD PO ODDCNDOD) BDMMMMISONS)));

RedFoxtrot PCShareRAT Sample identified with C2: chock.mywire.org

At least 1.12 MB transferred from [REDACTED] on port 11299 Full behavioral analysis provided from malware sandbox report for At least 2.27 MB transferred from [REDACTED] on port 31492 to
to 108.61.246.225 (suspected PlugX C2 Server) on port 80 on 9f9fded5784f93c18ea998d90aa6791905c81061d974416dd722071fbd5468 159.65.155.89 (suspected PlugX C2 Server) on port 80 on Apr 4, 2021.
Feb 9, 2021. Domain(s) secupdate.kozow.com resolved to on 2021-03-31.

Domain(s) mfedownload.freetcp.com, mfeupload.freetcp.com
resolved to the C2IP at the time of network traffic.

the C2IP at the time of network traffic.

Network Traffic Analysis (NTA) and Malware Analysis Events.

25 01 08 15 22 01 08 15 22 29 05 12 19 26
Jan 2021 Feb 2021 Mar 2021 Apr 2021

8 7: 20214 RedFoxtrot 2/ Z2f EtX], 290! ELX], NTA OJ#IE EFEI2! (FXA: Recorded Future)

RedFoxtrot QI =2} oY

Recorded Future NTA(Network Traffic Analysis), 32 X} QI o|F™oll =4 sl 1& RedEchoOll CHet E MM 28X
=gt EF7(| JIEl Y 2AM I8 AF25H0] X 670’ SoF Qo O Insikt Group2 ShadowPad &0 AIEE= WESRA l=et
AF2E RedFoxtrot Q1 Z2tel B HYO| MEZ ZHAES X3 2 AXIOMATICASYMPTOTER X &l5tn £Xstct
Ct. ol %% At 2014922 HEY SEtte SIHELE 21
= WH OIS AfO[ofl 223 GITAO| Tt faEl= HolE o=t 2 AXIOMATICASYMPTOTE ¥ Plugx 23/ AE
if H lEzjl ;ELJEEHT' OO”);EI;:'L;PIE%%E“I =28 %Xlélff Recorded Future 3&X o=zt EX J/HE AE5HH
B 58 FH0 MES =AUAAN. S8l RedFoxtrotel ©IEE oo roior EMoIe] AT 2E20| AXIOMATICASYMPTOTE 2
TP(acpcs techniques, and procedures)0lA Ct=1t &2 4 PlugX C2 OI=ao| GiZE ol YSS HOIFULE 0|5 5 Ass
= st PCShare®} Z2 C+

St HA XMEZCQ C22ZET AFEEQUCE
| o el DDNS T els

o =z rjo
. 2= oimpl SRAEC YE HAste Ciao) gyl
AN VIS N
DDNS(Dynamic DNS) E0 9 AtE <

200 MelX B £= S X

- 1o

(o “inbsnl.ddns[.]info” , “adtl.mywire[.]org”
“indianmail.zyns[.Jcom” )

o Z|Z DigitalOcean ¥ Choopa (Vultr) 248 Z=2ZH0|H
Mz

o AXIOMATICASYMPTOTE QI Z2} A2, ShadowPad ¥ =0
WM A TS AlA
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o gulistan.wikaba[.Jcom

o« macfeeupdate.ddns].]info

¢ lexuz.dnsO5[.]Jcom

e lexuz.x24hr[.]Jcom

2. Poison lvy C2 capture.kozow[.]JcomE 2020 EUHFH &
Bt7HA] DigitalOcean IP &4 45.76.197[.]115701A
RedFoxtrot PCShare C2 =M Q! locker.camdvr[.]Jorg2t &
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Skyline and Waterfight-linked Campaign Activity
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25 A #dll XI&E (Indicators of Compromise)
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Insikt Group Github &M &4 https://github.com/Insikt-Group/ResearchOll A Ot LHBE X HEES &le & ULt

June 2021)

Network Indicators:

Domains:

adobesupport[.]lnet
adtl.mywire[.]org
appinfo.camdvr[.]org
aries.epac[.]to
billing.epac[.]to
capture.kozow[.]com
chock.mywire[.]org
coreldraw.kozow[.]com
czconnections.ddns[.]info
drdo.dumbl[.]com
drdo.mypop3[.]lnet
dsgf.chickenkiller[.]com
elienceso.kozow[.]com
exat.dnset[.]com
exat.zyns[.]lcom
execserver.giize[.]com
exujjat.xxuz[.]com
fashget.theworkpc[.]com
fivenum.mooo[.]com
foreverlove.zzux[.]com
forum.camdvr[.]lorg
fukebutt.zzux[.]com
googleupdate.myz[.]info
gulistan.wikabal[.]com
hcl.sexidude[.]com
honoroftajik.dynamic-dns[.]lnet
hostmaill[.]com
https.dnset[.]com
https.ikwb[.]com
https.otzo[.]com
https.vizvaz[.]com
inbsnl.ddns[.]info
inbsnl.ddns[.]ms
indiaeducation.mefound[.]com
indian.mefound[.]com
indianmail.zyns[.]com
itsupport.firewall-gateway[.]lnet
jpgdowngaussip.ddns[.]info
kastygost.compress[.]to
kelimelerdunyasi[.]org
koreckaccord@l.zzux[.]com
laugh.toh[.]info
lexuz.dns@®5[.]com
lexuz.x24hr[.]com
linkedin[.]lorganiccrap[.]lcom
locker.camdvr[.]org
login.kozow[.]com
logonfaker.longmusic[.]com
macfee.webredirect[.]org
macfeesyn.ns@1l[.]info
macfeeupdate.ddns[.]info
mall.mywire[.]org
manual.gleeze[.]com
manuals.wikabal[.]com
menus.giize[.]com
menus.kozow[.]com
mfedownload.freetcp[.]com
mfeupdate.ddns[.]info
mfeupload.freetcp[.]com
miche.justdied[.]com
msgsober.xxuz[.]com
msn.dnsnet[.]com
nicodonald.accesscam[.]org
niteast.strangled[.]net
notice.theworkpc[.]com
nproccshow.zyns[.]com
otc[.]toythieves[.]com
pisces.zzux[.]com
prace.gleeze[.]com
pracute.camdvr[.]org

queryinfo.mrbonus[.]com
quickheal.firewall-gateway[.]net
randomanalyze.freetcp[.]lcom
rastelcs.kozow[.]com
rci.ddns[.]info
redhatboy.dynamic-dns[.]lnet
scorpio.zzux[.]com
secindia.mywire[.]org
secssl.ooguy[.]lcom
secssl.theworkpc[.]com
secupdate.kozow[.]com
skylineline.crabdance[.]com
skylinegaz.crabdance[.]com
smcupdate.mooo[.]com
srcrail.kozow[.]com
stratejibilimi[.]com
sunway2.chickenkiller[.]com
superkelimeler[.]com
supports.casacam[.]net
supports.gleeze[.]com
sysman.ddnsgeek[.]com
sysmantec.firewall-gateway[.]net
sysmantec[.]organiccrap[.]lcom
tajikstantravel.dynamic-dns[.]net
tele.zyns[.]com
thinkv.dynamic-dns[.]net
thinkv.epac[.]to
trand.mefound[.]com
trendiis.sixth[.]biz
updateinfo.kozow[.]com
uzwatersource.dynamic-dns[.]net
water.xxuz[.]com
wawaqq.ddns[.]info
whitepages.dynamic-dns[.]net
wsliversourcecor.epac[.]to
yatedo.organiccrap[.]com

IP Addresses (May 2021):

206.189.153[.]1132
45.77.178[.176
45.32.22[.1220
66.42.33[.1214
45.76.216[.162
142.93.217[.173
143.110.241[.]154
141.164.43[.1124
149.28.131[.1147
143.110.187[.]1104
165.232.180[.]18
143.110.249[.]1226
178.128.124[.]1161
159.89.172[.1102
188.166.235[.]199
172.104.64[.1123
198.13.51[.1228
188.166.178[.]1133
206.189.143[.]1219
198.13.42[.1157
45.32.146[.1174
202.182.111[.]1249
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Malware Samples:
PCShare

2723ac49d3f59b51d96f3ab3605becdef1987242ef3d9d5b8490b0c9abed5049
425d226416a59943428e8727d2ad6247eb8342c35c4bd1d5b80df25d6fbcae94
4c6a45d08chb649b5486d9719634f903b3561e7820eda31bd50d811a01bd3481b
b668f9e€213282cd1b941ab8d6dd5f3dd3266011ael6c0795ca86d12a57c095cc
6929e5545103b582173ed268fc5caf014c4d2el17337a953752b0157a76ccObcb
7f3c26b8d3087f1lcc345da965bb7af1a58488c6e260f12e72d8274d949a857bd
556d34db7e60b0d25eca0d8e6b9297cd9f2174c0d2ca0l3c0036a067457a2d01
e8f347745b1808db185c682af87896a941b4042f5de919e2010749152bda48ad
a7a3cd98252047717f8f429d2060aa84c6beeded8aeb0eel5adOb2b5807158c70
elca30bbdea8523aec6570f1b2f59012d0899875325a9ac88f09e09c14734ecc
f0cOa9b291leelfl774e69e0be313eda2054d744fa547f1c64ba@f078db3fcd9
9f9fde45784f93c18ea998d90aa6791905c81061d974416dd722071fbd54688e
6929e5545103b582173ed268fc5caf014c4d2el17337a953752b0157a76ccObcb
8afcc6a25320a28833334a413a0f395a73bacf033fe@e84fea7ed4fec7945cas
eeefl439b17280dfd7ce821752551aee57f3d1b7f385fe9cf331f69abd35cd96
8afcc6a25320a28833334a413a0f395a73bacf033fe0e84fea7ed4fec7945cas

QUICKHEAL

4a7910fe2c0e611be52d15798563c007aa632d47eaelf020be95fde27d963da9d
f45c6f8695fbc6e537ceal5142f062a0d21c4a556c5fclf7a2f3ee661b036ffc
851010b875a2ae5c68e85c7d549082539e427b0e9f0Oc5efef92e1396c6d8abae

PlugX

Cc2la3ad44b46e7242c0762c8ec5e8a394ddc74b747244c5b83678620aeldle59¢c
6cd5079a69d9a68029e37f2680f44b7ba71c2bleecf4894c2a8b293d5f768710
45c944889a482ae2e0e0a8e260c3be737ch612c8804164badef61e8a8713b92F

Icefog

0c596299c47ce6305e07155397fd69d49c8cab4f4b34a617bb6670dcaac9d9f2
11f38b6a69978dad95c9b1479db9a8729ca57329855998bd41befc364657d654
DO96EECD60O710CCF7F1658A52D54CAEF9CB26B3857B3A3DBEFA688C769E07339
087d8beeldb61273a7cd533d52b63265d3a8a8b897526d7849c48bcdbadb22ec
73bbb96e078a2ca3d55e0acffe0f9c80edf6ff0459a25c34edb4cl4bb88783cl
€149E7C145D440193A0E3BF4B54C44DEOOBBC3872EF18D6DA3C12F1E7ADD3053

PoisonIvy

acbh11d9d0652c95b16db17fda918ff5b6ee668156a30fe6276b0fab6f74c9720
cle3a5el71d0de6054f4alaeb9ad6ff176ef5ba6464304b212660a23396e91f4
379af30d508cdbae7eb201041d8eb815b239e181dd8106145d4263753df3acd9
367718fd58c658dce22c995f3el0bc3a5425814ddf221686e166e3129a53e897

Royal Road

51e3f3a762ab6fb0c3db4819560c6b1607cdcd257ce375e68fdflal7ff5c2cb5
597c0c6f397eefb06155abdf5aa9a7476c977c44ef8bd9575b01359€96273486
4e1a2f731688f9%9aab80b1f55d9101bblcddec08214d4379621c434899a0lefbf
a95bbc1f067783¢c1107566ed7897549f6504d5367b8282efe6f06dc31414c314
9d239ddd4c925d14e00b5a95827e9191bfda7d59858f141f6f5dcc52329838f0
5365387320ae6e6907fd2700f340ba8712chb08f7e52b2ec4dccfe99b3d648ef
ecdf806bb7ac876bac8250al1f0ff40395faf7a6738df6e0f62553c4164fdfled
5238f8d8c3d16b52d39aa722daff663a5e6307c4b46e360969d84bf409a2690f
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Poison lvy, Royal Road, PCShare, IceFog MEZ3t HZ &0
Ct. 5t AXIOMATICASYMPTOTE QI Z 2t AFZ 2 ShadowPad
fdlofel At ol At of =7E F 2702l IceFoget
ShadowPad= &= AIO|H AIi0o] AFS0| SYH2Z ALEst=
7| s0|ct, o|of H|s Royal Road, PCShare, PlugX, Poison lvy=
HluX 2HZAMO|X L, 0[S AFEdts A JAl o2 554 <
g g3 A0 UH™SHA AZEOo At ZZ RedFoxtrot2
PCShare, PlugX, ShadowPad A& & & O MSote FAMO|
M IceFog, Poison Ivy, Royal Road2| AtE2 ZtAastil QUL

H
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PCShare RAT
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£
!

=

= 2EALA RAT(remote access trojan) PCSharee=
= A5t AFO[H HZE[ XA $2E F1 U= A= 425,
M GitHubE Sl & HA S FEE A3 & UCLH 22 ZH
S92t PCShare H&0| SEHOtAIOF §FE WYL E T 53 A0
H Anto| =3 = & Cycldek(AKA Goblin Panda)2l #
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File Name SHA256 Hash

556d34db7e60b0d25eca0d8e6b9
297cd9f2174c0d2ca013c0036a06
7457a2d01

B668f9e213282cd1b941ab8d6dd5f
3dd3266011ae16¢c0795ca86d12a5
7¢c095cc

Sophos System
Protection Service.exe

osloader.exe

5802823e50e9aca0d765fa198383f
74ca18859b1181cfc3f72f62667bc
a67dc2

security_audit_
template_final.doc

o
—

Sophos System Protection Service.exe MZ& R
SEfd KA Bl w5kt (SHAT thumbprint:
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B4 ShEI O,

-}l-Recorded Future’

0| &2 Dongguan Municipal People's Government2t
PLA-SSF Information Engineering University7t 3822 A&
s= U Y SN S F0|CH REl= 0 ASMZE MBE F
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2 rundll32.exeE AFE5H0] Al SHCt,
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=2 o

i
ol

C:\{user}\AppData\lLocal\Microsoft\Windows\Credentials\
Winload\halmacpi.slt

2t 20 MEO0|AM PCShare HIO|ZE= 20| 2o &HAQ =
ZM A RDPclip.exedll & ECH 2 PCShare HOIZE+= S8 &
Bl A (78de65b0701f3¢c9238a37) = &7 SHLY.

2ol El RedFoxtrot PCShare C2 =oel
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PlugX

Sys.exe
(SHA256:c21a3a44b46e7242c0762c8ec5e8a394ddc74b747244
c5b83678620ae141e59c)2t= RedFoxtrot PlugX 4 Z0| 20204
98 Q=0 HYO MEAM HREEXQULCH Sys.exes=
RasTls.exe(ZH A 2l Symantec 23 1), RasTls.dII(DLL &
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melo] ZetE AtHl == (self-extracting) RAREAM HE 53
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=
S
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RasTls.exe= A& Al 29 T E RasTls.dll
(6cd5079a69d9a68029e37f2680f44b7ba71c2bleecf4894c2a8b
293d5f768f10)2 AO|=EZESt CHE, RasTIs.dll.db
(fe18adaec076ffce63dabaza024ce99b8as5bc40a1f06ed556e0
997babb6d716)0lA PlugX HIO|Z2EE F&35tst0 ZESCH 22
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QUICKHEAL e I CtE RedFoxtrot =M Q! water.xxuz[.]Jcom2 A Icefog
ME (ICEFOG-P version) (SHA256 :

E5t 22/E Fi A = Fxsh oy 3E
) | FireEye®l M QUICKHEALZ = - 0c596299c47ce6305e07F55397fd69d49c8cabaf4b34a617
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FRglst 8 TE S stLh= SQlite 2 NSS &4+0i| st H| Ct. Royal RoadE A8 0™ 9| Q| AZ7t M2 =X of
=2 £45 2E5tE H0IH. Of ¥4E DefAte] Mozilla =23 S golg 4 QX0 SN 3 ALS0| RedFoxtrote] &7|& ¢l
oM ALEXF 0|1t &2 Z8tE ot (parse), HZE, ==23}5t= 2Eos o £ i},
O AFSECH QUICKHEALS £33 207t ZSA M A& SIX|
golstyl fol ZEE AlS AMEstd UM StEZGE User-

Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;
SV1; .NET CLR 2.0.50727; .NET CLR 3.0.04506.648; .NET
CLR 3.5.2102 S fotCt,

Royal Road, IceFog, Poison lvy

RedFoxtrot0| 2018& 1t 201901l IceFog?t Poison lvy 8=
0{E EE5}7| ?sll Royal Road RTF weaponizerg At&3te 24
= of&ofl =AMetE UL AL fEl= RedFoxtrotO] O] & JX|
0[2]2] Royal Road& AFE5tH CHE RO MU E 2Est= A
g #ESR RIS AR FFA 1AE0AM  Royal Road
weaponizer&  AIEH2Z AHASHA AMESts HHHO
RedFoxtrotet CHE 2R &34 1582 AF82 20208 =7H &
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7 EL0f XEMIS| LItUA2H S OfA[Of, mF|AEH Q=S ERZ
OZ 0|2t =7 E AE' IA Atdl= TS 2ot
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(51e3f3a762ab6fb0c3db4819560c6b1607cdcd257cel7
5e68fdf1al7ff5c2chs)2 &QIE ol=Zet 2 AE HE
ol Jem C2 =m o2 20203 WK 24 HEfE Hot
QICH. RTF &AM H=2 “DYSL-
QT_Slide_DMC_090719.doc™ O|H, 0|&= ¢l= 5t0|H| 2tH}
o /IXIg “DRDO DYSL-QT(Defence Research
and Development Organisation Young Scientist
Laboratory for Quantum Technologies)” o si&stCt, &
8t DMC= DRDO Management Council2t B E ZHo =
2O|H, 0] OF0| 2l = AU [2E EZI2Z B &350
ol o7& MERSS AMAFETE RTF M= C2
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