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IP Address 46.229.55.46 added to threat list

B ThreatListMembershipAdde
= Military

Recorded Future Command & Control List ‘

IP Address 167.88.177.191 added to threat
list Recorded Future Command & Control List

@ Political Relations
@ Protest
B Political

20 Indian soldiers were killed in a "violent

Section 1 .

https://t.co/KtowGGNawm China Wants To
Deploy #Helicopter Drones Along Indian
Border As #Tensions Soar
https://t.co/IHzbldYE8b.

This development comes at a time when anti-
China sentiment is high in the country,
sparked by the novel coronavirus pandemic,
India-China border dispute, and more.

India, China in high-altitude fistfight at
disputed border.
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™ ShadowPad= &= =72 F (Ministry of State Security,
MSS)et elelsfetat (People’ s Liberation Army, PLA) & 1
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face-off" with Chinese troops at Galwan Valley
in Ladakh, the army said on Tuesday, in the
most serious escalation between the two
countries along the border in five decades.

Total references
aa calendarEvents

Event Marker Size

© 1 reference

Q 18 references

Tensions had escalated manifoldly between
India and China after the Galwan Valley
clashes in eastern Ladakh on June 15 in which
20 Indian Army personnel were killed.

Chinese Ambassador to India Sun Weidong
said on Friday that China and India should
implement consensus and handle differences
properly to bring the bilateral relations back
on the right track.
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RedEcho 21=Z2} TTP

#A Network Traffic AnalysisS

Targeted Intrusions of Ind

Sep 28, 2019, The domain pteioctcom has been

by China-nexus APT RedEcho
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Soff Mt £jol §F, MAHE ZHA 2/ ZE) EA, EFZ L ER T

Jul 11,2020, The domain
registered

indeascomhasbeen ‘

7 & (Exfiltration) O|HIEE 20{F

= RedEcho Z4m 2l Ef2tol, (£ :

ot E 10| Lt2RU+E RedEcho AXIOMATICASYMPTOTE M EO| ZA R E (Typosquat - FHE HAOIES A S X
HES Qlx UMAQ 4MASES AZLste ooz pAgQ = HHHM =Ml 0[S AfAlsts del) X 2HE H&(Brand
Ch 0|2 S0f ntpc-co[.Jcom EMQIS O =F3| Al NTPC buse) EXl= 320 E FH2| Brand Intelligence 2&0| 3
Limited2 ®/AtO|E ntpc[.]co[.]inCl EIO|ZAYEL JtsMo| &  St= O&f 7|S & SIHE SAXIL +48 A Zet F58 ZHot
Ct. O] =OQl2 20194 780 MS SSE A2ZE HIACE FY £ A 0/ mte 4+ JEF i &Ct

Ut e S5 T =0 AZ0 ATt

FIRST REFERENCE

Domain Registration

“The domain ntpc-co.com has been registered”
Source New Domain Registrations on Jul 16, 2019, 09:00 - Reference Actions

T8 5 B E0)E FX T A E02) §F H2 A (X : Recorded Future)

AXIOMATICASYMPTOTE

Domain(s) First Seen Hosting Provider
IP Address
websencl[.]Jcom
101[.178[.1177[.1227 2020-06-12 HKBN Enterprise Solutions HK Limited
ptciocl[.Jcom
101[.178[.1177[.1252 ptciocl[.Jcom 2020-12-25 HKBN Enterprise Solutions HK Limited
210[.192[.]18[.1132 ntpc-col.Jcom 2020-12-14 EHOSTICT
218[.1255[.177[.152 ptciocl[.Jcom 2019-09-29 HKBN Enterprise Solutions HK Limited
223[.1255[.]151[.]74 websencl[.Jcom 2020-11-18 HKBN Enterprise Solutions HK Limited
223[.]1255[.]1155[.1231 ubuntumax[.Jcom 2021-01-25 HKBN Enterprise Solutions HK Limited
27[.]255[.]92[.183 ubuntumax[.Jcom 2021-02-06 EHOSTICT
223[.1255[.]155[.1238 www.shipcardonlinehelp[.Jcom 2020-10-12 HKBN Enterprise Solutions HK Limited
27[.1255[.194[.]129 ntpc-col.Jcom 2020-08-20 EHOSTICT
218[.1255[.177[.154 www.smartdevoe[.]Jcom 2020-02-05 HKBN Enterprise Solutions HK Limited
223[.1255[.1151[.]185 www.smartdevoe[.]Jcom 2020-12-19 HKBN Enterprise Solutions HK Limited
101[.178[.1177[.]242 www.smartdevoe[.]Jcom 2020-07-21 HKBN Enterprise Solutions HK Limited
218[.1255[.177[.140 ptciocl[.Jcom 2020-11-24 HKBN Enterprise Solutions HK Limited

k
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Insikt Group2 RedEcho QIZ2tE T2t st, HERKA

XBHE 5T HA (Composite Object) 2 2= JHE 0| met &5 If
S merict golE 2l ZH QoA RedEchol 1=t 29 &
A2 otga 2ol 29g 4 Urt,

« THA2 WEBCCE Sdlft SE=HU2H EX| Y2

ANS (authoritative name server) @l eznowdns[.Jcom2 At
=2 3H [_|.
O AN .

al

=

e RedEcho ¢1Zz2t= 5= =M ¢l
cndns[.Jcom@} 2&HA | AT}

e WhoisProtection WHOIS 7HRIF EE S MHIAE

+ AXIOMATICASYMPTOTE @l Z2t= HKBN Enterprise
Solutions HK Limited (AS9381) % EHOSTICT (AS45382)
oM = A E A

elzef e[y

ArESHEL.

o QI AE[EIE AFH(FAIS O{2))5tALL A= E X|HSl= &
Aol EstEl =mol
o AUHLMOl Z &2 =M QlI(.com) AFE
o 2% 2= Ztoll DDNS(dynamic DNS) =M Q1 ALZ (XEA|SF LK
&2 ofelf &=x)
Domain IP Address

223[.]255[.]155[.]243
180[.1150[.1226[.1216

indiasunsung[.Jcom
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ol gt X S0| RedEchool BF 2 5He| = 22 ofL|C
Stx T O] 25 S Z8sH0f MAXCZ B8 RedEcho 172
S LIEY 4 ot S2lE o2 E TTPE 7|#o= 5o U2
AXIOMATICASYMPTOTE Al 2 ol=gt SHAH L =Helo

niy=

7|-7I-O|
= =

LN

e

Al

r

st 1t s A€ OO|He AXl&= 2 7tsd0] e F7F =HQl
g moeksict

UH SAE olEZEe} FS5E= THQE U Rst SLF 2
T 2t ool Yoy l_LHE‘._"% F1 AXIOMATICASYMPTOTE A
H 2 HZ &= RedEcho DDNS(dynamic DNS) THQle| 7t 2
BHAHE ottt

RedEcho I|5H CHAt

f2l= Recorded Future WES3 E2iZ =AM (Network
Traffic Analysis)S HI® 22 SAX =Xtz MEE = HERA
EzfHo ¥ds Z=2utZ (behavioral profiling)&
S Soff mal ci&o] = o= J[BE Ato|of] HEsty U
0| UZ0| =AEAUCt AXIOMATICASYMPTOTE Q=ZzZHE &
QIHIRE HERD &332 HREE2 TCP XE 4430|M SSLE &
sl 0| RZO{FCt E3H AXIOMATICASYMPTOTE QI =22 7t= f
2Fo| OIHFRE EZfIo] TCP 80802 &St HTTP ZEA &3}
AXIOMATICASYMPTOTE MHOIAM SARE = C2 TH Q0 CHet
DNS & (UDP 53)2 2 SCH (OFef Ql=ep MM Fhx)

2elst

Comment

180[.]150[.]226[.]216 — Confirmed AXIOMATICASYMPTOTE server.

223[.]255[.]155[.]243
101[.178[.1177[.1227

ixrails[.]Jcom

101[.178[.1177[.]227 — Confirmed AXIOMATICASYMPTOTE server.

223[.]255[.1155[.]1247
223[.]1255[.]155[.]252

pandorarve[.Jcom

223[.]1255[.]155[.]252 — Confirmed AXIOMATICASYMPTOTE server.

indrails[.Jcom 223[.1255[.]155[.1237

Matches infrastructure TTPs and Indian railway-themed.

escanavupdate[.]Jclub 218[.]1255[.177[.160

Multiple hosting overlaps within the infrastructure cluster. Likely spoofing Indian

antivirus provider eScan AV.

astudycarsceul.]Jnet 27[.]1255[.]94[.121

Confirmed AXIOMATICASYMPTOTE server, matches infrastructure TTPs, and
overlapping victimology.

# 2: 21 =2 TTPsef Y A|6tE F7f RedEcho =2/

Domain

AXIOMATICASYMPTOTE
IP Address

railway.sytes[.]lnet

223[.]1255[.1155[.1235

modibest.sytes[.]net

223[.]255[.]155[.]235

indrra.ddns[.]net

218[.1103[.]1197[.1112

indianrailway.hoptol[.Jorg

223[.]255[.1155[.]235

inraja.ddns[.]net

218[.1103[.1197[.1112

railways.hoptol[.Jorg

223[.]1255[.1155[.1235

# 3: RedEcho DDNS(dynamic DNS) &= 2/

www.recordedfuture.com | Recorded Future®

CTA-CN-2021-0228 6


http://www.recordedfuture.com
https://www.domaintools.com/resources/blog/analyzing-network-infrastructure-as-composite-objects

CYBER THREAT ANALYSIS | CHINA |:| Recorded Future®
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Delhi State
Load Despatch Centre

Bangladesh

DTL Tikri Kalan
Substation F

Myanmar
(Burma)

Mumbai
Port Trust

North Eastern Regional

Western Regional
Load Despatch Centre

Load Despatch Centre

Eastern Regional

Arabian Sea 2 / Load Despatch Centre

Telangana State
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Analysis Report

Network Traffic Analysis for_
IP Addresses _
210.92.18.132
Network Ports 17035
&0
Network Protocol 6
Malware AXIOMATICASYMPTOTE
MITRE ATT&CK Identifier T1041 (Exfiltration Over C2 Channel)

Source Network Traffic Analysis on Feb 2, 2021, 13:16 + Document Actions

1. MITRE ATT&CK Identifie:
2. Transfer Vol

victim IP:

victim Port: 17035
Command & Control IP: 210.92.18.132

6. Command & Control Port: 80

. Protocol: 6

8. Malware: AXIOMATICASYMPTOTE

9. Potential Command & Control Domain(s): ntpc-co.com

T1041

“Ij|-Recorded Future

IP ADDRESS

210.92.18.132

ASN As45382

ORG EHOSTICT

GEO South Korea

References 2 9 5
First Reference Dec 29, 2020

Latest Reference Dec 29, 2020

VERY MALICIOUS
RISK SCORE

20f 53 Risk Rules Triggered

Show all events or cyber events

TRIGGERED RISK RULES Learn More @

Current C&C Server - 1 sighting on 1 source
Recorded Future Command & Control List. Command & Control host identified on Dec 29, 2020.

Actively Communicating C&C Server - 1 sighting on 1 source

Recorded Future Network Traffic Analysis. Identified as C&C server for 1 malware family: Axiomaticasymptote.
Communication observed on TCP:8080, TCP:443, TCP:80. Last observed on Jan 27, 2021.

= Security Control Feeds: Command and Control - Learn More

< sy ponseay SecurityTrails
1P 210.92.18.132
Total # Domains 2 domain(s) in the last 120 days
~ History
~ ntpc-co.com Risk: 65

DNS Name  ntpe-co.com

~ ARecords
Resolution Period : 2021-01-05 to now (Last Resolved: 2021-02-01)
Resolution Period : 2020-12-14 to 2021-01-01

» www.ntpc-co.com Risk: 0

More Info SecurityTrails

8 8: B AL E FA LA J]Z HIOJE ME zF B Z(Pivot) 48 (£ :
Recorded Future)
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DOMAIN :
ntpc-co.com
Notes # 1insikt Group Note 0
References 5
First Reference Jul 16,2019
Latest Reference Feb2,2021 6 5
MALICIOUS
RISK SCORE

1 of 46 Risk Rules Triggered
Show all events or cyber events

TRIGGERED RISK RULES Learn More @

Recently Reported by Insikt Group « 1 sighting on 1 source
Insikt Group. 1 report: Indian Energy and Defense Companies Likely Targeted by China-nexus Group Using ShadowPad
and PlugX. Most recent link (Dec 30, 2020): https://app. .

ADDITIONAL DOMAIN INFORMATION

DNS Records

1P Address
210.92.18.132 095

No Mail Server

Name Server

NS nsd.eznowdns.com
NS nsS.eznowdns.com
NS ns6.eznowdns.com
NS ns3.eznowdns.com
NS ns2.eznowdns.com
NS nsl.eznowdns.com
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ntpc-co[.Jcom
websencl[.Jcom
ptciocl[.]Jcom
ubuntumax[.]Jcom

www.smartdevoe[.Jcom
www.astudycarsceu[.]net
www(.]indiasunsung[.]Jcom
ixrails[.]Jcom
pandorarve[.]Jcom
indrails[.Jcom
escanavupdate[.]club
railway.sytes[.]net
modibest.sytes[.]net
indrra.ddns[.]net
indianrailway.hopto[.]Jorg
inraja.ddns[.]net
railways.hoptol.]Jorg
101[.178[.1177[.1227
101[.178[.1177[.1252
210[.]92[.118[.]1132
218[.1255[.177[.152
223[.]1255[.]151[.]74
223[.]1255[.1155[.1231
223[.1255[.1155[.1235
223[.1255[.1155[.1238
27[.1255[.194[.129
27[.1255[.]94[.121
27[.1255[.]92[.183
223[.]1255[.]1151[.185
101[.178[.1177[.1242
218[.]255[.177[.140
218[.]255[.177[.154
223[.1255[.1155[.]243
180[.1150[.]226[.]216
223[.]1255[.]1155[.1247
223[.]1255[.]1155[.]1252
223[.]1255[.1155[.1237
218[.]255[.177[.160

www.shipcardonlinehelp[.Jcom

www.recordedfuture.com | Recorded Future®

CTA-CN-2021-0228


http://www.recordedfuture.com
https://github.com/Insikt-Group/Research
https://github.com/Insikt-Group/Research

CYBER THREAT ANALYSIS | CHINA

HIIACIE 7 ¢ Al ER

Mk

EIE

§a

HIACE FXM HAFAT[2Q! Insikt Group2 &=, Ol &t
HAlOL, S8t 71 A2 siF FE HAof, SEIIAE
(CIS), &=, o|&t, EetHol AtojH HA[X(ZH & O&F)E S
Hoz 2/d dHRAXRA OS2 &5 FHeCh 22l= 2" o
? e FNotl Jtse 2 olE9 HiRo A= =7 =
%, 2 J|S metst i xp gt

dZHE FA7Foetet 27 F2 o7 A8
(RedAlpha, RedBravo, Red Delta, BlueAlpha &)
H IIEHA 7E oA OAF

IHE FXI MEA mhetstof HEE Aol HE|

o EN YO, | ExEl1 SE3tE Ao

(commodity malware)

=

Insikt Group2 Security Intelligence Graph2l &g &
A Cho|otE E EH (Diamond Model of Intrusion Analysis)
OlM 24 St M2 =2 374 ol&e X E0f s Fst= HI0IH

[¢]

2 23S o M2 7 18 T= WHQIo 0|52 2olrt,
BEOIN ZEsts olBOlLt XHS SHE 4+ AU 0|0
Ol 9I® oIRtet AFE 4 UCt 0l HEC| THX} o o[ E{ 7}
2l R0t Y BES HHOACR TR0 BIMS HNE
Ch JIE 289 BSY0| HUB FHN 577 US F2, S
B S0l tholl JHy 9ol Y2 0SS A8 BT

Insikt Group2 M2Z F
Off Zheheh Ay g1 otmpdl HYH 7

= Ho
H
N

AT mobel Aol A FEH| HaiAE D2lA 2Rt
= £ =otet BRig Wzl o

O =

b Mas MEstD, WY 180 SH ¥E
g =

oju
o

Insikt Group2 A& Tt Ly ofol of =Y oif 5

s E0{E ArSetot

()

-}l-Recorded Future’

ADVERSARY

INFRASTRUCTURE Q CAPABILITY

©

VICTIM

o
@

CTA-CN-2021-0228

Recorded Future® | www.recordedfuture.com


http://www.recordedfuture.com

-I}l-Recorded Future’

CYBER THREAT ANALYSIS | CHINA

320 E FA (Recorded Future)= MA Z|CH AlE{Z2to| = ot Q2| ™A
Holct HZACE FM= AN&H0| 1 ZHRAS A3 HOolE 8 & 240 M7t 24
5o H Ao Hetotn A Jhse QR MAS MSECH HIECE FM= B0
St 22t S=Ago MAOAM R0 /S A&t mtetstn BiX|ote o 2edt
4 HM3Ech = 0| TN Y e HEECEM WA Se Sl 342 N
AR, ANAE, XS 255104 HIZUYAE QHENo 2 g 4+ Qo Y ZAC =

KtMI B AbEE2 www.recordedfuture.com@t Twitter @RecordedFuturedil A &olgt

=

oH

oy o
mw e

N

N
=

)
ol
rr ki

e
B

www.recordedfuture.com | Recorded Future®

CTA-CN-2021-0228


http://www.recordedfuture.com

	_xeskci5o0hvk
	_rlvrizacbuxx
	_vsn3diflpgi
	_bvs9tdm8tgbd
	_1j2u7d81bfbd
	_alke6x9s1fwm
	_ymhy2yayaaoy
	_fkencthpfyqn
	_z0q3wz26shbh
	_dvroyahtzcig
	_32r3ml31esu9
	_2515bz6ilmhy
	_jyzj6ug61vvd
	_xuj9jbucgus6



