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http://www.recordedfuture.com
https://go.recordedfuture.com/hubfs/reports/threat-identification.pdf
https://www.recordedfuture.com/cobalt-strike-servers/
https://blog.cobaltstrike.com/2019/02/19/cobalt-strike-team-server-population-study/
https://www.x33fcon.com/archive/2019/slides/x33fcon19_Hunting_Beacons_Bartek.pdf
https://blog.fox-it.com/2019/02/26/identifying-cobalt-strike-team-servers-in-the-wild/
https://www.youtube.com/watch?v=x1tEOkY-7JE
https://youtu.be/x1tEOkY-7JE
https://youtu.be/YCwyc6SctYs
https://youtu.be/QS389CH3TJQ?t=14946
https://www.recordedfuture.com/cobalt-strike-servers/
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Top 10 Observed Offensive Security Tools

CYBER THREAT ANALYSIS

Top 10 C2 Hosting Providers

Family Notable Users Hosting Provider ASN Country Top Family 1;?;:'
Cobalt Strike APT41, Mustang Panda, Ocean Amazon.com, Inc. AS16509 United States Cobalt Strike 471
Lot FIN7
— Digital Ocean AS14061 United States Metasploit 421
Metasploit JointWorm (EVILNUM), Turla Choopa, LLC AS20473 United States | Cobalt Strike | 368
PupyRAT APT33, COBALT ILLUSION Zenlayer Inc AS21859 United States | Roaming Mantis | 358
; Hangzhou Alibaba
Powershell Empire Sandworm, GADOLINIUM 9 o AS37963 China Cobalt Strike 335
Advertising
Meterpreter MUdayWateraias 0o ICIDC Network AS136800 China Cobalt Strike | 277
Covenant APT34 (GreenBug) OVH SAS AS16276 France PupyRAT 273
i Shenzhen Tencent
Armitage WIZARD SPIDER (UNC1878)" AS45090 China Cobalt Strike 262
Computer Systems
Octopus C2 Unnamed Chinese APT
Google LLC AS15169 United States Bozok RAT 241
Sliver N/A
Space-IX -
p AS6870 Russia DarkComet 205
Responder APT28, APT40 (TEMP.Periscope) RECONN LLC
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Top OST Hosting Providers

Hosting

Py ASN Country
Cobalt Strike [ICIDC NETWORK| AS136800 China 259
. Shenzhen .
Metasploit . AS45090 China 124
Tencent Limited

PupyRAT Digital Ocean AS14061 United States 85

Powershell - .
i Digital Ocean AS14061 United States 43

Empire

Amazon.com, .

Covenant | AS16509 United States 29
nc.
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U E ol 5177t o{Fct,

RATs’ Favorite Hosting Providers

Family Hosting Provider ASN Country
QuasarRAT [Internap Corporation AS19024 United States 175
DarkComet RECONN LLC AS6870 Russia 89
Bozok RAT Google LLC AS15169 United States 62

njRAT Crnogorski Telekom AS8585 Montenegro 32

Taiwan Academic R
REMCOS AS1659 Taiwan 14
Network
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http://www.recordedfuture.com
https://www.fireeye.com/blog/threat-research/2020/03/apt41-initiates-global-intrusion-campaign-using-multiple-exploits.html
https://blog.malwarebytes.com/threat-analysis/2020/06/multi-stage-apt-attack-drops-cobalt-strike-using-malleable-c2-feature/
https://unit42.paloaltonetworks.com/tracking-oceanlotus-new-downloader-kerrdown/
https://unit42.paloaltonetworks.com/tracking-oceanlotus-new-downloader-kerrdown/
https://attackiq.com/2020/04/20/fingerprinting-fin7/
https://symantec.broadcom.com/hubfs/SED-Threats-Financial-Sector.pdf
http://evilnum
https://www.welivesecurity.com/2018/05/22/turla-mosquito-shift-towards-generic-tools/
https://www.fireeye.com/blog/threat-research/2018/12/overruled-containing-a-potentially-destructive-adversary.html
https://www.secureworks.com/research/threat-profiles/cobalt-illusion
https://www.wired.com/story/sandworm-android-malware/
https://www.microsoft.com/security/blog/2020/09/24/gadolinium-detecting-empires-cloud/
https://blog.trendmicro.com/trendlabs-security-intelligence/muddywater-resurfaces-uses-multi-stage-backdoor-powerstats-v3-and-new-post-exploitation-tools/
https://www.cert.ssi.gouv.fr/uploads/CERTFR-2020-CTI-009.pdf
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/greenbug-espionage-telco-south-asia
https://www.crowdstrike.com/blog/wizard-spider-adversary-update/
https://www.fireeye.com/blog/threat-research/2020/10/kegtap-and-singlemalt-with-a-ransomware-chaser.html
https://www.anomali.com/blog/unknown-china-based-apt-targeting-myanmarese-entities
https://www.justice.gov/opa/page/file/1098481/download
https://www.fireeye.com/blog/threat-research/2019/03/apt40-examining-a-china-nexus-espionage-actor.html
https://www.recordedfuture.com/chinese-threat-actor-tempperiscope/
https://www.fireeye.com/blog/threat-research/2020/11/live-off-the-land-an-overview-of-unc1945.html
https://www.cidr-report.org/as2.0/
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http://www.recordedfuture.com
https://github.com/BishopFox/sliver/wiki/GUI
https://github.com/cobbr/Covenant
https://shells.systems/unveiling-octopus-the-pre-operation-c2-for-red-teamers/
https://www.bleepingcomputer.com/news/security/alleged-source-code-of-cobalt-strike-toolkit-shared-online/

CYBER THREAT ANALYSIS

-}l-Recorded Future’

HI=C|= FHofl Chstod

HZCI= FX(Recorded Future)= H 2k El0fl §3] 22 HAl2{HS 7|HI22 3 7
fUo| hxish HOF QIA|MA EEME MISEILICL BACIE FHC JIS2ER FEE E
55t Wlst AAZRE AHS22 YEE £ESID BAMEILICEL O2|0 MBI EM EE 7|
E 2ot J|&1e| S8 SIs S HHAES MA|ZIS R MISEhch

CTA-2021-0107

Recorded Future® | www.recordedfuture.com


http://www.recordedfuture.com

	_xeskci5o0hvk
	_rlvrizacbuxx
	_76fx07tjoz9i
	_8cc1rje9n30y



