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Analyzing the Threat of Ransomware
Attacks Against US Elections

Note: Prior to this report being publicly released, Recorded Future sent a copy of the report to all relevant state agencies, as well as CISA, for review. Many
thanks go out to election experts at the local, state, and federal level who were willing to offer candid feedback on early drafts of this report, and a special
thanks to Ryan Macias, SME — Election Technology & Security, for his comprehensive feedback.

The threat of a ransomware attack against elections in the United States has been a growing concern within the government
and the private sector. We already know that threat actors managed to infiltrate the networks of election offices in multiple
states, and according to a Senate Intelligence Report, those same adversaries were targeting all 50 states. In addition, it

was reported earlier this year that the Palm Beach County Supervisor of Elections Office was hit with a ransomware attack

in September of 2016, which was not reported to the FBI or Homeland Security. According to reports released under
FOIA request by Recorded Future the Cybersecurity and Infrastructure Security Agency (CISA) has issued warnings that

ransomware actors are planning to do the same again.

However, there is a big difference between gaining access to the networks of elections offices and actively disrupting the
election. In either case, ransomware affords threat actors a low-cost, high-reward intrusion vector. The goal of this report
is to take a realistic look at the different ransomware threats to the U.S. elections and offer suggestions to protect against
those threats.
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https://www.reuters.com/article/us-usa-cyber-election-exclusive/exclusive-us-officials-fear-ransomware-attack-against-2020-election-idUSKCN1VG222
https://blog.emsisoft.com/en/35460/ransomware-predicted-to-target-u-s-2020-election-and-local-governments-are-not-prepared/
https://www.npr.org/2020/02/17/806729389/behind-the-ransomware-attack-on-palm-beach-county-elections-in-2016
https://www.npr.org/2020/02/17/806729389/behind-the-ransomware-attack-on-palm-beach-county-elections-in-2016
https://www.intelligence.senate.gov/sites/default/files/documents/Report_Volume1.pdf
https://www.palmbeachpost.com/news/20200212/exclusive-pbc-elections-office-lsquohackedrsquo-by-ransomware-in-2016
https://www.cisa.gov/
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It is important to note from the start that it is extremely unlikely that a ransomware attack, even one coordinated across
multiple states, would be enough to fully disrupt the 2020 election. But, depending on the state or states that were hit, and
the timing of the attacks, a ransomware attack could still cause major disruption. And, of course, a single adversary does
not necessarily need to coordinate an attack across multiple states. There may be dozens of threat actors targeting election
infrastructure for the purpose of launching ransomware attacks. The timing of these attacks will undoubtedly be similar,
designed to maximize damage by pursuing one of two goals: disrupting the election or generating income (it is possible
that one actor could have both goals in mind).

In addition, there is concern among election officials who spoke to Recorded Future that a ransomware attack could be
used as part of a disinformation campaign to cast doubt on an election. For instance, a county is hit with ransomware and
several systems are locked and unavailable. This has an indirect impact on elections because the election team uses the
mail server on the county domain. However, the critical assets (i.e., voter registration databases) are segmented and not
affected. A disinformation campaign is then organized touting the “election system has been hit with ransomware.”

Even if an attack is not used as part of a disinformation campaign, many election officials Recorded Future spoke to are
concerned that a successful attack could lead to what they perceive as the biggest threat to this election: A breakdown
in the perception of the validity of the election results. A successful attack, whether it is ransomware or otherwise, could
further undermine confidence in an election that just 45 percent of Americans are confident will be counted accurately.
Ransomware attacks are a low technical barrier of entry to this type of disruption.

Threat Scenarios

There are three ransomware attack scenarios that this report will investigate:
1. Ransomware attacks against voter registration databases
2. Ransomware attacks against voting results databases
3. Attacks against poll books

Current attack trends reveal that the threat of ransomware is very realistic. Although some of these scenarios are more
likely than others, they all have the potential to disrupt the election or election infrastructure.
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This report does not examine the differences between nation state attackers and cybercriminals. While each group’s
motivations may be different (though, that is not always the case), in terms of skill, there is little difference between nation
state actors and the more advanced ransomware groups. The methods of gaining access and moving around the network
before deploying ransomware tend to be similar.

One notable exception to these similarities is that nation state actors often use wipers, rather than ransomware - even when
they do encrypt the files. Whether it is Russia deploying NotPetya, North Korea with the WannaCry attack and use of VHD

ransomware, or lran’s use of Shamoon, nation state actors either delete critical files or they encrypt files without any hope
of the victim receiving a decryption key.
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https://www.nbcnews.com/politics/2020-election/siloed-nbc-wsj-poll-shows-how-gop-dems-hold-widely-n1236958
https://www.zdnet.com/article/russian-military-behind-notpetya-attacks-uk-officially-names-and-shames-kremlin/
https://www.washingtonpost.com/world/national-security/us-set-to-declare-north-korea-carried-out-massive-wannacry-cyber-attack/2017/12/18/509deb1c-e446-11e7-a65d-1ac0fd7f097e_story.html
https://threatpost.com/lazarus-group-apt-tactics-ransomware/157815/
https://threatpost.com/lazarus-group-apt-tactics-ransomware/157815/
https://www.fireeye.com/blog/threat-research/2017/09/apt33-insights-into-iranian-cyber-espionage.html
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In particular, the more advanced ransomware actors have become sophisticated at understanding targets in the United
States (and the rest of the world) and time their attacks to be as disruptive as possible. For example, in July and August
of 2019, Recorded Future noted 17 ransomware attacks against school districts across the United States. These attacks

were timed to coincide with the start of the school year, forcing schools to delay opening or pay the ransomware to avoid
delaying the start of the school year. Another example of ransomware threat actors having a sophisticated understanding
of their targets is how rapidly threat actors, including ransomware groups, were able to capitalize on real-world COVID-19

concerns to launch a wide range of successful COVID-19 themed phishing attacks. Quickly jumping from themes like “sharing
information,” to “tracking cases,” and to “helping victims get state relief funds and loans.” In June, many of those actors
switched to phishing campaigns using Black Lives Matter lures, continuing the trend of using latest news for lures. Many of

these campaigns were very successful targeting both consumers and organizations.

The most sophisticated ransomware actors, such as Ryuk, Maze, Sodinikibi, and WastedlLocker, have spent weeks and even
months inside an organization, learning the network, waiting to get the accesses they need to effectively move around and
steal large amounts of data before deploying the ransomware. The combination of sophisticated attacks and staff layoffs at
many state and local governments due to budgetary shortfalls creates the very real possibility of a successful ransomware
attack on election infrastructure in November.

Ransomware Attacks Against Voter Registration Databases

An attack on voter registration databases (VRDBSs) is most likely to generate the most attention and cast public doubt on
the integrity of the election. A well-timed encryption of a VRDB (and the system software) could prevent voters from voting,
or cast doubt on voting results and throw the entire election into chaos. These attacks likely won't occur on the day of the
election, as the VRDB is not widely used that day. Instead there are certain dates that are critical to the election where a
well-timed ransomware attack could cause maximum damage (some of these dates vary by state):

National Voter Registration Day (September 22nd, in 2020)
« The first day of early voting
» A day or two prior to pollbooks being pushed out

«  With the expected rise of mail-in voting this election, a ransomware attack on the VRDB 45-60 days before the election
could disrupt the ability of a state to disseminate mail-in ballots
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« An attack the day after the election could prevent polling officials from verifying mail-in ballots

In addition, because many ransomware actors have added extortion to their toolkit, ransomware attacks against voter
registration databases now pose a dual threat: election disruption and the potential publication of millions of sensitive voting
records on an extortion site or sold on the dark web.
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https://www.recordedfuture.com/state-local-government-ransomware-attacks-update/
https://www.nbcnewyork.com/news/local/ny-school-delays-start-of-year-after-ransomware-attack/1990459/
https://www.recordedfuture.com/coronavirus-panic-exploit/
https://www.recordedfuture.com/coronavirus-panic-exploit/
https://www.scmagazine.com/home/security-news/phishing/black-lives-matter-phishing-scam-looks-to-spread-trickbot-malware/
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There are a number of challenges involved in securing voter registration databases. First, the United States does not have
a single voter registration database. Each of the 50 states is responsible for maintaining its own voter registration, as is the
District of Columbia, American Samoa, Guam, Northern Mariana Islands, Puerto Rico, and the U.S. Virgin Islands, for a total
of 56 separate voter registration databases. Adding to the complexity, there are three types of VRDBs: top-down, bottom-
up, and hybrid. The Election Assistance Commission (EAC) maintains a list of the states and the type of VRDB each uses.

Atop-down VRDB is a centralized VRDB that distributes information to local counties or precincts as needed. This means the
authoritative VRDB is maintained by the state and when you register to vote all of your information resides in the database.
According to the 2018 Election Administration and Voting Survey, 72.7% of states use a top-down VRDB system. One

concern with a top-down voter registration system is that each registry point is a potential vector for a ransomware attack.

On the other hand, 14.5% of states use a bottom-up voter registration system, in which local jurisdictions maintain their
own voter registration databases, which sync with the state voter registration database. This means there are hundreds of
potential VRDBs that could be targeted by ransomware attackers (there are 3,141 counties, or county-like areas in the United
States, but not all counties maintain their own VRDB). Despite many counties being responsible for the security of their
VRDBSs, there is a lot of disparity in security funding, with many counties relying on IT staff to also manage the security of
the voting infrastructure. Even when there is help, it can be inadequate. In 2018, Arizona (which maintains a hybrid system)
received a $7.4 million grant from the Help America Vote Act (HAVA) for election security. Of that $7.4 million $2.4 million
was distributed to the counties. The two largest counties, Maricopa and Pima, which account for 75% of registered voters
in Arizona only received $352,000 and $251,000 respectively, despite each county having to maintain and manage its own
voting infrastructure.

On top of logistical and financial challenges, there are also political challenges to securing VRDBs. Many of the election
officials Recorded Future talked to for this report complained of jurisdictional challenges. There is often confusion about who
is responsible for securing different parts of the VRDB and competing teams at the local and state level vying for control.

Securing Voter Registration Databases

States do not like to reveal the specifics around the technology used to store their VRDBSs or the systems used to connect
into those databases. Fortunately, thanks to the Help America Vote Act (HAVA) Recorded Future was able to gain some
insight into what VRDBSs, and their surrounding infrastructure look like.
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After the passage of HAVA, there was a rush to update VRDBs from 2003 to 2005, and security was not a primary concern
for this first generation of post-HAVA EMS. Many states have since replaced those systems, but there are a number of
states still making updates to VRDBs built in the 2003-2005 timeframe, while acknowledging that the security of these
systems is severely lacking.

In an effort to improve security, the EAC, under HAVA, created the Election Security Fund. This fund provided $380 million
in grants specifically for election security in 2018, and additional $425 million in grants were provided in 2020. Every state,
plus the District of Columbia and the territories, took advantage of the available security funding, to different levels. Given

procurement and implementation cycles, funding available in 2018 and 2020 is not enough time to build a whole new system.

4 Recorded Future® | www.recordedfuture.com



https://www.eac.gov/statewide-voter-registration-systems
https://www.eac.gov/sites/default/files/eac_assets/1/6/2018_EAVS_Report.pdf
https://destinyhosted.com/cochidocs/2020/BOS/20200107_1806/4933_2018%20HAVA%20Sub-Grant%20Guidelines.pdf
https://destinyhosted.com/cochidocs/2020/BOS/20200107_1806/4933_2018%20HAVA%20Sub-Grant%20Guidelines.pdf
https://www.eac.gov/sites/default/files/paymentgrants/Funding_Chart_ES.pdf
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But, even with the Election Security Fund, consistent baseline security standards were not established. Instead, only vague
guidance was given that the funds were to “...improve the administration of elections for Federal office, including to enhance
election technology and make election security improvements.”

This leads to the current state of election security, which varies greatly from state to state. A review of grant requests
and RFPs show that most VRDBs are running on standard commercial off the shelf (COTS) software and often mirror
the infrastructure in place in the rest of the state’s network. It makes sense that states are trying to maintain a holistic
administrative and security view of their network and do not want to have radically different software in place.

It appears the majority of VRDBs are running on Oracle or Microsoft SQL databases and are often administered by traditional
remote administration tools such as Remote Desktop Protocol (which Recorded Future found indications that at least seven
EMS are using) and Citrix (which appears to be used by at least six VRDB). Microsoft's .NET and Sharepoint were also
mentioned as being in use across multiple states’ voting infrastructure. In addition, as recently as July of 2019 there were
as many as 10,000 Windows 7 systems, currently unsupported by Microsoft, being used to administer voting systems, all

of which are systems potentially vulnerable to ransomware attacks.

Some states have opted to build their own infrastructure from scratch, others have decided to use companies that have
developed out-of-the-box VRDB, such as BPro TotalVote and Election Systems & Software (ES&S) PowerProfile. While a lot

of attention has been given to the security of electronic voting systems, VRDB systems have been given very little scrutiny.
Neither BPro nor ES&S have any vulnerabilities reported in the NIST National Vulnerability Database, which on the surface

may seem like a good thing, but given the complexity of these systems it is doubtful that there have been no vulnerabilities
directly in their systems or on the components that make up their VRDB. The lack of transparency in vulnerability reporting
makes it difficult to evaluate their security posture. At Black Hat this year, ES&S announced a policy that would allow it to

work with security researchers who find vulnerabilities in the company’s network infrastructure and website. Obviously, this

is not the same as having a policy that allows security researchers to inspect your VRDB, but it is a start.

In 2017, DHS designated election infrastructure as a critical infrastructure sub sector but, unlike other critical infrastructure,

there are no security requirements for voting infrastructure hardware or software that states and local governments can use.

In fact, the Brennan Center for Justice at the New York University Law School has advocated that election software vendors
should be required to report any vulnerabilities discovered. In testimony before the House of Representatives Lawrence

Norden, Deputy Director of the Democracy Program stated that:
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Note: One important step would be to mandate that vendors report any cybersecurity incident they discover to both the
federal authorities as well as state and local customers. Reporting of cybersecurity incidents for election vendors may seem
like a small step, but it will have a large impact on the overall security position of election officials around the country. Election
vendors have stated that such requirements are unnecessary and burdensome and that they are somehow different from
the vendors in other critical infrastructure sectors. This is simply not true. We know that the lack of transparency in vendor
security is a significant vulnerability to election security.
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https://www.eac.gov/sites/default/files/eac_assets/1/6/HAVA_Election_Security_Final_Award_Packet_041718.pdf
https://www.pbs.org/newshour/politics/new-election-systems-use-vulnerable-software
https://bpro.com/totalvote-solutions/
https://www.essvote.com/products/powerprofile/
https://nvd.nist.gov/
https://www.cyberscoop.com/ess-election-security-vulnerability-disclosure-black-hat/
https://2l9u8tyqi4-flywheel.netdna-ssl.com/wp-content/uploads/2020/08/ESS_vulnerability_disclosure_policy.pdf
https://www.dhs.gov/news/2017/01/06/statement-secretary-johnson-designation-election-infrastructure-critical
https://www.brennancenter.org/sites/default/files/analysis/Lawrence%20Norden%202019%20Congressional%20Testimony%20on%20Election%20Security.pdf
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Given that ransomware threat actors have become increasingly sophisticated, the relative lack of transparency in election

systems may mean there are vulnerabilities exploitable by these actors and those responsible for securing VRDBs may not
even know they exist.

Ransomware is a top concern for election officials in 2020. Both the Election Infrastructure ISAC (EI-ISAC) and CISA have
released reports detailing the threat of ransomware to VRDBs and the EI-ISAC Weekly News Alert (labeled TLP:WHITE), which
Recorded Future has viewed through FOIA requests, regularly discusses ransomware incidents and how they could impact
election infrastructure. DHS’ Election Infrastructure Sector-Specific Agency (SSA) has also warned about vulnerabilities
specific to VRDB. One bulletin from the Election Infrastructure SSA dated June 19th and received through FOIA request
(labeled TLP:WHITE) specifically called out CVE-2019-0604 (Microsoft SharePoint), CVE 2019-18935 (Telerik Ul for ASP.
NET), and CVE 2019-1978 (Citrix) as vulnerabilities that needed to be patched immediately.

Election Infrastructure GCC and SCC,

You may have seen reports of a cyber incident in Australia. While CISA has not confirmed any information, the
publicly available information references several Common Vulnerabilities and Exposures (CVEs). These CVEs are
related to Microsoft SharePoint, Citrix Application Delivery Controller, Citrix Gateway, and the Telerik Ul. The Citrix
vulnerability In particular has been prominent across several critical infrastructure sectors this year. Please take
particular note of your organization’s susceptibility to this vulnerability. CISA’s guidance on these CVEs is available at
the following links/attachments:

e CVE-2019-0604:
o https://www.us-cert.gov/ncas/alerts/aa20-133a : A remote code execution vulnerability exists in
Microsoft SharePoint
e CVE2019-18935:
o MS-ISAC Cybersecurity Advisory attached : A Vulnerability in Telerik Ul for ASP.NET Could Allow for
Arbitrary Code Execution
e CVE2019-19781:
o https://www.us-cert.gov/ncas/alerts/aa20-020a : Critical Vulnerability in Citrix Application Delivery
Controller, Gateway, and SD-WAN WANOP

o https://www.us-cert.gov/ncas/alerts/aa20-031a : Detecting Citrix CVE-2019-19781

If you have questions about these CVEs please contact EISSA@cisa.dhs.gov.

Respectfully,
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EI SSA

EI SSA/ESI, National Risk Management Center
Cybersecurity and Infrastructure Security Agency
Email: EISSA@CISA.DHS.GOV

(Source: June 19, 2020 letter from The Election Infrastructure Sector Specific Agency (SSA) to Members (Retrieved via FOIA Request)

The incident referred to in this bulletin is the announcement from the Australian Prime Minister about a wide ranging, state-
sponsored cyber attack targeting Australian government and infrastructure.
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https://www.csoonline.com/article/3518864/more-targeted-sophisticated-and-costly-why-ransomware-might-be-your-biggest-threat.html
https://www.cisecurity.org/ei-isac/
https://www.cisecurity.org/blog/ransomware-facts-threats-and-countermeasures/
https://www.threatshub.org/blog/australian-pm-says-nation-under-serious-state-run-cyber-attack-microsoft-citrix-telerik-ui-bugs-exploited/
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The worry is understandable: in the last six months ransomware attacks have repeatedly exploited Citrix systems. Citrix
has become one of the most common exploit vectors for ransomware actors, and, as previously noted, many VRDB rely on
Citrix to manage their infrastructure.
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the edge of their victims' networks.
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Source: Recorded Future
In addition to Citrix, Remote Desktop Protocol (RDP), which is commonly deployed in state networks, is often used to facilitate

ransomware attacks. In fact, RDP often rivals phishing as an entry point for ransomware attacks.

Both Citrix and RDP appear to be widely used to manage VRDB, which means that election infrastructure is potentially
vulnerable to ransomware actors’ preferred method of attacks. Recorded Future did not make any attempt to scan
infrastructure for vulnerable systems.

Aside from normal management of VRDB using Citrix and RDP, many states, like all organizations, have expanded their
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remote workforce during the COVID-19 pandemic. This remote workforce is often using tools like RDP and Citrix to connect
into state government systems. Initially, these remote workforces were intended to be a short-term fix, but many states
have extended their remote workforce timelines indefinitely. This means that these short-term fixes have now become more
or less permanent, and it is unknown whether reduced staff has had the opportunity to review the security protections in
place for these “temporary” work from home solutions.
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The concern around RDP and Citrix protections is that, according to reporting from F-Secure, Citrix, RDP, and other

remote attack vectors accounted for more ransomware attacks than phishing campaigns in the second half of 2019. While
phishing attacks accounted for 24% of ransomware attacks, remote exploitation and manual deployment of ransomware
accounted for 28% of all attacks.
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¥ 24%
Email/Spam
1%
Software Cracks/
Fake Installers/
Bundled Apps
— 28%

Manually Installed/
2nd Stage Payload

17%e—mF
Unconfirmed

5%
Vulnerable/ e 14%
Compromised Firmware/ Exploit Kits/
Middleware Malvertising
1
% o

Source: F-Secure
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One concern specific to VRDBs is that many ransomware variants have trouble decrypting large file sizes. Given the size of
VRDBSs, even some of the tables stored as backup may be larger than a ransomware’s decryptor can support. If a state is

forced to pay the ransom, there is a real possibility that the decryptor will not work on the VRDB.

Things are not much better for states running their VRDBs on Linux. Ransomware attacks against Linux systems are on the
rise with several high-profile attacks and a proliferation of ransomware variants targeting Linux over the last six months.

Ransomware actors are increasingly interested in Linux systems and Linux vulnerabilities.

Ransomware Targeting Linux

February 2020 - August 2020

This new ransomware is targeting Windows
and Linux PCs with a 'unique’ attack

BlackBerry's researchers noted that Tycoon
ransomware can run on both Windows and
Linux computers, employing the same
technique of asking for cryptocurrency
payments like Bitcoin ( BTC ).

Mac and Linux users are now Kaspersky on Wednesday revealed this latest
#ransomware targets too T — intel on...The Dacls remote access trojan that
Users who have Sophos Antivirus with is capable of attacking Windows, Linux and
Intercept X were and are protected from macOS environments has been used to
Ragnarok and the Linux-based files used in distribute VHD ransomware and to target
f, | the attack by the following definitions customer databases for attempted

RAASNet - Open-Source Ransomware As A

That leaves millions of Windows and Linux q
Service for Linux, MacOS and Windows

systems at risk of firmware attacks that can
exfiltrate data, disrupt operations and deliver [ ‘
ransomware, warned Eclypsium. / | ) Linux ransomware runs the gamut of

‘ updates, exfiltration, according to researchers,

[

different distribution techniques and
extortion methods.

/ Y. T
| S Ensiko is a PHP web shell with ransomware

capabilities that targets platforms such as
l = Linux, Windows, macQS, or any other

platform that has PHP installed.

LA P Wy W T g oy F .S @ e >
B BN 1) )5 e = BI@))5 SBDBGIRSRSISIS EAS ) D ISI@) DS S, 7 ) oY)
Feb Mar Apr May Jun

2020

Source: Recorded Future

Unfortunately, it is not just cybercriminals. The NSA and FBI recently released a comprehensive report on the Drovorub

malware [PDF] operated by APT28 (aka Fancy Bear), a nation-state group that targeted election infrastructure in 2016.
APT28 has been linked to both ransomware and wiper capabilities in the past. There is no indication from the NSA and FBI
report that APT28 has been targeting election infrastructure ahead of the 2020 election, but there is speculation that the

release of the report was timed because of concerns around 2020 election interference.
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https://blog.emsisoft.com/en/35023/bug-in-latest-ryuk-decryptor-may-cause-data-loss/
https://hacked.com/linux-ransomware-notorious-cases-and-ways-to-protect/
https://hacked.com/linux-ransomware-notorious-cases-and-ways-to-protect/
https://media.defense.gov/2020/Aug/13/2002476465/-1/-1/0/CSA_DROVORUB_RUSSIAN_GRU_MALWARE_AUG_2020.PDF
https://media.defense.gov/2020/Aug/13/2002476465/-1/-1/0/CSA_DROVORUB_RUSSIAN_GRU_MALWARE_AUG_2020.PDF
https://www.bleepingcomputer.com/news/security/uk-formally-accuses-russian-military-of-notpetya-ransomware-outbreak/
https://www.justice.gov/opa/pr/justice-department-announces-actions-disrupt-advanced-persistent-threat-28-botnet-infected
https://www.zdnet.com/article/fbi-and-nsa-expose-new-linux-malware-drovorub-used-by-russian-state-hackers/
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Russia - PETYA / NotPetya / Nyetya /
GoldenEye / ExPetr Ransomware - See also
PetrWrap Folder - thought to be connected to
APT28.

‘ B
The hack was initially claimed by an X r
ISIS-linked hacker group known as
Cyber Caliphate, but was later
attributed tc one of Russia's prime and
elite Cyber Espionage teams: Fancy

Bear. 1’—'.) g
R )

APT28 and Ransomware or Wiper Malware

August 2019 - August 2020

APT28 has been scanning vulnerable email
servers for more than a year

Microsoft says Fancy Bear will target sports
organizations before the Tokyo
OlympicsTranslated from Chinese: Two years
later, APT28 released the Olympic Destrayer
malware at the opening ceremony of the
2018 PyeongChang Winter Olympics in Korea

/

Some of the TTPs and operational security
used by Hades during the Olympic Destroyer
attack bear a certain resemblance to Sofacy,
APT 28, Fancy Bear, Sednit APT group activity.

/ UK & US name FancyBear malware
menagerie - including Georgia 2019 attacks

Secured-Core Windows 10 PCsis now
available more broadly....This breed of PCs

#APT28 #NCSC #GRLU #Blackenergy
#Industroyer #NotPetya #BadRabbit

\

are aimed at organizations in the sights of
state-backed hackers, such as the Russian
group, Fancy Bear, and some recent strains of

ransomware. ¥
. . P g PR S e - Y M B b WY
©0 Co @ O MDD d> G 0 @0 O+ vwuouw ) O@DTCDOD
AUg Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug
2019 2020
Source: Recorded Future
Training

While the threat of remote access ransomware attacks continues to grow, states remain focused on phishing attacks when

it comes to ransomware campaigns. A review of several states’ current internal ransomware training showed no mention

of RDP or Citrix as an avenue of entry, instead the focus was entirely on phishing attacks. Sometimes offering potentially
bad advice, such as using the Preview Pane in Microsoft Outlook to determine if an email is legitimate. There are several

exploits that take advantage of the Preview Pane to deliver their payload, especially when that payload is embedded in a

Microsoft Office document. Alternatively, the advice seemed to be geared toward protecting against ransomware attacks

from four to five years ago.
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Tip #1 — Avoid Phishing emails and phone calls

Do not open email attachments or click on email links unless you are
expecting that email — always be suspicious!

Call the person that sent the email to verify that they actually
did send it.

Microsoft will not contact you when your computer has been infected
with a virus nor that you need to change your password.

Red Flag Words: account locked, suspended, verification
required, suspicious transaction, protect your computer, funds
due to you.

Source: Example from a state (intentionally withheld) training

In addition to the lack of discussion around remote ransomware attacks there was no discussion on internal training about
ransomware and the exfiltration of data combined with subsequent extortion demands to avoid making that data public.
Extortion (sometimes referred to as double extortion in the case of ransomware) is a widely adopted tactic by ransomware
actors and should be of great concern to those responsible for maintaining VRDBS, as voter registration data is incredibly
sensitive and would command a high price on underground markets. In 2018, 35 million voter records from 19 states were
found for sale for $42,200 in an underground forum.
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https://www.zdnet.com/article/us-voter-records-from-19-states-sold-on-hacking-forum/
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Ransomware

Ransomware is a type of malicious software designed to block
access to a computer system until a sum of money is paid.

Recent ransomware attacks are targeting local governments in

Prevention is the most effective defense against ransomware.
Back up your checklist
Attend Cyber Security awareness and education
Define a Cyber Security incident response plan

Source: Example from a state (intentionally withheld) training

If a ransomware actor were to exfiltrate a VRDB as part of a ransomware attack, even if the state or municipality did not
pay the ransom, the threat of a multimillion dollar extortion would still loom over the state, or worse, having all voter records
posted for sale. Itis also conceivable that, given that the extortion tactic is still relatively new, a ransomware actor will promise
to delete files after an extortion is paid but will opt to sell that sensitive data instead. Interestingly, none of the EI-ISAC
Weekly News Alert bulletins reviewed under FOIA request mention extortion as a concern when it comes to ransomware.

However, a training webinar sponsored by the National Association of Counties (NACo) Tech Xchange with speakers from

CISA and EI-ISAC did mention extortion. It also highlighted the significance of remote attacks, as well as phishing campaigns
for ransomware.

This is excellent training, indicating that CISA and the EI-ISAC are providing detailed and up-to-date training around the
latest ransomware threats, but based on documents received through FOIA requests, it does not seem that information
from the training is being widely distributed within the states.

Recorded Future® | www.recordedfuture.com
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Ransomware Vectors of Attack

Remote access software and
email are consistently the most
common infection vectors

In 2019, more common to compromise
managed service providers (MSPs)

Leveraging trusted relationship with clients
to target multiple entities at once

Ryan Macias
July 23, 2020

Source: NACo Tech Xchange Webinar

Also mentioned in the training are ransomware attacks that originate through a managed service provider (MSP). In August
2019, 22 cities in Texas were hit with a ransomware attack that originated through a shared MSP. MSPs are increasingly
being used as a launching ground for ransomware attacks, and MSPs are a growing target for ransomware actors. With

state budgets cut and staff furloughed, many states are increasingly relying on MSPs to manage critical state infrastructure,
including the voting infrastructure.
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Rojoes Ransomware Attacks Targeting Managed Service Providers

Mention

Cyber
|

Growth and Alliances
Communication a2
Official Communication .

15% of MSPs report multiple ransomware

B Company Fact

Military attacks California IT service provider Synoptek pays
Products ransom after Sodinokibi
Total references
s calendarEvents REvil (also known as Sodinokibi) is a
Excellent work providing insight for " 5
i M @lawdotcom on how using Managed Service LENEOABASa seIVice Rago) DpRrstion
Event i
= Cybersecurity experts weigh in on Providers might pose a risk for ransomware, knpwn fo; p:eachmg ct;vpora[f ndeiv:::rks
. . . using exploits , exposed remote desktop
the#é'ansomware attack that |'j|t r!eaﬁy especially for the legal industry. SiFviEF Gt e Bear san With et sanvicesyspan aswellas Backed Monaged
;t:asozen BovSImEnkagsnciesin Managed Service Providers (MSP) remote Service Providers .
monitoring and management (RMM) tools to
Ji deploy ransomware to all of the MSP's clients.
Managed Service Providers (MSP) were now
targeted through vulnerable systems and
heir customers got infected with GandCrab i i
E)rl H Ia': eoscaeles iome;;:\ i thad SRR The ransomware is being actively distributed US Secret Service Warns Surge in
& i & . in the wild through Managed Service Ransomware Altacks Targeting MSPs
performed before by any of the affiliates. ; = 3
Providers, exploit kits and spam campaigns.

Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug
2019 2020

Source: Recorded Future

Ransomware Attack Scenarios

Based on what is publicly available, we know that ransomware actors are using attack techniques that state VRDB are
potentially vulnerable to, and that states continue to be targeted by nation state actors who may deploy ransomware as
well as cybercriminals who focus on ransomware attacks.

Recorded Future noted over 110 publicly reported ransomware attacks on state and local governments in 2019, and there
were undoubtedly even more that were not publicly reported.
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Ransomware Attacks by Year State and Local Government
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Source: Recorded Future

In 2020 there have already been 60 publicly reported ransomware attacks against state and local governments, and that
includes a significant slowdown in reported attacks during the months of April and May because many local governments
ceased operations due to the COVID-19 pandemic.

We know that ransomware actors are focused on state and local governments for a variety of reasons, but they are also
getting more sophisticated in their attacks. Not just the scope of the attacks, but the timing of those attacks.

For example, in July through September of 2019, Recorded Future noted a significant uptick in ransomware attacks targeting
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schools. These attacks were timed to disrupt the start of school and force school systems to pay the ransom or delay the
start of school, which happened in several cases.
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Ransomware Attacks Against Schools
Colors May - September 2019
Cyber
Mention
Official Communication
Growth and Alliances
Travel
B Environmental
| Military
Quotation
 Other

Total references
w calendarEvents Ransomware attacks on school districts in
Louisiana prompted Governor John Bel
Edwards to declare a state of emergency on

July 24

Event Marker Size

1 reference

10 references

Organizations in Texas and Louisiana are
dealing with the aftermath of ransomware
attacks on [T systems in businesses, financial
institutions and school districts.

/

Hackers hit CYUSD hit with ransomware
attack as school year starts

[ o

Hundreds of US Schools Hit by Ransomware
in2019

confirmed late on August 1, 2019, that the

Broken Arrow Public Schools (BAPS) has
district becomes victim of ransomware

ransom demands increase as days g0 by

Syracuse schools' hit by ransomware; ‘ attack.
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Given the knowledge that ransomware actors acquire about their targets, it is possible that these actors are aware of critical
election dates and are preparing to time their attacks to coincide with those dates.

In addition to state and local governments’ network weaknesses that match the preferred method of attack for ransomware
actors, a significant number of state and local government employees have leaked credentials available for sale on

underground forums (colloquially known as the dark web).

Between May and July of 2020 Recorded Future noted 45,484 email addresses and passwords of state and local government
employees were available for sale on underground forums. These included employees from all 50 states, and the District of

Columbia. 28,818 of those credentials were leaked in July alone.

Given the prevalence of password reuse in organizations, this means that even fully patched RDP and Citrix servers being
used to administer VRDB may be used by ransomware actors to gain access. Even if those credentials aren’t used to gain
initial access, they may be used to gain administrative privileges once the attackers are inside the network.
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This leads to another point of concern: it may already be too late. Ransomware attacks on state and local governments are
part of a new type of ransomware attack known as Big Game Hunting. From 2013 to 2017, most ransomware attacks were of
the “smash and grab” variety. Similar to “knocking over a liquor store,” the ransomware attacker gains access to the network
and quickly infects whatever system is accessed, irrespective of the value of that system to the organization.

Big Game Hunting ransomware attacks are much slower and more methodical. Once the ransomware group has access they
spend time learning the network, understanding which systems are important, where the backups are stored and which data
to steal. This type of attack can take weeks or months. In the recent ransomware attack against Blackbaud, the attacker gained
initial access February 7th and did not try to deploy the ransomware until May 20th - that is 3 1/2 months. In other words, by

the time this report is released, ransomware actors may already have gained access to voter registration infrastructure and
are plotting when to deploy the ransomware.

Both the EI-ISAC and CISA have unique sets of indicators that could be used by election security staff for threat hunting
missions that could detect an attacker who slipped by the initial defenses. Because Big Game Hunting ransomware attacks
are time consuming and manually intensive for the attacker, there are opportunities to hunt for indicators, such as command
and control IP addresses, use of tools that allow attackers to move around the network and elevate privilege, and, of course,
exfiltrating large amounts of data. This does present an opportunity for network defenders who work for state and local
governments to detect and remove ransomware attackers before data is encrypted.

Because it is possible that ransomware attackers are already residing in election infrastructure networks, CISA and the EI-ISAC
should encourage members to either engage directly in threat hunting activities or instruct their Managed Service Security
Provider (MSSP) to do so, using indicators provided by EI-ISAC or CISA. In this year's Black Hat keynote Chris Krebs, the CISA
Director, stated that CISAis rolling out a pilot Endpoint Detection and Response (EDR) program with 29 states already involved
in the pilot program. The program is expected to begin this summer, which gives the opportunity for the MS-ISAC to conduct

threat hunting missions.

One last point on ransomware attack scenarios. From July 28 to July 30 CISA conducted an exercise across multiple states and
jurisdictions called Tabletop the Vote. The idea is to get relevant stakeholders together to run through scenarios that could impact

the election. The focus of the July exercise was, rightfully, on COVID-19 pandemic response, and how that willimpact the election.

One of the outcomes of these tabletop exercises has been the release of the Elections Cyber Tabletop Exercise Package,
commonly referred to as “tabletop in a box.” The tabletop in a box provides a number of different scenarios that local election
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officials can run through to see how they would respond and ensure that the correct systems and processes are in place to deal
with the emergencies. Two of the three scenarios included in the tabletop in a box involve ransomware attacks. Unfortunately,
both scenarios focus on phishing attacks as the means of delivering the ransomware. While it is good that ransomware is
included as part of these exercises, the tabletop in a box provides a very limited view of ransomware attack vectors.
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That being said, these tabletop exercises are incredibly valuable and should be used by state and local governments to
understand the real threats posed by ransomware attacks and plan accordingly. As a number of election administrators
mentioned in discussions with Recorded Future, the important thing is to capture your decisions before there is an attack,
this way there is a record of security precautions taken which helps to reassure constituents that the vote is verified and
non-corrupted.

Conclusion

Ransomware attacks against VRDBs are a real threat and it is likely that there will be both nation state and cybercriminals
targeting election infrastructure this election season. In fact, the targeting has most likely started. There was already a shortfall
in election security funding that has been exacerbated by the COVID-19 pandemic and staff furloughs.

In addition to budget shortfalls, the training that election officials receive appears to be inadequate and missing a number of
important ransomware attack scenarios that should be considered in allocating defenses against ransomware attacks.

And, ransomware is just one of many threats faced by election officials during the 2020 election. The combination of the
pandemic, challenges with the Post Office, and nation state and cybercriminal groups targeting election infrastructure is an
overwhelming security challenge. The ransomware threat is only a small piece of the threat landscape, but it is animportant one.

Public perception is an important part of validating the results of the election and a well-timed ransomware attack, even if it
is not fully successful, could bring the outcome of the election into question. Ransomware is not the only way to create this
doubt, Recorded Future will be looking at other threats that could undermine the threat of the election in future research.

Both CISA and the EI-ISAC offer a number of freely available services to state and local governments to help them prepare for
and stop ransomware attacks. The question is, how well are states taking advantage of those services?

The possible bit of good news is that many of these same fears existed around the 2018 election, but no ransomware attacks
against election infrastructure occurred, at least none that were publicly reported. However, being lucky in one election does
not mean that we will be lucky in this election.

Editors Note: This is the first of a three-part series covering parts of the election infrastructure that could be vulnerable to ransomware attacks. Parts 2 and 3 will be available in the
coming weeks.
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Recorded Future delivers security intelligence to amplify the effectiveness of security and IT teams by informing decisions in real time
with contextual, actionable intelligence. By analyzing data from open, dark, and proprietary sources, Recorded Future offers a singular,
www.recordedfuture.com integration-ready view of threat information, risks to digital brand, vulnerabilities, third-party risk, geopolitical risk, and more.
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