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RedDelta PlugX

Config block decoding function:
R

RC4 encrypted C2

communications DLL side loaded

Mustang Panda
PlugX

Uses
RtiCompress/LZNT1
compression

Delivered using ZIP files
containing legitimate
executables masquerading
as lure documents to
side-load a first stage DLL
loader

Uses stack strings
for obfuscation Config block decoding

function: "XXOOXXXX"
config block uses

rolling XOR w/key
"123456789"

XOR encrypted C2
communications

Typically delivered using
Windows Shortcut (LNK)
files containing an
embedded HTA (HTML
Application) file with a
VBScript or PowerShell
script
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https://www.bbc.co.uk/news/world-asia-china-53230391
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ASN A5396105 VERY MALICIOUS

ORG EN-15 RISK SCORE

GEO Canada

4 of 51 Risk Rules Triggered
Show all events or cyber events
TRIGGERED RISK RULES Learn More @

Current C&C Server » 2 sightings on 1 source
Recorded Future Command & Control List. Command & Contrel host identified on May 6, 2020.

Recently Active C&C Server + 1 sighting on 1 source

Recorded Future Network Traffic Analysis. Identified as C&C server for 1 malware family: Plug-x. Communication
observed on TCP:80. Last observed on Jun 22, 2020.

= Security Control Feeds: Command and Contrel « Learn More
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SECRETARIAT OF STATE

FIRET SECTION - GEMERAAL AFFAIRS

From the Vatican, 14 May 2020

No. 491.189

Reverend Monsignor,

In reply to your Report No. 818/20 of 27 March 2020, I would ask you
kindly to transmit the following message to the appropriate ecclesiastical
authorities:

The Holy Father was saddened to learn of the death of Bishop
Joseph Ma Zhongmu, and he sends heartfelt condolences to the
clergy, religious and lay faithful of the Diocese of
Yinchuam/Ningxia.  Recalling with gratitude Bishop Ma
Zhongmu's years of priestly and episcopal ministry, especially
his pastoral care for the ethnic Mongolian faithful, His Holiness
commends his soul to our heavenly Father s merciful love. To all
who mourn the late Bishop's passing, Pope Francis cordially
imparts his Apostolic Blessing as a pledge of consolation and
strength in the Risen Lord,

Cardinal Pietro Parolin
Secretary of State

With gratitude for your valued assistance, I remain

Yours sincerely in Christ,

AN

¥ Edgar Pefia Parra

Substitute

Monsignor Javier Corona Herrera

Study Mission

HONG KONG
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https://warontherocks.com/2016/07/managing-the-power-within-chinas-state-security-commission/
https://www.recordedfuture.com/redalpha-cyber-campaigns/
https://www.recordedfuture.com/chinese-cyberespionage-operations/
https://www.recordedfuture.com/scanbox-framework-campaign/
https://www.justice.gov/opa/press-release/file/1295981/download
https://time.com/5407912/china-vatican/
https://www.scmp.com/news/china/diplomacy-defence/article/2114277/vatican-insists-it-will-continue-recognise-taiwan
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https://www.worldwatchmonitor.org/coe/china-vatican-deal-an-incredible-betrayal-says-cardinal/
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https://www.zdnet.com/article/chinese-state-hackers-target-hong-kong-catholic-church/
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May 23, 2020
Union of Catholic Asian News.

China aims to introduce a national security law for Hong Keng in & move that has drawn
immediate epposition from the United States, Taiwan and pro-democracy activists.

The move is in response to sometimaes viclent protests that began last June as the
territory faced its biggest unrest since it returned to Chinese rule in 1997,

State-run naws agency Xinhua said the Chinese parliament will discuss the contreversial
new law at the meating of the Mational People’s Congress that was opening on May 22

A preparatory meeting for the session adopled an agenda that included an itermn to review
a bill “on establishing and improving the legal system and enforcement mechanisms for
the Hong Kong Special Administrative Region to safeguard national security.”

The laws would ban secession, {oreign interferance, “terrerism”® and all seditious activiies
aimed at toppling the central govemment and any external interference in the former
British colony. the Scuth China Morming Post reported.

U.5> President Donald Trump was quick to respond, wamning that Washinglon would
react “very strongly” against any attempt by Bedjing te tighten ils contral over Hong Keng A
high degree of autonomy and respect for human rights were key to preserving the
territory's special status, US Depanment of Stale spokesperson Morgan Ortagus said

“Any effort to impose national security legislation that does not reflect the will of the people
of Hong Kong would be highly destabilizing and would be met with strong condemnation
fram the United States and the mtemational community,” Onagus said

Hong Kong is supposed to enjoy rghts and freedoms until 2047 under the “ene country,
two systems” framework agreed when the territory was returned to Beijing.

Taiwan's Mainland Affairs Council aid in & statement that the Chinese Communist Party
had wrongly blamed external influences and Hong Kong independence "separabisis” for
the instability in the territory. It urged China not o lead Hong Kong into “bigger turmoil *

The protests that began in Heng Kong almost & year age wefe over a now withdrawn
extradition bill that would have allowed suspects to be sent lo mainland China for trial The
prme»sta evolved into a broader call for uemnaacy as clashes with p(*DE became
increasingly vielent, leading to a siege a1 Hong Keng Palytechnic L by in N b

The "one country, two systems™ model was designed to ensure Hong Kong maintained
some autonuny. Inﬂlﬂll’lﬂ an nuepenﬂem JLIGD&IT and more cvil liberties than on the

QUM, IL VATICANO DELL'TSLAM
Di Frango Omento

Il miglior modo per capire cos'¢ lo Seiisma, le credenze, le pratiche, le devozioni e
lo spirito che anima i seguaci di questo ramo dell'lslam & senz'altro fare una visita alla
cittd di Qum.

Situata a 145 chilometri a Sud di Teheran, in un deserto dalla cui terra rossiccia
affiorano enormi chiazze bianche di salsedine, vicino ad un lago di sale, dd
l'impressione della desolazione ¢ dell'aniditd pid assoluta. Perd, enirando in ciftd, non
si nota molta differenza con qualsiasi altra cittd iraniana: bellissimi nuovi edifici in
mattoni gialli disposti in disegni fantasiosi, fontanelle, aivole di fiori e maestosi viali
alberati. La differenza & nell'incalcolabile numero di religiosi che camminano per le
strade, vestiti di un abd marrone o nero (una specie di ampio mantello con maniche) ¢
con un turbante nero o bianco, a da che uno sia discendente del Profeta o meno.

La cittd ha piti di un milione di abitanti ¢ una settantina di scuole teologiche:
praticamente essa & un immenso seminario, con un centinaio di centri di ricerca nei
campi pid svariati: filosofia, esegesi coranica, twologia, morale, diritto apologetica,
economia, sociologia ... E ancora: oltre cento case editrici che, pubblicano centinaia
di volumi l'anno ¢ circa 70 riviste in persiano e in inglese; centri multimediali e di
informatica, per 'informatizzazione delle monumentali opere di jslamistica, contenute
in migliaia di volumi; oltre 30 grandi biblioteche, autentici santuari del sapere.
All'emrata di gueste biblioteche, bisogna togliersi le scarpe, perché il pavimento &
ricoperto con moguette o tappeti, 11 silenzio & assoluto, Tra le interminabili corsie di
scaffali potresie essere colpiti da un librone manoscritto posato su un leggio: contiene
tutti gli arrangiamenti quadrlitteri delle 28 lettere dell'alfabeto arabo, disposti in
colonne. Siccome si ritiene che il nome di Dio sia un tetragramma (cfr. in greco,
latino, arabo, ebraico), tra le oltre G00.000 combinazioni vi sark anche il sommo e
bellissimo Nome di Dio, occulte, ma ricco di potenza ¢ benedizione. Solo poche
famiglic possono vantare di pessedere un manoscritio simile a quello

Tra le numerose biblioteche, la pitt prestigiosa & la Biblioteca Majafi con piti di
S00.000 volumi e oltre 26.000 antichissimi manoscrit, acquistati ad uno ad uno dal
fondatore della biblioteca in questiome: l'ayatollah Npjafi. Nato da famiglia
poverissima, al fine di procurarsi il denaro per comperane i Mmanoscritti, praticava il
digiuno  "wvicarie”, E cioé¢, quando un musulmane non esserva il digiuno
del Ramadhan, o per impossibilita fisica, o per dimenticanza o noncuranza dei propri
doveri religiosi, volendo riparare alla mancanza commessa, paga una persona che
faceia il digiune al proprio posto. Lo stesso avviene se uno muore con dei digiuni
omessi nel corso della vita: i parenti incaricheranno qualche persona pia di scontare il
peccato del congiunto, pagando una somma congrua. Layatell3h Najafi passo tutta la
sua lunga esistenza a studiare ¢ a digiunare, per rendere un servizio al sapere religioso
¢ profano. Non per niente, all'entrata della biblioteca si trova la sua tomba, oggeto di
venerazione da parte di chi consulta la biblioteca.

Veniamo agli studenti: sono tutti gwlld (ministri del culto), Potrebbero essere
paragonali ai seminansii di un nostro seminario maggiore con la differenza che non
hanno la preoccupazione di finire il corso di studi che si sono prefissi; infatti lo
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https://cruxnow.com/vatican/2020/06/vatican-agreement-with-china-likely-to-be-renewed-archbishop-says/
https://webcache.googleusercontent.com/search?q=cache:8UDJsKVQyxYJ:https://www.ucanews.com/news/alarm-over-chinas-plan-for-hong-kong-security-law/88118+&cd=1&hl=en&ct=clnk&gl=uk
https://www.ft.com/content/360bc752-f6ea-11e9-a79c-bc9acae3b654
https://www.catholicnewsagency.com/news/the-vatican-lost-everything-got-nothing-an-interview-with-cardinal-zen-80278
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85.209.43[.]21,

103.85.24[.]136,
103.85.24[.]149,
103.85.24[.]190,

The Vatican/Holy See Religious The Vatican May 21-July 21, 2020 154.213.21[.170,
154.213.21[.173,
154.213.21[.]207,
167.88.180[.15,
167.88.180[.132,

LA 103.85.24[.1136,

Catholic Diocese of .

Religious Hong Kong May 12-July 21, 2020 167.88.1801[.15,

Hong Kong
167.88.180[.132,

Pontifical Institute for

Foreign Missions (PIME),  Religious Italy June 2-26 2020 85.209.43[.]21,

Milan

Sardar Vallabhbhai Patel . February 16-June 25, 103.85.24[.1136,

. X Law Enforcement India

National Police Academy 2020 167.88.180[.15,

Ministry of Home

Affai K teri

airs ( emejn erian . Government Indonesia May 21-July 21, 2020 85.209.43[.]21,

Dalam Negeri Republik

Indonesia)

Airports Authority of .

India Government India June 18-July 21, 2020 154.213.21[.]207,
85.209.43[.121,

Other Unidentified Myanmar, Hong Kong, 103.85.24[.]136,

N/A J & ey May~July 2020 1

Victims

Ethiopia, Australia

167.88.180[.15,
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https://usa.kaspersky.com/about/press-releases/2019_sophisticated-apts-diversify-toolsets-in-q3-2019
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cabsecnow[.]Jcom2 AL d2[1 68 102 FE = cabsecnow[.]JcomO| M2

2 IP21 103.85.24[.]1362 2 AALQUCE C2 IP7} YOO EE Fol= oY A2{2 Ul
Al

A3 232 ASEACt matM B2 =X Helo| WM E Jtsdol s=3iot

=o}
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cabsecnow[.]Jcom ZM Q2 Mustang PandaZt Ab88F cab-sec[.]Jcom =M
2t HE & (naming convention) Ol FAFSIEE. WHOIS EIOIEHOIAM O & =0 2l0]
Ql

re

SUs SEXO 2s 2019 98 179 GoDaddys S ¥ = 7422 S5EHUS
O] &It E5X ZAH2 'Ma Ge Bei Luo Xiang Gang Jiu Dian’ 0| ATt
of &x =2 & giel =zmes SSIMEC, 1 F 577t Anomaligt

Dell SecureWorks7h Btoth Mustang Panda2l A0 324
ALt ‘Ma Ge Bei Luo Xiang Gang Jiu Dian’ 2 &30 &
g ooz ol

Zmelof 2+ o
OE3EZE &

‘23
S5
o

7t 2 o] SHAHE ZMQl SEAE M=Xs & - gt

Domain ‘ Registration Timestamps

sbicabsec[.]Jcom November 26, 2019 10:31:18Z

systeminfor[.Jcom November 19, 2019 07:06:03Z

cabsecnow[.]Jcom September 17, 2019 02:37:37Z
September 17, 2019 02:37:34Z
October 22, 2018 01:09:46Z*
October 22, 2018 01:09:45Z*
October 22, 2018 01:09:46Z*

October 17, 2018 06:51:02Z*

cab-sec[.]Jcom

forexdualsystem[.Jcom

lionforcesystems[.Jcom

apple-net[.]Jcom

wbemsystem[.Jcom

o

FAF ZFZH0| “Ma Ge Bei Luo Xiang Gang Jiu Dian” 2& £/0] & E0o1S (*EHAj= A

T2 PlugX C29l 85.209.43[.]21 QA SYs B} =&

=3 LHE 2| o8y A E
S} SNHE U= UEFCHE 1 AX).

ol 1P 20194 1185 E 247 Mustang
Panda®l Plugx C22 22 %l ipsoftwarelabs[.]Jcom& S A3

HIE|ZHaL JHSE0tAIbr A StE Jdet Id
systeminfor[.Jcom& 20209 6&FE 167.88.180[.]3201M
2020 222 H lameers[.]Jcomkz EAEHM =0, O] =M ==22 At 340
AMEE £ CHE Plugx C20[C}

167.88.177.224  167.86.180.196  167.88.180.216

| KK’7 = 1 | !
® b®,m ® @ ®

mmfhlele.com

85.20043.21
167.88.180.11 1542132173 15421321207 1542132127 1542132170

& @ ®

forexdualsystem com n:n«

rehost.com wehosts.com  web.miscrosal ft.com b jsquerys.net

\\//

psoftwarelabs.com

CONTEXT Show all entities in Table| v

Malware Category Hash 6 of 30 Risk  IP Address Risk
Remote Access Trojan 1 0617cad9e5d559356c43d... 1 68  85.209.43.21 55 001
Show in Table|v 0d3fbc842a430f5367d480... 1 @72  116.93.154.250 1 15

Show in Table|w
2433a0a2b1bfcbdccdcats... 26
2ea9ccf653f63bcc3549a31... 1 @67
357943c55¢7d6580dd7b9... 1 « 25
Show in Table|v

1

1
1a2f1c97a5883e8bbdedcd... 1 @68

1

1

Threat Actor Risk  Domain 6 of 8 Risk  Malware Risk
Mustang Panda 1 apple-net.com 1 5 PlugX Remote Access Trojan 1
Show in Table|v forexdualsystem.com 1 5 Show in Table |v
lionforcesystems.com 1 5
strust.club 1 10
svchosts.com 1 10
svrhosts.com 1 5

Show in Table|w

18 6: ipsoftwarelabs[.JcomOfl Cf & Recorded Future Intelligence Card™ ZIE/AE IS

Cobalt Strike/Poison vy 22| AH

Associated Domain ‘ C2 IP Address ‘ Malware Variant

web.miscrosaft[.Jcom 154.213.21[.]207 Poison vy

lib.jsquerys[.]net 154.213.21[.]70 Cobalt Strike

lib.hostareas[.]Jcom 154.213.21[.]173 Unknown

# 3: Cobalt Strike/Poison lvy 2 A& =0l
F H 22 A8 = Cobalt Strike/Poison lvy @901 C2 21 Z 20| Tt Poison Ivy M2
(SHA256:9bac74c592a36ee249d6e0b086bfab395a37537ec87¢2095f999c00b94
6ae81d)2 HIE|Zt SAERL ST C2 7t2] 40| MZ22 &QlE X & 22l 2020

H 68 Eof olEzlotolM JZIH ol MEAO Setrtct ol c2e AFHE
Microsoft =Ml web.miscrosaft[.Jcomzt S{st=F FHE0] UAUCH &L
Poison vy C22t HH HIE[ZF SAE ol SSA 72t2] QAR HER A EcfHO|
Insikt Group =44 7tS0 2fsf 2HE =Y Cf.
S 24-bit CIDR Hel Lol U= CHE F IP F4Q 154.213.21[.]73%2F
154.213.21[.170 S Al O] Al7|0l S L5t HIE|ZF QI Z 2ot SAISH Z40] =l = ALt
Cobalt Strike ME (SHA256:

7824eb5f173c43574593bd3afab41a60e0e2ffae80201a9b884721b451e6d935) 2
Poison vy 4 Z2t 22 Mol O|E2(0f IP F20M B0 HE[ATHL M0 2F

= oY FEHE YEEE[QUCH C20l= HAl 154.213.21[.]170 IP7t A = QUL
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Wb oSSR |

SE=2 =mee o Aok 2le olzfst E4g Afé%ﬁfoii svrhosts[.Jcom,
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svchosts[.Jcom2 2019 22 3Y hostareas[.]Jcom o SA|0| GoDaddys Sl &
EEPd=S
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0|1 RedDelta Z4H| Q2 ¥tA EILE Mustang Panda & Atolol& 32 &
o QzZgt FHoM ZSHOl A24t AEE TTP(tactics, techniques, and

procedures)0il 2k7to| £ 0 Mustang Panda& PlugX®t Cobalt
Strike Beacon HO|ZE& MX|5t7| 2|all VBScript (= PowerShell 232 E 2 2H|
ClE HTA(HTML Of Z2[A|0| M) mpo| Zg & LNK(Windows Shortcut) ItY & ALE
Mk d2fLt o] ZHQI0M RedDeltas E#IAQl A3 md=z FE 0|7 M7t X
e zIp I g AR CH 14 B E Mustang Panda 283t FE XA CHE FHO|
HEZ O|Zi0|Ct, O] S A el ARl mU2 ERZIOIA 0|7 M It EAIEZ] Mol DLL AtO]
E2Y(Sideloading)g Sl zIP oY otof]l o= 244 DLLE E2Yst= o AMSECH
T I DLL MOI=2E S A3 2Lt RedDelta ZH QIOIAM AFEE

Lol c2 Z2EZ0 74 QIAHO0AM J|&E PlugX HEL 2%
0|ZHE ‘RedDelta HHEA|
o|0] = ofLfct.
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PlugX 81&
Aol

2 55l M=

Aol 7t At

HEES AZBits

Plugx’ ®&olgt fFECt
Bk A H

RedDeltaZt Of
0| RedDelta®! 7t&toll o|2{E 0|52 2 ULt

Ctot O]l HES A

0o =

| CUsers\ A AppDatalLocal Tempink oxe T

CUsers s AppDatalL ocaTempihex il T

(AUTOSTART!)

12 7. RedDelta PlugX<s| Z#of 48 Ctojoj 12

RedDelta PlugX: ‘&3 EQoHH’

‘About China’ s plan for Hong Kong security law.zip’ 2t= & #HM M Z
(SHA256:86590f80b4e1608d0367a7943468304f7eb665c9195¢24996281b1a958
bc1512)2 7HE 2 OtAIQHR AN S 2M 2 QZE 0|7 2 RedDelta PlugX & H¢l0f

a[7|

£ ZE S Insikt Group2 sHE Y HZE 2™ s mstxl= 2L, of Zip ot
20| Amojuy olid S Sl MEEUS A2=E FHEot ziP ot ool = ChE
Z2 F 74l mol So{ULE,

CYBER THREAT ANALYSIS | CHINA

File Name About China’s plan for Hong Kong security law.exe

SHA256 Hash 6c959cfb001fbb900958441dfd8b262fb33e052342

948bab338775d3e83ef7f7 Hash

File Name wwlib.dll

SHA256 Hash f6e5a3a32fb3aaf3f2c56ee482998b09a6ced0ab0

c38088e7153f3ca247ab1cc Hash

=% F
to &

‘About China’ s plan for Hong Kong security law.exe’ & AO|EZH 0| #
2k5t Microsoft Word &2 F&& el windows LoaderO|Ct. O] IS M3#tH oby

DLLY! ‘wwlib.dIl’ O] AfO|EEREEIC},

Wwlib.dll DLLE MO[EZEStA Hk.datE HH2EE
3l

oy —

Wwlib.dlI2 http://167.88.180[.]198/hk.datollA XOR @I ZEE Windows &
fY hk.datE CI22 =35t 25 ddste 24 2 A E Al&tettt, O of
|= wwlib.dIlO]  ‘About China’ s plan for Hong Kong security law.docx” 2t
ord @M E 2lAaA MANM FESHH AEX0A FaA 2l Microsoft Word &A1
2l AME 2O0[A FHot.

rr oo o2
s =28

N
-~

Ci\ProgramData\AAM Updatesliwihex dil

FILE:c:\programdatalaam updatesiiwlaam updates.exe 275

2HA: Hk.exe/AAM Updates.exe DLLE AO|EE2E35IH
PlugX & MdA|

‘hk.dat’” 7t 2= A#EH CA\%APPDATA%/local/temp
So Z2 M 7Hel mdo] 44 E

» Hk.exe (SHA256: 0459e62c5444896d5be404c559c834bad55fa5cae1689c¢
70fc8c61bc15468681) - DLL A0 =2 Fof F 2Feh HAA Q2 Adobe &3 Y

clE E2fof of
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o Hex.dll (SHA256: bc6c2fda18f8ee36930b469f6500e28096eb6795e5fd17¢
44273c67bc9fababd) - hk.exelll 2l AHO|EZ2EE= 2+ DLL ot
adobeupdate.dat C|2E %Y 2=

« Adobeupdate.dat (SHA256: 01c1fd0e5b8b7bbed62bc8abf7c9ceff1725d4ff
6ee86fa813bf6e70b079812f) - RedDelta PlugX & 20
2|1 ‘hk.exe’ 7 A#EMA  ‘C:\ProgramData\ AAM Updatesliw’

‘AAM  Updates.exe’ 2t= M2 0§22 XJ| XA
‘adobeupdate.dat’ ‘hex.dll”  IHY =AtE

Updates.exe’ 7 A EHAM AdHIE '

RS = ‘hex.dIl’ 2

adobeupdate.datO| £ EX 22

oF DLL AO|E2E AME aln}

Panda Plugx AtS &A1)

o=

SAbE
=

‘hex.dIl’ &
‘adobeupdate.dat’
ol =2|of A RedDelta PlugX #
7% Adobe ¥ md ME2

o

RedDelta PlugX: ‘Qum, the Vatican of Islam’ 0]7/
A3t 0 20l
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£ Windows & #

= B Plugx A
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te qum.datg 2 2Ct. 0]
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o?l
E_l
o
=)
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AL
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= 0
n A
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EfZI9 BIE[Zt O] 7]

LHES ARSI Ano{my o

HEE[ZF 2AMO[Ct, ZIP mo=

‘DOC-2020-05-15T092742.4417.exe’ 2 0|S0| # H4&H 2l Adobe Reader
AMOIEREE Edff

A3 mU AcroRd32.exeZt E0{QUCt O IOl DLL
MZ2 nhtp://167.88.180[.]1198/
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mele Zolste O AFRE=CH o MES
20| L2 A SYTHC28 MES

0Fx| 2} Plugx M &
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acrord32.dll
dis.datoll A dis.dat HL S =
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E

RedDelta PlugX: A ZZA

Insikt Group2 7S &l 0tA| bR AR 8 0|77 2F Qum, the Vatican of Islam 0] 7| 2}
ZHE DAT mHUof cist 4MeH 248 ATt ME =M 23} ot 5Ol L2 URLE
OlM 5 7HSl DAT mo| th2 2 =& Z0| =l Ut

File Name ‘ Download Location ‘ SHA256 Hash

2fb4al7ecedb6ladela2b63bb8db1
hk.dat http://167.88.180[.1198/hk.dat | 9947636c6ae39c4c674fb4b7d4f9
0275d20
476f80521bf6789d02f475f67e0f4
http://103.85.24[.]1190/qum.
qum.dat dat ede830c4a700c3f7f64d99e8118
35a39e
o] 12 Wwlib.dll DLLS AFO|EZESHT Hk.datS CHR2ZEEst A3 oM M
HE HieE Zo| Z+zto] A0 AAEAUH mA 0] EME €W £F o (hk.dat £
qum.dat)0| CtR22EE1 H#ECt F oY 2T RtICompress/LZNT1Z 2FE 11
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OO|E| ol QIX|IEHCH d2{L} x7| CHA| me
ofLlch Plugx ZHe 74 EE=g
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00331100 push ebp
86331181 mov ebp, esp
©e3311e3 sub esp, 1eh
00331106 mov [ebp+ProcNamg], 43h ; ‘C'
©e3311eA mov [ebp+var_F], |72h ; ‘r"
©033118E mov [ebp+var_E], |65h ; ‘e"
00331112 mov [ebp+var_D], |61h ; ‘a“®
20331116 mov [ebp+var_C], |74h ; 't°
©e33111A mov [ebp+var_B], |65h ; ‘e’
©033111E mov [ebp+var_A], |4Ph ; "M"
00331122 mov [ebp+var_9], |75h ; ‘u®
00331126 mov [ebp+var_8], |74h ; “t°
©033112A mov [ebp+var_7], |65h ; ‘e°
©033112E mov [ebp+var_6], |78h ; "x°
00331132 mov [ebp+var_5], |57h ; ‘W®
00331136 mov [ebp+var_4], |@
©e33113A cmp dword_34F7F8, @
00331141 jnz short loc_331158
L
il s = H
00331143 lea eax, [ebp+ProcName]
00331146 push eax 5 lpProcName
00331147 call sub_331368
©033114C push eax ; hModule
©033114D call ds:GetProcAddress
20331153 mov dword_34F7F8, eax
vy
ol s =
90331158
00331158 loc_331158:
©0331158 mov ecx, [ebp+arg_ 8]
©033115B push ecx
©033115C mov edx, [ebp+arg_4]
©033115F push edx
2e33116@ mov eax, [ebp+arg_0]
00331163 push eax
20331164 call dword_34F7F8
©033116A mov esp, ebp
©033116C pop ebp
©033116D retn ecCh
©033116D sub_3311€@ endp
©e33116eD

Mustang Panda PlugX Variant

18 8: Anomali/Avira PlugX #& A& 2XtZ 781} RedDelta 28 ZAFE 72 H] W

©803D0A28 push ebp
©03DOA29 mov ebp, esp
©@3DBA2B sub esp, 1eh
©@3DBA2E mov [ebp+ProcName]], 43h ; 'C
©03DOA32 mov [ebp+var_F], F2h ; ‘r'
©@3DBA36 mov [ebp+var_E], B5h ; ‘e’
©83DBA3A mov [ebp+var_D], B1h ; 'a’
©03DA3E mov [ebp+var_C], F4h ; *t'
0@3DBA42 mov [ebp+var_B], B5h ; ‘e’
©03DBA4E mov [ebp+var_A], BDh ; 'M°
©03DOA4A mov [ebp+var_9], F5h ; ‘u'
©@3DBA4E mov [ebp+var_g], g o&EE
©03DOA52 mov [ebp+var_7], ; 'e!
©83DeASE mov [ebp+var_6], g
B03DBASA mov [ebp+var_5], A
©@3DBASE mov [ebp+var_4],
003DeA62 cmp dword_3F@BF8,
8@3DBA69 jnz short loc_3D@ABe
FIFIE
©03DBA6B lea eax, [ebp+ProcName]
©083DBAGE push eax ; lpProcName
©803DBA6F call sub_3De888
©803DBA74 push eax 3 hModule
©083DBA75 call ds:GetProcAddress
©03DBA7B mov dword_3F@BF8, eax
il = = J
203DeA88
©03D0A80@ loc_3DRA8e:
©083DeA80 mov ecx, [ebp+arg_8]
©83DeA83 push ecx
003DeA84 mov edx, [ebp+arg_4]
©03DRA8B7 push edx
©03DOAB8 mov eax, [ebp+arg_0]
©03DeA8B push eax
©83DBA8C call dword_3F@BF8
©03DRA92 mov esp, ebp
©03DeA%4 pop ebp
©83DBAS5 retn ech
©03DRA95 sub_3D@A28 endp
©03DBA95

RedDelta PlugX Variant

Jd2{Lt RedDelta PlugX & F#4 &5 (configuration block)0ll= 8 7tX| £&
st xto| ol UCt AviraZb 2108t Mustang Panda #d €5 o324 7ls2 e 4
ol olFY {EE =Qlsty| 2ol EXE  XXXXXXXX & &ZX|g RedDelta HES &
RE ‘####xx## 2 HeCh 0 2ol FHE 2F SYE 2 XOR EZH 1t
7| ‘123456789 £ AtESiCt 74 S5 Cj2Y FE2 ofef O 90iIM Eolg 4 QL
=3
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Jeind . . 003DBCES push ebp
§§§§§§1§ ConfigbecodeMain proc near BGADBCEY) mov cbp,, €5
0033AD10 String= byte ptr —1ah 6@3DBCEB sub esp, 1ch
0833AD10 var, te ptr - 003DBCEE push  728h
0033AD10 var byte ptr QEM 903DBCF3 push  offset unk_3EF3D8
e033AD10 var D= byte ptr -oDh 003DBCF8 push  offset dword_3FSFD8
0633AD10 var_C= byte ptr -Ch @03DBCFD call  sub_3D22A8
0633AD16 var_B= byte ptr -8h 00308002 add esp, ech
0033AD10 var_A= byte ptr -9ah 203DBD@5 mov [ebp+var_10], 23 ; '#'
0633AD10 var_9= byte ptr -9 003DBDOS mov [ebp+var_F], 23h|; '#'
0633AD10 var_8= byte ptr - 603DBDED mov [ebp+var_E], 23h|; '#'
0033AD10 var_7= byte ptr -7 993DBD11 mov [ebp+var D], 23h|; '#'
0833AD16 var_d= dword ptr -4 003DBD15 mov [ebp+var_c], 23h|; '#'
0033AD10 003DBD1S mov [ebp+var_B], 23h|; '#'
0633AD10 push  ebp 9@3DBD1D mov [ebp+var_A], 23h|; '#°
2330011 mov ::F’ by 003DBD21 mov [ebp+var_], 23h|; '#'
ee33a016 push 72‘4’;" 003DBD25 MoV [ebp+var_8], @
00334018 push  offset unk_34£00 zg;gggiz ‘;"5" 8 . i
00334020 push  offset dword_358BCe ea eax, [ebptvar_1e]
©033AD25 call  sub_332880 9@3DBD2E push eax
8@33AD2A add esp, @ch ©@3DBD2F push offset dword_3FS9FD8
8@33AD2D push 003DBD34 call memcmp
@B33AD2F EEE; offset_aXooooomx ;X000 003DBD39 add esp, @ch
0633AD34 pus offset dword_3586C0 003DBD3C test  eax, eax
0033AD39 call  memcmp 003DBD3E jnz short loc_3DBD8E
0033AD3E add esp, ech
[8033AD41 test eax, eax _—
0334043 jnz short loc_33AD8E I
d_3F9E38, 1
e —— ] +var_4], @
t loc_3DBD5C|
dword_358A28, 1 —]
[ebp+var_4], @
short loc_33AD61]
X —
»var_4], 4
33AD61: ~t loc_30BD84|
T [ebpsvar_a], & — |
s OrE doc,3ADS3) = P
v v @3DBD84 093DBD86
P = @30BD84 loc_3DBD84: 093DBD86 loc_3DBDS6:
8Cah| |8@33AD89 0033AD8B 93DBD84 jmp short loc_3DBDCE| @@3DBD86 mov [ebp+var_1C], 31h
0933AD88 loc_33ADES: 0033AD8B loc_33ADSB: 203DBDSA mov [ebpévar 18], 32h |
dx | [ee33aD82 jmp short loc_33ADD3| [0233AD88 mov [ebp+string], 31 '2° 083DBDSE mov [ebptvar_1A], 33h 4
Loy gg:;:gg; nov E:Eﬁ:‘v:: E} o 083DBD92 mov [ebpevar_19], 34h
x 2033ADS7 mov [ebp+var D], 34h 093DBD96 mov Eehptvar_ta], S5h 4
06334D98 mov [ebp+var_c], 35h | !5 [283DEDSA imoy [ebptvar_171, 26h
0833ADSF mov [ebp+var_8], 36h 093DBDIE mov [ebp+var_16], 37h ;
2033ADA3 mov [ebp+var AL, 37h 093DBDA2 mov [ebp+var_15], 38h ;
0@33ADA7 mov [ebp+var_9], 38h 083DBDAE mov [ebp+var_14], 3%h ;)
0033ADAB MoV [ebp+var_8], 39h | 083DBDAA MoV [ebp+var_13], @
@@33ADAF mov [ebp+var_7], @ /0@3DBDAE lea eax, [ebp+var_1C]
0033ADB3 lea edx, [ebp+String] 003DBDB1 push  eax
00334DB6 push  edx 5 1pstring 0030BDB2 call  sub_30D2248
0033ADB7 call  lstrlena ©03DBDB7 push  eax
0033ADBC push  eax 0030BDBE lea ecx, [ebptvar_1C]
0633ADBD lea eax, [ebp#String] @03DBDBB push  ecx
0933ADCE push  eax 003DBDBC push  728h
0033ADCL push  724h 003DBDCL push  offset dword_3F9FDS
0033ADC6 push  offset dword_3588CO 683DBDCS call  ConfigDecodeROR
0033ADCB call  ConfigDecodeXoR 663DBDCE 2dd esp, 16h
e@334DD0 add esp, 16h -
T

Mustang Panda PlugX Variant RedDelta PlugX Variant

I8 9: Anoma///Awfa PlugX 74 EF( XXXXXXXX' demarcator)2f RedDelta 74 55
( ‘#A#A##### demarcator) Hlid

o] &12|E2 Python7 &2 Of2f 18 1001M =tole 4 ot
=b'"

if size > 0:

while i < size:
key® (key® + (((key® >> 3)&OXFFFFFFFF) - 0x11111111)&0xFFFFFFFF)&OXFFFFFFFF

def configDecode(configBlock):
decoded=[]
if configBlock[0:7] != "#####aa#"
key = [0x31,0x32,0x33,0x34,0x35,0x36,0x37,0x38,0x39]
klen = len(key)

keyl + (((keyl >> 5)& FFFFFFF) - 0x222 2 FFFFFFF)& FFFFFFF
key2 < > 444444 - ((key2 << 9)&0OxFFFFFFFF FFFFFFF)&OxFFFFFFFF
key3 33333333 - ((key3 << 7)&OXFFFFFFFF FFFFFFF)&OXFFFFFFFF
new_key = (((key2&0xFF) + (key3&0OxFF) + (keyl&OxFF) key@&OXFF) ) &OXFF)

res = unpack("<B", src[i:i+1])[0] ~ new_key

Qg dst += pack("<B", res)

loop condition = 0 ‘= i+%
for ¢ in configBlock:

current key = key[loop condition % klen]

return dst

A

decoded.append(c
loop condition += 1

current_key) 38 11 MEFQ PlugX 74 B5 |2 HFHLES Python 78, Kyle Creyts

RedDelta HES 74 25 255 MEMO! Plugx 4 S0l Hls) oS BH&sHCH
a8 10: ; 4 22 0ag Yz EY & - .
10 Reabelta PlugX 7& S £ 28 M5l Python 7 S Cf XOR 7%+ ot X8 RedDeltadll Al AFBSHS THash 2malEe 247t

7b 22 el (brut
MEAM 7Y E52 shift left/shift right HE & &k3t o2 7|

X A
Aot gduelEe2 gastEct J8 110M o2 sk Plugx Zae

z 4
mo e mu

Ar8 st g E8
st Python ZE2] O (Takahiro Haruyama®l Plugxoil CHsh (st 13 4 24A
J|Ht2 2 Kyle Creyts7t M) E &olg 4 ot
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https://github.com/kcreyts/plugxdecoder

-I}l-Recorded Future’

C2(Command and Control) ZEEZ

RedDelta PlugX @¥o{ofl AtEE C2 T2 EZ2 Mustang Panda PlugXet Ct2
o & HE 2F PlugXoll eI HTTP POST WAl S AFEEot £38 POST ol E
Eof =X ‘61456" O Z&E0 =0, 0l= PlugX HTTP POSTY & ZallF&= &4
Sk X #0|Ct, 3Lt RedDelta HE0= 12 1201M & 4 AXO0[ Plugxoll M gtx o
2 LtEtLE URI 242 Jupdate?wd=" 7t ZEE0 UX| Qo

POST /update?wd=5ec5a@30 HTTP/1.1]

EgST /11331352 HTTP/1.1
Accept: */*

x-debug: @ jsp-se: @
X-reguest: @ jsp-st: @

iX-content: 61456 jsp-si:

x-storage: 1 Jsp-sn:
User-Agent: Mozilla/4.@ (compatible; MSIE 6.8; Windows NT 5.1;SV1;
Host: 185.239.226.61:965

Content-Length: @ Content-Length: @

Connection: Keep-Alive
Cache-Control: no-cache

Mustang Panda PlugX Variant

8 12: Anomali/Avira PlugX #1&3f RedDelta PlugX #1&2 HTTP POST 2| #A E

Mo g WA o® Cc2 S48 ¢S 3ETt. RedDeltas XOR 212 E EHNOH RC4 &%=
SHE AP EICH RCA LS 3H0IME IHATES] YR 10 HIOEJLStEREE D SR &
4 HIOIEE FHZ YHEC SUE 55358 4 AES 0] HATETHTCP 12! LY
| 0| = (passphrase) 0l M st=E 2 H & 2

o

A ZE 0| =7t HOol=| 1 npx|at

E
4 =4
O{ =Lt PCAPOIA RedDelta C2 48 U2
S

ir EE
°
B
2
u
i
0>
ox
_Oi

C2 2=3t #MA = th2X 2t RedDelta?t Mustang Panda $1&2| C2 E2fEH 2 1
2 140 L2 ZMB LEE QI PlugX ollH EA o= of SE

Encrypted PlugX Header and Data
EMB17513d 9b 09 83 12 63 7b 4629 HEMBGIGENE 6 2e 8c 9e Sc cb 5820 47 3f 7 29 42 08 b5 2b 5e 3916 62
Decrypted PlugX Header

261aff917d 00 10 00 00 14 00 1000 FOGGIOENGE 11 bo 00 de c7 d2 db 32 30 44 9100 cc 6d c6 6d e8 65 0d f2

XOR Kei

Flags
00 10 00 00

SIZE OF COMPRESSED DATA
1400

SIZE OF DECOMPRESSED DATA
1000
Unknown

Data

8 14: PlugX s 2f 6 0/ E

71& PlugX ¥ E0M C2= 74 T 2 =(configuration decode)0il A 2 S5 &

nelEe AgstH (a8 11 #E), TCP ®&2 XM 4 HO|EJt 7|9 PRIt Lt

RedDelta PlugX H& 5 TCP M&2| M 4 HIO|EE 7|9 Y72 ALESHX B RC4
£ C2 ¢z 50| AF8SHe Zi0| Yek™ ol plugx C2 EafE 255t AL &3 ct2Ct

Connection: Keep-Alive
Cache-Control: no-cache

RedDelta PlugX Variant

©03DASES
©03DASES
©0@3DASES
©03DASES
©0@3DASES
©03DASES
©@3DASES
©e3DASES
©03DASES
©e3DASES
©03DASES
©e3DASES
©03DASES
©03DASES
©03DASES
©0@3DASES
©03DASES
©0@3DASES
©03DASES
@@3DASES
©e3DA5SE9
©03DASEB
©e3DASEE
©03DA5F2
2@3DA5SF6
©@3DASFA
@0@3DASFE
ee3bAace2
2e3DAees
203DAERA
20@3DAGOE
ee3bAsl2
203DA616
©e3DAB1A
©03DA61E
ee3DAs22
©03DA626
203DAB2A
2e3DA62D
2e3DAe3e
2e3DA633
2e3DA634
2e3DA637
2@3DA638
©e3DA63B
203DA63C
203DAB3F
©e3DA640
2e3DAB45
203DA6B48
203DAB4A
ee3DAB4AC
2e3DA64D
2e3DA64D

18 13: RedDelta PlugX #&0IAf RC4 7| 5f= 25 & X2 4 HIO|EE 20{F

ool 2E

CYBER THREAT ANALYSIS | CHINA

User-Agent: Mozilla/5.0 (Windows NT 10.0;Win64;x64)ApplelebKit/537.36
Host: www.systeminfor.com

C2_Encrypt_Decrypt proc near

var_18= byte ptr -18h

var_F=
var_E=
var_D=
var_C=
var_B=
var_A=
var_9=
var_8=
var_7=
var_6=
var_2=
arg_e=
arg_4=
arg_8=
arg_C=

push
mov
sub
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
lea
push
mov
push
mov
push
mov
push
call
add
xor
mov
pop
retn

byte ptr
byte ptr
byte ptr
byte ptr
byte ptr
byte ptr
byte ptr
byte ptr
byte ptr
dword ptr
byte ptr
dword ptr
dword ptr
dword ptr
dword ptr

ebp
ebp, esp
esp, 1eh

[ebp+var_
[ebp+var_
[ebp+var_
[ebp+var_|
[ebp+var_
[ebp+var_
[ebp+var_
[ebp+var_
[ebp+var_
[ebp+var_

byte ptr
byte ptr
byte ptr
byte ptr

[ebp+var_

eax, [eb

[ebp+var_

ecx, [eb
ecx
edx, [eb
edx
eax, [eb
eax
ecx, [eb
ecx
RC4Main
esp, 1eh
eax, eax
esp, ebp
ebp

-@Fh
-@Eh
-ebDh
-eCh
-8Bh
-@Ah
-9
-8
-7

-6
-2

8

ech

1eh

14h

10], 21h
F], 6Eh ;
E], 26h ;:
D], 55h ;
C], 2Ah ;
B], 4Fh ;
A], 25h ;
9], 56h ;
8], 62h ;
71, 24h ;
[ebp+var_
[ebp+var_
[ebp+var_
[ebp+var_
2],
p+arg_C]
6], eax
p+var_1e]
p+arg_8]
p+arg_4]
p+arg_e]

C2_Encrypt_Decrypt endp

o |
@
gt
e
B
0"
o
pt
he
ry
T, 64h ;
6+1], 37h
6+2], 61h
6+3], 38h

char *

int

int

int

g
HE
5 tal
; '8

= C2 =3/
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https://github.com/Insikt-Group/Research/blob/master/RedDelta/RedDelta_PlugX_C2_Decrypt.py
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Recorded Future= F7H8 QI MZ H W E 2/&t 244
2 USLE, RedDelta Plugx ® &3t 7| & PlugX 7ol 2250l

7 [

o

| 74 =5

0% T Jmrir

5 . =
ugxX 7l g M2 254 gele AAY-ES FEUX G U ot JlsS
o Ee MAHE 4 At

C2 SdoM FE2X Xt0]

File Name

OneDrive.exe

SHA256 Hash

7824eb5f173c43574593bd3afab41a60e0e2ffae80201a9b884721b451e6d935

Cobalt Strike

OneDrive.exe It 2 Cobalt Strike HO|Z2EE ZYSHCt OneDriveZt A H &M
http://154.213.21[.]27/DotNetLoader40.exed| HZ =0 DotNetLoader40.exe Lt

£ OR2EEstD 1 ool 20 A& ‘RunRemoteCode’ & +E S EBHCH

DotNetLoader40.exe= &I E(sh
A melo|ct, DotNetLoader® HMQl &&= U
‘RunRemoteCode’ OlCt.  HMIE  URL(Ol &S  htp://154.213
beacon.txt)olM ZEI=7} Ch2ZE5| 1, ‘InjectShellCode’ &4+Z2 M&ECH I o

@
o
o
Q
e
o}
o
Ho
Hu
In
_o'ﬂ
2
>
o
_o'ﬂ
rir
1
ro
z
m
—

S0= A2 =Tt base64 HEZEYE D 4= A0 HZ2|of MEED HAHECH

FoE M3

£ Havex Malleable C2 T2 S ALE35t0{ A4 El Cobalt Strike

=h= o
BeaconO|Ct, O] Havex C2 ZE& GitHubol| AIAE[0] U2 FFLE AHEE 4 QlCt,

=2 T
0] 2% ZZAXH= Havex C2 REE Cobalt Strike2t B AME35t QUCH 0]ZE2 C2
URL (http://154.213.21[.170/wp08/wp - includes/dtcla.php)dlM AtEE URIS O

s B20IAE U M FCIY HTML 2HES S3) 2olg 4 9

2 23 1500 L2t
ct.

GET /wp08/wp-includes/dtcla php HTTP/1.1 |— Havex Malleable C2 URI

Referer: http://www.google.com

Accept: text/xml

Host: 154 213.21.70
Connection: Keep-Alive
Cache-Control: no-cache

Accept-Language: en-us,en,g=0.5

Cookie: IVOINBRxD4hpi2AltFjuH3gClehULlelr+nPHuSF6w3CBT7rgyY3D1evANr)Ln5YpRTqZ3PpzZINO4R 105JDNa/BEpGNCEKEWZKbjv
SakEBTd2kOD8VG7HHZQPzcTcFpTJub+wTvadabPtbZRHucxMn5coMkgg/rQ9XB00xAKXI=

User-Agent: Mozilla/5.0 (Windows; U; MSIE 7.0, Windows NT 5.2) Java/1.5.0_08

ml text’html.q=0.9 text/plain;q=0.8 image/png,*/*;q=05

Client Headers

HTTP/1.1 200 OK

Server: Apache/2.2.26 (Unix)
X-Powered-By: PHP/5.3.28
Cache-Control: no-cache
Content-Type: text/html|

Content-Length: 150

Date: Mon, 6 Jul 2020 15:06:26 GMT

Keep-Alive: timeout=3, max=100

—— Server Headers
Server Response Matching

Havex Malleable C2 Profile

Data Raw: 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 3c 6d 65 67 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 43 41 43 48 45 2d 43 4f 4e 54 52 4f 4c 27
20 63 6f 6e 74 65 6e 74 3d 27 4e 41 2d 43 41 43 48 45 27 3e 3c 2768 65 61 64 3e 3¢ 62 6164 79 3e 53 6172 72 79

Data Ascii: <html=<head><mega http-equiv="CACHE-CONTROL' content='"NO-CACHE"-</head=><body: Ty, no data ¢ ing your request
___havexhavex—></body==</html=

18 15: Cobalt Strike Beacon Havex Malleable C2 MZ0l st I EQ T ¢1Z L AMu SE

Poison Ivy

File Name

MpSvc.dll

SHA256 Hash

9bac74c592a36ee249d6e0b086bfab395a37537ec87¢2095f999c00b946ae81d

E0lEl Poison lvy ME2 22 MpSve.dil HY S ME5HH ZEEH Z2 0[§9
Microsoft ~ Windows Defender Ttz  Jh&Eof Uk oAb 2HEH

web.miscrosaft[.]JcomO0| C20i AtEEICt,

-I}l-Recorded Future’
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https://github.com/rsmudge/Malleable-C2-Profiles/blob/master/APT/havex.profile
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https://thediplomat.com/2017/10/chinese-communist-party-vows-to-sinicize-religions-in-china/
https://www.catholicnewsagency.com/news/underground-catholic-bishop-arrested-in-china-62088
https://time.com/5757591/wang-yi-prison-sentence-china-christianity/
https://asia.nikkei.com/Editor-s-Picks/Interview/US-fears-for-Hong-Kong-s-religious-freedom-under-security-law
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REDDELTA
7t 22 2l A5

PLUGX
DLL AIO|EZY
RC4 L33t C2 B2
RTLCOMPRESS/LZNT1 &5
T4 2E0|M ROLLING XOR W/KEY
91234567897 AtE
A8 2xE L3

HEIE| 7: IP =4, =oel,
WHoIS & &

YIE|E| F&: WY HE, MD5, SHAT,
SHA256 3l Al

COBALT STRIKE BEACON
+ MALLEABLE C2 Z2I ALE

POISONIVY

e MICROSOFT WINDOWS DEFENDER O
gz It

22184 I3

A2t PIME(PONTIFICAL INSTITUTE
FOR FOREIGN MISSIONS)
22 d7 M3

HE[E| R8: =3, 7|, 27L,
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HEFAI

Recorded Future 98 &8 18 % HY o 27 <Al

I

Recorded Future2| 77|22l Insikt Group2 &=, 0|2+, Al
O, Sote] 7 At o7 & &It 2 Aot | 2 ItAE(CIS), &=, 0]
=] |

=2
=
B, H2lEel AjolH HEAS HI AHE SMOF YUY YANEY ¥
B N M5 F2 18 ADVERSARY

S8 FHBICH Insikt Group2 a7 & &
_?_

of A= =7t EF, =8 EE 2E 7| 2s o

Insikt Group2l ZAt = ct5a 2ot

e  GEF IIHE YR I Y7 M5, HEYH, HA "HAL
ZSAEE], 7HE 2 X

e Recorded FutureZt met8t RedAlpha, RedBravo, Red INFRASTRUCTURE \/ CAPABILITY

Delta, BlueAlpha & =717 Hf =0l A2 =2 o4& = A &
Eh JIEF Chol A s AT

. Recorded FutureZt O|§& 22l AtOIHHZE X} L AtO|HH
EIEX

o FHAN HYON I XNEH 2 LS AR = o8 AN
(commodity malware)

VICTIM

Insikt Group2 =47t7t & &l &4 ttojot2 = Z2E (Diamond
Model of Intrusion Analysis)OllA X4 374 ZQIE0j| s S st= OO E
S 25t i OB 7t EAF 2o QIR A T8 Z (Security
Intelligence Graph)oilA &7t ol&2] N2 =8 LEHH I MZR2 2™

ghE AT Ee= Aol o588 EXUCt iR ZEsH= IE0|LE &
g EFE 4+ As 2020l E AF R K (threat actor) 2t HAE
4 ULt 0|24 8 3 A Xt (adversary) HIOIH 7L gl dR0= aiiE &S
Huoloz Huct A ZSAHRZ Y &80 ZHE HEo A#Y
of 2t A0z S I8 thsll 7t ga| AFSE AL L2zl 0|5
S AFE ot
o meol CHINA
SiE =Itel 77| Mato] A4SECH BT O M2 A 27 A% oA &
Cho| mbetE|™ M A/ =T ol FIHE Zo|ct

M2 =olE Ato|HHZ| ZEtof tish M= O2(A Lutdl FE 4 @
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£5 A— C2(Command and Control) 2I=2}
X

-I}l-Recorded Future’

Domain IP Address First Seen Last Seen Description
ipsoftwarelabs[.Jcom 85.209.43[.]121 2019-11-08 * PlugX C2
cabsecnow[.]Jcom 167.88.180[.132 2020-07-14 * PlugX C2
cabsecnow[.Jcom 103.85.24[.]136 2020-06-10 2020-07-14 PlugX C2
cabsecnow[.Jcom 167.88.1801[.15 2019-10-26 2020-06-10 PlugX C2
cabsecnow[.Jcom 167.88.177[.1224 2019-09-18 2019-10-19 PlugX C2
lameers[.]Jcom 167.88.180[.]132 2020-02-14 * PlugX C2
lameers[.]Jcom 167.88.180[.]132 2019-11-27 2020-02-13 PlugX C2
systeminfor[.Jcom 103.85.24[.1136 2020-07-15 * PlugX C2
systeminfor[.Jcom 167.88.180[.]132 2020-05-29 2020-07-15 PlugX C2
systeminfor[.Jcom 103.85.24[.]190 2020-05-17 2020-05-29 PlugX C2
N/A 103.85.24[.]149 2020-06-08 2020-06-23 PlugX C2
N/A 167.88.180[.]198 2020-06-15 2020-06-25 PlugX Payload Staging
Server
web.miscrosaft[.]Jcom 154.213.21[.]1207 2020-04-27 * PIVY C2
N/A 154.213.21[.170 2020-06-04 * Cobalt Strike C2
lib.jsquerys[.Inet 154.213.21[.]170 2020-06-04 * Associated with Cobalt
Strike C2
N/A 154.213.21[.]127 2020-06-04 * Cobalt Strike Staging
Server
lib.hostareas[.Jcom 154.213.21[.173 2020-05-13 * Linked through
infrastructure overlap

*EDM Uz AF =mel e

ME 7t of

[pal

45| &

CTA-CN-2020-0728

Recorded Future

www.recordedfuture.com



-I}l-Recorded Future’

CYBER THREAT ANALYSIS | CHINA

PlugX

File Name About China’s plan for Hong Kong security law.zip
MD5 Hash 660d1132888b2a2ff830b695e65452f87

SHA1 Hash 1d3b34¢473231f148eb3066351c92fb3703d26¢c6

SHA256 Hash

86590f80b4e1608d0367a7943468304f7eb665c9195c24996281b1a958bc1512

File Name N. 490.349 N. 491.189.zip
MD5 Hash 2a245c0245809f4a33b5aac894070519
SHA1 Hash €27f2ed5029418c7f786640fb929460b9f931671

SHA256 Hash

fb7e8a99cf8cb30f829db0794042232acfe7324722cbea89ba8b77ce2dcflcaa

File Name QUM, IL VATICANO DELL'ISLAM.rar
MDS5 Hash 2e69b5ed15156e5680334fa88be5d1bd
SHAT Hash c435c75877b39406dbe06e357ef304710d567da9

SHA256 Hash

282eef984c20cc334f926725¢c36ab610b00d05b5990¢7f55¢324791ab156d92

File Name wwlib.dll
MD5 Hash c6206b8eacabc1dc3578cec2b91c949a
SHA1 Hash 93e8445862950ef682c2d22a9de929b72547643a

SHA256 Hash

4cef5835072bb0290a05f9¢c5281d4a614733f480ba7f1904ae91325a10a15a04

File Name wwlib.dll
MD5 Hash 2ec79d0605a4756f4732aba16ef41b22
SHA1 Hash 304e1eb8ab50b5e28cbbdb280d653efac4052e1f

SHA256 Hash

féeba3a32fb3aaf3f2c56ee482998b09a6ced0a60c38088e7153f3ca247ab1cc

File Name acrord32.dll
MD5 Hash 6060f7dc35c4d43728d5¢ca5286327c01
SHA1 Hash 35ff54838ch6db9a1829d110d2a6b47001648f17

SHA256 Hash

8a07c265a20279d4b60da2cc26f2bb041730c90c6d3eca64a8dd9f4a032d85d3

File Name hex.dll
MD5 Hash e57f8364372e3ba866389c2895b42628
SHA1 Hash fb29f04fb4ffb71f623481cffe221407e2256e0a

SHA256 Hash

bc6c2fda18f8ee36930b469f6500e28096eb6795e5fd17c44273c67bc9fababd

File Name adobeupdate.dat
MD5 Hash 2351F62176D4F3A6429D9C2FF7D444E2
SHA1 Hash 1BDBABE56B4659FCA2813A79E972A82A26EF12B1

SHA256 Hash

01C1FDOESB8B7BBED62BC8AGF7COCEFF1725D4FF6EE86FA813BF6E70B079812F

File Name hex.dll
MD5 Hash 9c44ec556d53301d86¢13a884128b8de
SHA1 Hash 7¢683d3c3590chc61b5077bc035f4a36cae097d4

SHA256 Hash

7d85ebd460df8710d0f60278014654009be39945a820755e1fbd59030c14f4c7
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File Name adobeupdate.dat
MD5 Hash 977beb9a5a2bd24bf333397¢33a0ab7e
SHA1 Hash d7e55b655a2290998dbab0f921115edc508e 1bf9

SHA256 Hash

4c8405e1c6531bcb95e863d0165a589ea31f1e623c00bcfd02fbf4f434c2da79

Poison lvy
File Name MpSvc.dil
MD5 Hash b613cc3396ae0e9e5461a910bcac8cas
SHA1 Hash 28746fd20a4032ba5fd3a1a479edc88cd74c3fc9

SHA256 Hash

9bac74c592a36ee249d6e0b086bfab395a37537ec87¢2095f999c00b946ae81d

Cobalt Strike

File Name OneDrive.exe
MD5 Hash 83763fe02f41c1b3ce099f277391732a
SHA1 Hash 3ed2d4e3682d678eab640aadbfc08311¢c6f2081e8

SHA256 Hash

7824eb5f173c43574593bd3afab41a60e0e2ffae80201a9b884721b451e6d935
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£5 B— MITRE ATT & CK 0Hd

- . . Privilege . Credential . Lateral . Command And . .
Initial Access Execution Persistence Escalation Defense Evasion 5 Discovery Movement Collection Contral Exfiltration
_— R N Application Exfiltration Over
Spearphishing | Command-Line BITS Jobs Acce_ssTolfen Acce_ssTolfen Creden_tlal Window PasstheHash | ClipboardData Commonly Used Commandand
Attachment Interface Manipulation Manipulgtion Dumping . Port
Discovery Control Channel
Spearphishi DllSearch | BypassU Fileand | o 1 oteDeskiop| Data from Local | Connecti
pearp ne PowerShell eareh Ypass User BITE lobs Input Capture Directory emote atafrom Loca onnectian
Link Order Hijacking | Account Control R Protocol System Proxy
Discovery
_ . . _ Data from Custom
Walid Accournts Rundli32 ModlfvE_Justlng DLLSE..EMT Bypass User Network SZEMCE Remote File Remaovable Commandand
Senvice Order Hijacking | AccountControl Scanning Copy _
Media Control Protocol
. _ Connection Network Share . .
Scheduled Task | New Service MNew Service Proxy Discovery RemoteSenices| DataStaged Diata Encoding
P Registry Run Parent PID Deobf N &/De Process ‘Windows Admin Data
Scripting Keys [ Startup . code Filesor . Input Capture .
Spoofing N Discovery Shares Obfuscation
Falder Information
. Windows -
Service Process R . . Maninthe Fallback
Execution Scheduled Task Injection DLL Sideloading Query Registry Remote Browser Channels
Management
Signed Bina Indicator Remaote System
£ .r\" ValidAccounts | Scheduled Task | Remowalfrom N ¥ Screen Capture | Multi-hop Proxy
Proxy Execution Discovery
Tools
System Network N
- - _ ) - Multiband
User Execution Web Shell ValidAccounts | Masquerading Con_flguratlon Communication
Discovery
Windows System Network RemoteFile
Management Web Shell Modify Registry Connections Copy
Instrumentation Discovery
Windows Obfuscated Files System Staerar_d
Remote N Owner/User Application
or Information .
Management Discovery Layer Protocol
ParentPID Virualzation/sa Standard
: _ Cryptographic
Spoofing ndbox Evasion
Protocol
Process Standard Nor-
N Application
Hollowing Layer Protocol
Process Uncommonby
Injection Used Port
Rootkit Web3ervice
Rundli32
Scripting
Signed Binary
Proxy Execution
Timestomp
ValidAccourts
Virtualzation/Sa
ndbox Evasion
WebService
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5 C— Python C|2E AFEE

import lzntl

def decompress (filename) :
decompressed=""
with open (filename,”rb”) as f:
decompressed = lzntl.decompress (f.read())
return decompressed

compressed=True
filename="http dll.dat”

if compressed==False:
data=decompress (filename)
else:
with open (filename, “rb”) as dat:
data=dat.read()

key=[]

for d in data:
if d !'=0x00:
key.append (d)
else:
break
klen=len (key)

output = []

loop condition = 0

for ¢ in datalklen+l:]:
current key = key[loop condition%klen]
output.append (c”current key)
loop condition += 1

with open(“http dll.dat.bin”,”wb”) as decoded:
decoded.write (bytearray (output))
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