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This is the fourth year that Recorded Future has asked me to write 
up my predictions for where ransomware is headed in the coming 
year. Trying to predict the future when it comes to these attacks 
is always a challenge. Unfortunately, the one prediction that I am 
confident in is that ransomware attacks will continue to grow as 
cybercriminals get more sophisticated in their methods and expand 
their reach. In fact, two verticals that we are following closely — 
state and local governments, and healthcare — have both seen a 
20% increase in ransomware attacks over this time last year (with 
the caveat that the numbers are small this early in the year).

There were two big ransomware stories in 2019. The first was that 
almost every industry was hit hard. Local governments, healthcare, 
manufacturing, and even finance — there was no industry that was 
safe from increasingly sophisticated ransomware attackers. The 
second big story is that ransomware cybercriminals are threatening 
to release files when victims refuse to pay the ransom, and they’re 
often following through with it. This means that even if organizations 
do everything correctly in their response to a ransomware attack, 
they could still be on the hook to pay the attacker hundreds of 
thousands of dollars or risk their sensitive data being leaked (or 
pay hundreds of thousands of dollars and still have their sensitive 
data leaked).

2020 is going to be a rough year. In my judgment, there are five 
major trends to watch out for in 2020:

1. Courts will play a greater role in driving behavior of 
victims and criminals — As the price of ransom keeps going 
up, there will be more incentive for victims to use the courts 
in novel ways to recover funds or stop ransomware actors 
from publishing information.

2. The “ransomware as a service” market will continue to 
flourish — Ransomware as a service (RaaS) continues to be 
the best way for inexperienced cybercriminals to get started 
in ransomware, and underground forums are flooded with 
ads for different RaaS offerings at all price points.

http://www.recordedfuture.com
http://www.recordedfuture.com
https://www.recordedfuture.com/ransomware-trends-2019/
https://www.recordedfuture.com/state-local-government-ransomware-attacks-2019/
https://www.nytimes.com/2019/06/27/us/lake-city-florida-ransom-cyberattack.html
https://www.infosecurity-magazine.com/news/french-hospital-crippled-by/
https://www.acronis.com/en-us/blog/posts/ransomware-crushes-another-manufacturing-industry-target
https://thenextweb.com/hardfork/2020/01/08/travelex-sodinokibi-ransomware-bitcoin/
https://www.bleepingcomputer.com/news/security/doppelpaymer-ransomware-sells-victims-data-on-darknet-if-not-paid/
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3. There will be a continued separation between the 
ransomware “haves” and “have-nots” — Despite all the 
headlines, pulling off a successful ransomware campaign is 
surprisingly difficult, and only a small proportion of threat 
actors will be successful. Many vendors on the criminal 
underground will scam more inexperienced criminals with 
inferior products.

4. The United States will lose victim market share — While 
the United States accounted for 53% of all attacks between 
Q2 2018 and Q2 2019, and American victims will continue to 
make up the greater part of victims of ransomware attacks in 
2020, ransomware actors are starting to focus their attention 
on other countries.

5. Publication of victim files will become more popular 
— Already, many cybercriminals have either threatened to 
release the files of victims who refuse to pay or have done 
so. On the surface, this makes sense as a tactic: if the victims 
won’t pay the ransom, the attacker may be able to extort 
victims in other ways. But it remains to be seen whether this 
will be a successful extortion strategy for the ransomware 
actors.

Let’s look at each of these trends in greater depth.

1. We Expect the Courts to Play a Greater Role in Driving 
Behavior of Victims and Criminals

As much as we would all like to be able to drag the cybercriminals 
behind ransomware to court, it is doubtful that we will see much of 
that. Victims and their insurance companies, however, are getting 
smarter about ways to use the legal system to fight back. 

When the team behind the MAZE ransomware published stolen data 
from Southwire on a public-facing website, Southwire took them to 
court and got the entire hosting company shut down. Threatening 
to release victim data only works when it is easily reachable. If the 
ransomware actors host stolen data on a public hosting company’s 
servers, it opens up that hosting company to lawsuits. This won’t 
end well for the hosting company, which will have to spend millions 
of dollars to legally defend itself, or for the ransomware actors, who 
will find it more difficult to locate resources to host their stolen 
content.

http://www.recordedfuture.com
https://www.darkreading.com/threat-intelligence/ransomware-victim-southwire-sues-maze-operators/d/d-id/1336719
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Ransomware relies on cryptocurrency, in part, because it is largely 
seen as “untraceable.” Bitcoin, specifically, is most often associated 
with ransomware because it facilitates quick payments, is easily 
exchangeable, and most victims are familiar with it. As the law has 
started catching up to cryptocurrency technology, some of the 
perceived advantages of cryptocurrency are fading. For example, 
a British court ordered the exchange they used to freeze the Bitcoin 
and release the customer (the ransomware actor) information to 
the court.

Because the price of ransom keeps going up, there will be more 
incentive for victims to use the courts in novel ways to recover 
funds or stop ransomware actors from publishing information.

2. The RaaS Market Will Continue to Flourish

Ransomware as a service (RaaS) continues to be the best way 
for inexperienced cybercriminals to get started in ransomware, 
and underground forums are flooded with ads for different RaaS 
offerings. For anywhere from $10 to $3,000, an attacker can get 
started in the ransomware game, as shown in the image below).

A RaaS ad for GandCrab from early 2019.

http://www.recordedfuture.com
http://www.recordedfuture.com
https://www.recordedfuture.com/dark-web-currency/
https://finance.yahoo.com/news/british-court-freezes-860-000-100035639.html
https://finance.yahoo.com/news/british-court-freezes-860-000-100035639.html
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I write this report the same time every year, so at the end of 
January, I always look at how many different ransomware variants 
Recorded Future is monitoring. For January 2020, that number is 
1,886 (though, in reality, there are about 43 variants that account 
for the majority of attacks) — but let’s take a look how the number 
has grown in the following figure:

Recorded Future ransomware coverage by year.

Growth in the number of variants has been fairly steady over the 
years and it will continue to grow in 2020. There is a big demand for 
RaaS offerings in the underground market, and lots of people are 
willing to take the money of inexperienced wannabe hackers that 
don’t know any better. This means we will continue to see plenty of 
offerings of ransomware as a service on the criminal underground 
in 2020.

http://www.recordedfuture.com
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3. Separation of the Ransomware ‘Haves’ and ‘Have-Nots’

Despite all of the headlines, carrying out a successful ransomware 
campaign is surprisingly difficult. It takes planning and operational 
skill, and the attacker has to understand the victim’s network and 
their business. There are some ransomware attackers who are very 
good at this — and they make a lot of money.

Most are not. Just as with other multi-level marketing schemes, 
RaaS leaves a few people with a lot of money, but most don’t make 
any, and sometimes they even lose money. Take the ad in the image 
below for Ranion ransomware:

Ad for Ranion ransomware.

http://www.recordedfuture.com
http://www.recordedfuture.com
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The author behind this ransomware has been running this ad since 
2017. Ranion has never broken the top 10 of any ransomware lists 
and has never been part of a significant breach. The only place 
anyone ever sees the Ranion ransomware is on VirusTotal reports 
because it has been flagged by someone’s antivirus program, or 
because a researcher uploaded a new version. Despite that, people 
keep giving the author money to sign up for his service.

There are many scam artists on these forums looking to take 
advantage of suckers and sell them inferior products. The problem 
is, even bad ransomware actors get lucky sometimes, and this 
has been the case in many of the early attacks against state and 
local governments, where the ransomware attackers were able to 
capitalize on some of the security missteps of the teams responsible 
for protecting the town or city. It’s important to stay vigilant and 
protect against these attacks. 

4. The United States Will Lose Victim Market Share

According to Malwarebytes, the United States accounted for 53% 
of all attacks between Q2 2018 and Q2 2019, with Canada and the 
United Kingdom coming in a distant second and third, respectively. 
While the United States will continue to lead the world in ransomware 
attacks for the foreseeable future, ransomware actors are starting 
to focus their attention on other countries.

The problem is, it’s hard to quantify what that rise looks like. Most 
countries don’t have reporting requirements for ransomware 
attacks, and press coverage of these attacks in most countries is 
sporadic at best. 

Using open source reporting available in the Recorded Future 
platform, I tried to gauge the extent of ransomware attacks in 
Australia, Canada, France, Singapore, Spain, and the United Kingdom 
for 2019 to see what we could learn.

http://www.recordedfuture.com
https://press.malwarebytes.com/2019/08/08/malwarebytes-reports-365-percent-spike-in-business-ransomware-detections/
https://www.cbc.ca/news/technology/more-ransomware-canada-1.5317871
https://www.bloomberg.com/news/articles/2019-07-09/frances-says-ransomware-attacks-on-big-companies-are-on-the-rise
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The number of reported attacks by country.

As with all of our open source reporting on ransomware attacks, the 
real number is undoubtedly significantly higher, as the majority of 
attacks go unreported. The breakdown by sector varied by country, 
though again, this is only a fraction of all ransomware attacks 
in each country, so it might not be representative of the overall 
ransomware attack picture.

The top four sectors hit by ransomware attacks for each country.

If nothing else, this gives us a baseline to work with, as Recorded 
Future continues to track ransomware attacks in these countries to 
understand their growth and hopefully encourage more research 
and analysis.

Australia Canada France Singapore Spain United Kingdom

Utilities Publishing Publishing Hospitality Telecom Finance

Publishing Construction Service Banking Service Healthcare

Finance Banking Pharmaceuticals Publishing Petroleum Pharmaceuticals

Automotive Education Metals/Mining Education Finance Transportation

http://www.recordedfuture.com
http://www.recordedfuture.com
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5. Publishing Victim Files Will Become More Popular

Already, the cybercriminals behind MAZE, REvil, Nemty, and 
DoppelPaymer have either threatened to release the files of victims 
who refuse to pay or have done so. On the surface, this makes 
sense as a tactic: if the victims won’t pay the ransom, the attacker 
may be able to extort victims in other ways. But it remains to be 
seen whether this will be a successful extortion strategy for the 
ransomware actors. There have not been any reports of victims 
who refused to pay the ransom, or stopped the ransomware attack, 
turning around and coughing up money for extortion, and there is a 
good chance there won’t be. This may be because victims don’t want 
to admit to paying an extortion, or it could be because no victim 
has paid the extortion. There is strong distrust that the ransomware 
cybercriminals will actually delete the files after the extortion has 
been paid.

That doesn’t mean that ransomware actors won’t increasingly adopt 
this tactic. Public extortion garners a lot of media attention, which 
is something that many of these cybercriminals crave, at least in 
part to aid in the sales of their RaaS offerings by pointing to all of 
the coverage as a sign of success.

There is more risk for the cybercriminal in releasing the files, 
especially on a publicly accessible site, but at least in the short 
term, the perceived potential for reward will undoubtedly outweigh 
the risk.

This new tactic also highlights why early detection is so important in 
a ransomware attack. It is not enough to look for the ransomware 
itself — security teams have to be watchful for the tools the attackers 
are using to gain entry and explore the network. Alerting on, and 
quickly responding to, detections of Emotet, Trickbot, Mimikatz, or 
PSExec can stop the ransomware attack before the first system is 
encrypted. 

http://www.recordedfuture.com
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Closing Thoughts

At this point, it’s almost cliché to state that ransomware actors 
continue to evolve and improve their tactics, but that hasn’t 
changed. The ransomware defenses of last year are not as effective 
against this year’s attacks. Ransomware actors have gone from 
relying heavily on web exploitation against a wide range of targets 
to a combination of phishing and remote exploitation targeting 
primarily businesses, healthcare, and government agencies.

The cybercriminals behind ransomware are engaging in increasingly 
sophisticated operations against their targets. These attacks 
can sometimes take weeks from the initial exploitation until the 
ransomware is finally deployed. 

If a ransomware attacker is sitting in your network for weeks 
before encrypting the first machine, that gives them ample time 
to exfiltrate gigabytes’ worth of data, as we have repeatedly seen. 
Understanding the vulnerabilities that ransomware attackers are 
exploiting, how they are moving around the network, and the 
infrastructure they are using for command and control allows you 
detect the attack before they can install ransomware and steal your 
data.

Using security intelligence to understand how ransomware attacks 
have evolved and are continuing to evolve can help your organization 
better deploy your defenses to match the current threat — not last 
year’s threat.

http://www.recordedfuture.com
http://www.recordedfuture.com
https://www.recordedfuture.com/security-intelligence/
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About Recorded Future

Recorded Future arms security teams with the only complete security intelligence 
solution powered by patented machine learning to lower risk. Our technology 
automatically collects and analyzes information from an unrivaled breadth of 
sources and provides invaluable context in real time and packaged for human 
analysis or integration with security technologies.

http://www.recordedfuture.com

