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Vulnerability Company Product Associated Malware CVSS Risk Score
Fallout Exploit Kit, Spelevo Exploit Kit,
Flash ThreadKit, GreenFlash Sundown, Lord Exploit
CVE-2018-15982 Riilly Player Kit, GandCrab, Capesand Exploit Kit, Maze 10 99
Ransomware
SLUB, Fallout Exploit Kit, Spelevo Exploit Kit,
KaiXin Exploit Kit, LCG Kit Exploit
Internet Kit, Magnitude Exploit Kit,
CVE-2018-8174 Microsoft E RIG Exploit Kit, Trickbot, 7.6 99
xplorer . S
Underminer Exploit Kit,
Capesand Exploit Kit, Dridex, IcedID,
Buran Ransomware, Gandcrab
Agent Tesla Keylogger, Artemis, Formbook,
Nanocore, PowerShower, Loki, Heur,
e\ v A N E YA Microsoft | Office Chanitor, Trillium Security MultiSploit Tool, 9.3 99
Artemis, Emotet, Silent Doc Exploit, ThreadKit,
VenomKit
Gandcrab, Fallout Exploit Kit, RIG Exploit Kit,
Flash Spelevo, Capesand Exploit Kit, GreenFlash
Sl Adobe Player Exploit Kit, Hermes Ransomware, Sundown 723 99
Exploit Kit, Threadkit Exploit Kit
. Internet S
CVE-2019-0752 Microsoft Explorer SLUB, Capesand Exploit Kit 7.6 99
njRAT, RevengeRAT, Pony, QuasarRAT,
CVE-2017-0199 Microsoft Office REMCOS RAT, SHUTTERSPEED, Silent Doc 9.3 99
Exploit Kit, Threadkit Exploit Kit
; Internet o o
CVE-2015-2419 Microsoft Explorer Capesand Exploit Kit, Sundown Exploit Kit 9.3 99
o\ LD LB Microsoft | WInRAR BalkanRAT 6.8 99
. Internet . o
CVE-2017-8750 Microsoft E ThreadKit Exploit Kit, QuasarRAT 7.6 99
xplorer
CVE-2012-0158 Microsoft | Office Silent Doc Exploit 9.3 99
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ZIE M2 E 7AME 22 4 A ZF Shadow Brokers2t €2 o7
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MEEHAL 2SR = SH = =elstA Z3UCt
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EXPLOIT KIT - MALWARE CATEGORY CONTAINING 185 ENTITIES

Filter Q

Malware 184 Industry Term 1
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- * *
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exBoss ThreadKit
RIG Exploit Kit * ) *_ o ) o o *
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VULNERABILITY IN CVE zZ X

CVE-2018-8174 (Double Kill)

Notes M 6 Analyst Notes
@® 19 Insikt Group Notes
References 10 000+
First Reference Apr 10, 2018 9 9
Latest Reference Jan 13, 2020
Curated * VERY CRITICAL @
RISK SCORE
14 of 22 Risk Rules Triggered
Show all events or cyber events
TRIGGERED RISK RULES Learn More @

Recently Linked to Ransomware - 10 sightings on 3 sources
DigitalMunition, akhozo.blogspot.com, Bleeping Computer. 1 related malware: Maze Ransomware. Most recent link (Jan
4, 2020): https://www.digitalmunition.me/fbi-warns-of-maze-ransomware-focusing-on-u-s-companies/

Recently Linked to Exploit Kit * 56 sightings on 3 sources

DigitalMunition, akhozo.blogspot.com, Bleeping Computer. 2 related malwares: Spelevo, Fallout Exploit Kit. Most recent
link (Jan 8, 2020): https://www.bleepingcomputer.com/news/security/fbi-warns-of-maze-ransomware-focusing-on-us-
companies/#.XhUcxrLpK94.twitter

Exploited in the Wild by Recently Active Malware - 85 sightings on 1 source

Recorded Future Malware Hunting. Activity seen on 12 out of the last 28 days with 207 all-time daily sightings. Exploited
in the wild by 3 malware families: Spelevo, HEUR_HTM]S, CoinMiner. Last observed on Jan 9, 2020. Sample hash: 4769d
01 2b70f0924a6270d8b50b220c1e67de1.

= Security Control Feeds: Exploits in the Wild + Learn More

CVE-2018-81740) CHEt F & 218 2|M A ZLE (Vulnerability Intelligence Card). |/& & “Exploited in
the Wild by Recently Active Malware” 2 &t.
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20199 7% Bo| dAZS2olE FU4H 191= CVE-2018-159820|
Ct. O #A4H=2 20188 ==0= glUCE. Adobe Flash Player # <F
& 274 & otLtQl CVE-2018-15982« use - after -free # 28 0| C},
=, 0[O freeer M22[0 M2 mf L4st= HIO0ITt O] FAUAFH2
AKX bd Flash LEHE S Tloi A A|ABICE ME5H0 2 2
EE dde + U =Lt CVE 2018-15982& 2019 &[4 1074
of &Hd AAZ=EC E (Fallout, Spelevo, GreenFlash,
Sundown, Threadkit, Lord, RIG, UnderMiner, Capesand,
Grandsoft)oll ZE[QACH B ZCE FA= 0o HAES 20193 7HH
HO| AASEOUE HAUH 2= FIMStL} b2 8 ALSECU 7|E
of =Zetxlof 7| =0l o FfE=2 2019¢ 38 21 XSS
Forume| AFE Xt “ExploitCVE” Off ofslf &af = i Ct,

oI

2018d FUH 122l CVE-2018-8174= 20193 &+ #HW = BO|

FoFFo[ULE &2 109Ho 2E 8702 Microsoft #
¥ & StHQl CVE-2018-8174( “Double Kill” )2 Windows
VBScripting 2l &0l £X 5= Microsoft Internet Explorer # 25& 0|
Ch &4 2= A #UEel CVE-2018-8174= RIG Exploit Kit,
Fallout, Spelevo, CapesandOllA A+EE L,
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fle] & CVE 25 201990 BHEOA MZ2 AAZZS 7|EQ
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2019E 0| &&= =2 CVE
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=2 A2 CVE-2019-0752 & StLt #0[CF 2018 2017H A&
FHad 2aM0MM= O ol L2 CVEZE 242F 3704 & =0 JAULCH

20199 4EO| m{XE CVE-2019-0752= Internet Explorer 102
1101 FEES F=  “Scripting Engine Memory Corruption
Vulnerability” O|Ct, O F2%4H 2 Capesand AAZZC! 7|E0 28
El0f Y2, of2follM RiMS| 4 Zojnt. 2ot AFEQRl Simon
ZuckerbraunO| 20199 53 CVE-2019-07520{ CHall = =2 XA
ot 7HE S & (proof of concept)E 3t Exploit.indt XSS &2 &4
et = 2ol Hi 25k Ct
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RCE, Microsoft Internet Explorer 11-10, CVE-2019-0752 x

Posted in Forum
Posts in thread 3
First posting May 25 2019, 09:04
Most recent posting Dec 19 2019, 19:25

\+ Microsoft Windows Server 2012 0 \+ Microsoft Windows Server 2012 0 **W1 ngo** https://www.zerodayinitiative.com/blog/201
9/5/21/rce-without-native-code- exploitation-of-a-write-what-where-in-internet-explorer **exploit.ntml** <! -- Full exploit of ZDI-19-
359/ZDI-CAN-7757/CVE-2019-0752 --> <! -- Target: Internet Explorer, Windows 10 1809 17763.316 (Feb. 2019 patch level) --> <! -- Vul
nerability and original exploit technique by Simon Zuckerbraun (@HexKitchen), Mar. 2019 --> <! -- Tgroupcrew@gmail.com --> <!

Post 1 of 3 by weaver on May 25 2019, 09:04

Translated from Russian:
On 7-ke x64 \ - DoS. And there it seems like powershell should work out?
Show original

Post 2 of 3 by dev007 on Oct 30 2019, 20:08

Where would you put the url to file you want to run on exploit?? Say putty.exe

Post 3 of 3 by BadMonkey on Dec 19 2019, 19:25

O3 8 Fg B2t ZISHCVE-2019-0752 AZ 22l

CVE-2019-0752= A5t HE HR7UE 20 20194 78 |HE =
(watering hole) 240 At E SLUB HHo{ol = 22 E AT SLUB
2 380 M35 HEEA=0, 1 M= £ COhE 20199 100H F g2l
CVE-2018-81748 AASZS3UL. Trend Micro2| St 8# =2 O
AEHEYE SH0 AHEE FAOIETL 56 23 AO|E2t 2 03l

201990l Li=2 e T2 o9 10920 £etE A2 ot &0
X8 209/ #77HA| Ei5 28 CVE-2019-08412F CVE-2019-3396

7t =0 7.

“Sandbox Escaper?” 2t= HUldel AEXIE 5EO|  SIHE
CVE-2019-0841= Microsoft7t Windows AppX Deployment
Service 2% 48 g 9lsl YHS 2o WS PIsts 2He 38
StCh “ByeBear” 2HE 0|9 AAERAUS SAXI FAHE 08
off AmE 2 Mol Aets =S5t efd TES EX[stA HOHE &

o

M EIL IUS WX EE AN E & UK Bt

2Sandbox Escaper= 2018E FE 20199 7kAl 107H& St 8702 Microsoft M ZEH| 0| # of
e SHstHM AFS LACE AFO| JHUXZ 22T 0] A =2 0] HAFHES Microsoft
Off LE|X| 1 Zls =0l HtZ SIHFHCHD SO,
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20199 &2l 2070 FUH & stHel CVE-2019-33962 Atlassian
Confluence Server # 2EO[Ct 2019HF 430 ALO|H HZE[XZ0|
MoneroE A& st= I EEIZ (Cryptojacking) BAHE HX|st=
AALASECNAM Of FAHHS M5 0l E5HARTt. 20198 12&80l= St
sfZ 1&FO0| O #AUHS 0| B3I A|AH Hots E*¥|°f._ Dacls2t=

ME RATS HIEZCH Windows®t Linux E &S &Zot= Dacls
= C2(command and control) 4 Al TLS2F R %iﬂg AtE st
1, AES & =3tE AIESHH RIEE Fd o= Eii Ct. o] FUH
Off CHeh IH X[ 7t LERULCEH

NE AAZEY F|E YL LA FA|

2019 SOM ME2 HASEAU J|EQ T2 AlS Aot ULt
Ol O 2AMOUME =elg 4 A= FAMO[EE 2019H0 L2 &
T AAZSEC FIE= T 4700[Ct 2018 574, 2017H 1078, 2016
H 6271} Aol A

5tH sHoist ZHA =AM|O|CH 2006E 0] S &S

I — _ — = L
AASEAU 7IEE HE2HQ 2 59 0= AtO[H HEX7H EFA
ALE HEE & A HE22M HE MA A 7%’& eI =

CaaS(Crimeware as a Service) & otLtZ2 Z-2tEHQFCt

Exploit Kit ;
Name Technologies Impacted
CapeSand Microsoft's Internet Explorer (CVE-2015-2419 and CVE-2019-0752);
P Adobe Flash Player (CVE-2018-4878 and CVE-2018-15982)
Spelevo Adobe Flash Player (CVE-2018-15928 and CVE-2018-4878);
P Microsoft's Internet Explorer (CVE-2018-8174)
Lord Exploit Kit Adobe Flash Player (CVE-2018-15928)
10KBlaze SAP NetWeaver

20198 NF YAEZ9 JEY JgF e g

20180l HlsH T3 EOM AASZES FIEO Chel AIAZ0] &N EHY
2 A 2 SUH. Pé O._7| l= 42229 7IEQ Falloutzt
RIGOHIM = o] ZAMZt gt Ct. 2019¥ 3Ol I1° L2 ME <
L2 29 7|E Spelevos 7é0ﬂ LR S 2N g g el OFREIER =

CapesandE 20195 o128 x20f &A| H Al 20| Sohact
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Advanced ¥ Alerting Save Export Share Menu

&7

lad % =

Dark Web Discussion of Popular Exploits

Colors
® English
Russian
B Chinese (Simplified)
T o0 Gathelro o o Vo comm ¢ I
N . 8 ' &) ' ' p— N Event Marker Size
IG Exploit kit e 6 O [ ] o [ ) [ ] [ ] ] . ‘%‘. SN ] G @ 1 reference
= 8 references
allout Exploit Kit (0] @ ® ® 0 @
CGKit (o) (]
ireenFlash Sundown O .
irandsoft EK ( J @ o [ ] ‘
InderMiner ] [es]ee;
fagnitude Exploit Kit @) ( (] (]
g 28,080
o® e U o oO e 88 Qe C o o > @
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
2018
Jan 12018 B8 12 months £ Jan 1 2019
20188 T2 FA4H JAZZ3 7| Eof of ot CfF 2 AN Z
|:| Home  Threat Views Q Search Advanced Alerting  Save Export Share Menu :
lad 7 5H = 1D
Dark Web Discussion of Popular Exploit Kits 2019
ralout () CB (OXONO)) () [ ] (] cO 0@
roek CO @ O ® 00 O () (OXC) (@) [ ] [ ] C o0 o ()
soe Qoo &b % e o
Colors ¥ (©%
Spelevo EK . Russian
B English
@ Total references
GreenFlash Sundown EK o calendarEvents
Event Marker Size
Magnitude EK © 1 reference @
6 references @
Capesand EK O
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
2019
Jan12019 8 12 months 3 Jan 12020
<

20194 £ F4H JAZ =23 Z|E0 oot ot E AHAZ
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https://blog.trendmicro.com/trendlabs-security-intelligence/new-exploit-kit-capesand-reuses-old-and-new-public-exploits-and-tools-blockchain-ruse/
https://github.com/kurtcoke/DemonHunter_Exploitkit
https://github.com/albertzsigovits/malware-writeups/tree/master/DarkRATv2
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Darkspider, say thanks for all! x

Posted in Hack Forums Forum
Posts in thread 9
First posting Dec 14 2019, 02:20
Most recent posting Dec 31 2019, 15:56

I'm not interested in causing damage on the internet, as described, DarkRat is a learning base, you exceeded my expectations and u
nfortunately also abused them. Also CapeSand Exploit Kit was never Release for Spreading or something else, it was a lern base bas
es on a other Exploit kit with new Exploits... not more.. CapeSand is not a replacement for the RIG EXPLOIT kit, I'm not adding any n
ew updates and exploits, do not trust some blog posts. since | do not want to support criminals | officially announce the stop of DAR
KRAT and CAPESAND Development, also all my other tools based on it are dead. please contact me on jabber for any kind of refund
from my products. needed: BlockChain Transaction + License key or Contract

Post 1 of 9 by Dark Spider on Dec 14 2019, 02:20
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20199 3Eol= O det2E Z3H XSSOl "ExploitCVE"2t= AME X7t
CVE-2018-202500] Ciet AAE 2SS HOfetCt LIEFGCEH O] 9/
MK CVE-2018-20250 LAZZQ JtA2 A3 €UE 30 &8 &
= Z = WInRAR 5.61 O[5t H{&Ofl CHal 400 Z2{ i Ct.

Mpogaxa Exploits CVE x

Posted in XSS (ex Damagelab) Forum
Posts in thread 19
First posting Mar 21 2019, 02:23
Most recent posting Mar 28 2019, 08:01

1) Win-RAR CVE-2018-20250 Exploit - 300$ Build - 30$ Win-RAR (5.61 n Hmnxe) Detect 0/33 2) . Docx CVE-2018-15982 Exploit builder - 4
00$ Build - 30$ Adobe Flash Player (31.0.0.153 1 Huxe)

Post 1 of 19 by ExploitCVE on Mar 21 2019, 02:23

ExploitCVEZ} 20198 380l £ CVE-2018-202502} CVE-2018- 159820 L gt S AZ 29! EHIf F Al Z.
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스티커 노트
It says "300$ Build -30$ Win-RAR (5.61~)" in the posting image here. However, the report says "According to the threat actor, the price for CVE-2018-20250 was either $30 for a single build or $400 for all Win RAR versions up to 5.61." just above the image. Should we change "$400" to "$300"? 
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https://helpx.adobe.com/security/products/flash-player/apsb18-42.html
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8174
https://helpx.adobe.com/security/products/flash-player/apsa18-01.html
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0752#ID0EGB
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0199
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2015/ms15-065
https://www.tenable.com/blog/winrar-absolute-path-traversal-vulnerability-leads-to-remote-code-execution-cve-2018-20250-0
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-8750
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2012/ms12-027
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