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This report was written in collaboration with independent researchers Rodrigo Bijou 
and Jared Wilson.

This report identifies and connects the original Joker’s Stash marketplace to 
infrastructure used to support their user base. This report will be of greatest interest 
to those tracking the underground economy, enterprises who need to monitor for 
stolen credit card data, and analysts interested in infrastructure pivoting. Sources 
include the Recorded Future® Platform, DomainTools Iris, Shodan, BinaryEdge, Censys, 
SecurityTrails, and FarsightDNS, along with third-party metadata and common OSINT 
techniques.

Executive Summary

The Joker’s Stash marketplace has evolved both its offerings 
and its infrastructure to better support its clientele. The forum 
operators have moved beyond carding to include a variety of 
personally identifiable information (PII) on victims, including 
contact information and Social Security numbers (SSNs). This 
represents an escalation in the type of data that Joker’s Stash 
operators are selling. Additionally, the actors have continued to 
provide dedicated domains and servers for their buyers but have 
moved the infrastructure off of Tor, allowing the infrastructure to 
be enumerated and tracked.

Key Judgments

• Joker’s Stash operators shifted their offerings to include more 
personally identifiable information that is easily accessible 
to users. The volume of this data has grown in recent years. 
This poses an evolving and enduring threat to consumers and 
retailers affected by fraudsters populating the market.

• Recorded Future assesses with high confidence that the 
infrastructure of Joker’s Stash exceeds the main forum 
currently operated by threat actors; over 500 domains and 54 
servers were linked to Joker’s Stash. 

• Recorded Future assesses with high confidence that the 
domains and servers related to Joker’s Stash are spun up and 
used for surges in available data to provide better support to 
clients that buy in bulk.

• Recorded Future assesses with high confidence that Joker’s 
Stash will remain a popular marketplace for threat actors 
to advertise and sell compromised credit cards, as spikes in 
marketplace activities have coincided with major breaches.

http://www.recordedfuture.com
http://www.recordedfuture.com
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Background

Over the past five years, Joker’s Stash has become one of the 
premier underground credit card shops through significant 
releases of stolen credit cards from data breaches at companies 
like Target, Walmart, Saks Fifth Avenue, Lord & Taylor, and British 
Airways. These compromised payment card sales are advertised 
on a number of dark web forums, including Omerta, Club2Crd, 
Verified, and others. On August 22, 2019, the store released the 
first batch of stolen credit card data (dumps) from an alleged point-
of-sale (POS) breach at the gas and convenience chain Hy-Vee. It is 
estimated that Joker’s Stash lists 5.3 million credit card numbers 
related to this breach.

News section as listed on Joker’s Stash, as of September 30, 2019.

While it is mostly known for compromised payment cards, the shop 
has significantly expanded their database of SSNs with attached PII. 
The data includes records for Fortune 500 executives, members 
of the White House Cabinet, and cardholders from at least 35 U.S. 
states. Recorded Future could not verify the authenticity of these 
SSN records, but was able to verify a small number of checked 
instances where the PII was found to be correct. The group has 
been prominently advertising its SSN holdings on Twitter since 
August 2019. 

http://www.recordedfuture.com
https://krebsonsecurity.com/2016/03/carders-park-piles-of-cash-at-jokers-stash/
https://www.zdnet.com/article/data-stolen-from-hy-vee-customers-offered-for-sale-on-jokers-stash-dark-web-trading-post/
http://zdnet.com/article/data-stolen-from-hy-vee-customers-offered-for-sale-on-jokers-stash-dark-web-trading-post/
https://krebsonsecurity.com/2019/08/breach-at-hy-vee-supermarket-chain-tied-to-sale-of-5m-stolen-credit-debit-cards/
https://twitter.com/JOKERSTASH_/status/1166505062153236482
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Results of an SSN search from the Joker’s Stash marketplace.

Analysis of Listings

The Joker’s Stash market is now broken into three main sections: 
dumps, cards, and SSNs. Dumps and cards are both related to 
stolen payment card data; dumps refer to the Track 2 — and in 
some cases, Track 1 — data on the magnetic strip of a payment 
card. Cards include the full data associated with a card-not-present 
transaction, such as the payment card number, expiration date, and 
CVV number, as well as other information typically provided by the 
payment card holder when making an online purchase. The SSN 
section represented a serious update to the marketplace, providing 
a more persistent fraud vector compared to the relatively short 
usefulness of credit card data. Joker’s Stash offers a comprehensive 
amount of personal details at $5 per record, searchable by first and 
last name, and at least one other identifier like “date of birth” or 
“state.” If the record is still available and unpurchased, the website 
will show a “buy” button. Records indicated as “too late to buy” have 
already been purchased by another threat actor, and are likely in 
use.

http://www.recordedfuture.com
http://www.recordedfuture.com
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Social Security number search capability on Joker’s Stash, as of September 30, 2019.

The SSNs are searchable in bulk and can be filtered by location. The 
additional PII, including recent address and ZIP code, may allow for 
specific area targeting by fraudsters, potentially facilitating fraud 
against regional banks, credit unions, or smaller retail chains. The 
ease with which this data is accessed is particularly troubling. This 
is the most prominent market or forum Recorded Future is aware 
of that peddles SSNs in a bulk manner. It is also the first forum that 
allows such robust search capabilities across their data sets.

Bulk Social Security number search, as of September 30, 2019.

http://www.recordedfuture.com
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The introduction of SSNs that can be accessed without forum 
vetting significantly lowers the barrier to entry for identity theft. 
While the sale of SSNs on Joker’s Stash will likely result in identity 
theft and stolen financial data that will evade detection, it will also 
very likely encourage lower-end attempts. This will create volume 
issues for banks and financial institutions attempting to determine 
fraud when a request is made with fully correct PII. 

Tracking Joker’s Stash Infrastructure

The operators of Joker’s Stash have relied on infrastructure on the 
clearnet in addition to their markets that use obfuscated methods 
of access. Joker’s Stash implemented the use of Blockchain DNS via 
browser extension in 2017, alongside a Tor marketplace, to lower 
barriers of access for new customers. The use of Blockchain DNS 
involves the download of a browser extension that stores all of the 
DNS data for various top-level domains (TLDs) locally. The hosting 
data is not managed by, or shared with, mainstream DNS providers, 
but over a peer-to-peer network. The peer-to-peer nature of the 
service renders the Joker’s Stash marketplace more impervious to 
takedowns or sinkholing by DNS authorities.

Insikt Group was able to identify 49 servers and 543 domains that 
are linked to Joker’s Stash with high confidence. The Blockchain DNS 
browser extension is needed to access jstash[.]bazar, but Blockchain 
DNS published the IP address of jstash[.]bazar on another web 
page, circumventing any potential obfuscation provided by the 
decentralized DNS. 

The group has advertised a number of different domains across their 
alleged social media accounts on Reddit, Twitter, PasteSites, and 
other carding forums. There are three domains notably associated 
with Joker’s Stash: 

• jstash[.]bazar, the flagship Joker’s Stash shop, is only 
accessible via Blockchain DNS browser extension. However, 
the domain was found to be hosted on the IP address 
185.61.137.166.

• jstash[.]ch has been advertised on carding forums by the 
Joker’s Stash handle, but operates on the open internet on the 
server 188.209.52.24. 

http://www.recordedfuture.com
http://www.recordedfuture.com
https://blockchain-dns.info/explorer/j#_jstash.bazar
https://blockchain-dns.info/explorer/j#_jstash.bazar
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•  jstash[.]de has been advertised on Reddit, is hosted on 
185.61.138.182, and previously was hosted on the same 
server as jstash[.]ch, on 188.209.52.24.

Attempting to access the Joker’s Stash server via normal DNS on September 25, 2019.

The servers 185.61.138.182 and 185.61.137.166 provided two 
unusual qualities for pivoting. Certificate pivoting identified four 
additional IP addresses on the same CIDR range, 185.61.137.0/24, 
which made use of the same TLS certificate serial numbers as the 
servers mentioned above. Additionally, all of the IP addresses 
shared an HTTPS title: “Joker’s Favorite CAPTCHA.” Pivoting through 
Shodan, Binary Edge, and Censys data revealed 54 servers that 
shared the same HTTPS title, headers, and landing page. These IP 
addresses can be found in Appendix A, while sample headers can 

http://www.recordedfuture.com
https://www.shodan.io/search?query=ssl.cert.serial%3A332437482827824211862069400512425435163358
https://www.shodan.io/search?query=title%3A%22Joker%E2%80%99s+Favorite+CAPTCHA%22
https://censys.io/ipv4?q=443.https.get.title%3A%22Joker%E2%80%99s+Favorite+CAPTCHA%22
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be found in Appendix B. 

Joker’s Stash server header example, via Shodan.

Using Reverse-IP Lookups and WHOIS pivots identified a total of 543 
domains. The domains used a similar naming convention: [English-
word1]-[English-word2]-[English-word3].[tld]. It should be noted 
that these domains are not malicious, in the manner of delivering 
malware or phishing visitors. Domains of this nature have been 
previously reported on by Brian Krebs; the domains act as portals 
for Joker’s Stash’s biggest clients to have dedicated servers to 
purchase, store, and retrieve cards of interest. Insikt Group verified 
the connection by making test transactions on the domains, which 
were reflected in test account balance on the flagship shop. The 
majority of the domains were hosted on the following IP addresses:

• 179.43.169.17

• 185.82.200.250

• 185.178.211.162

• 85.25.193.28

• 85.25.192.57

http://www.recordedfuture.com
http://www.recordedfuture.com
https://krebsonsecurity.com/2016/03/carders-park-piles-of-cash-at-jokers-stash/
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Example cluster of domains to an IP from Joker’s Stash infrastructure.

There are very likely additional domains related to this activity 
that are not identified in this research. Domains that Recorded 
Future connected to Joker’s Stash with high confidence are listed 
in Appendix C. 

http://www.recordedfuture.com
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Maltego mapping of Joker’s Stash infrastructure.

Unlike the main Joker’s Stash shop, the domains and servers can 
be accessed via normal browsers. This allows operators to provide 
better service for their best customers without other operational 
security measures. This infrastructure was originally generated to 
provide confirmed clients with access, while avoiding the assortment 
of fake Joker’s Stash domains that were created between 2015 and 
2016. Notably, connecting to the domains or servers via Tor will 
load a splash page, telling users to use a normal browser to access 
the page via clearnet. This likely is to block known Tor exit nodes, 
as lists are commonly propagated. 

http://www.recordedfuture.com
http://www.recordedfuture.com
https://check.torproject.org/cgi-bin/TorBulkExitList.py?ip=1.1.1.1
https://www.dan.me.uk/tornodes
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Tor warning from the Joker’s Stash server on September 25, 2019.

464 of the domains returned the same “511 Network Authentication 
Required” error code as the servers mentioned above. Web pages 
that did resolve rendered the same “Joker’s Favorite CAPTCHA” 
page; however, they did not grant access to normal Joker’s Stash 
credentials. This implies that they are used for the specific clientele.

Historical hosting data of these domains identified 176 unique 
servers; Recorded Future assesses a large portion of these to be low 
confidence, from registrars parking the domains to interim hosting. 
This data may provide value for future correlation, but currently are 
not part of the Joker’s Stash infrastructure. 

Another element of the infrastructure analysis is looking at a time 
analysis on domain registration dates. Taking a look at all domains 
identified via this method, analysts plotted the domain registration 
date over time, as highlighted below in the “Domain Registrations 
Over Time” (DROT) graph. Based on our findings, spikes in activity 
occurred in 2015 and 2017, which correlate with approximate dates 
of major breaches. Many of these domains have been reactivated 
in 2019 for ongoing use.

http://www.recordedfuture.com
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DROT graph for domains connected to Joker’s Stash.

The reuse of these domains shows that the carding customer base 
fluctuates around large breaches. For example, a large number of 
these domains were registered in 2017, preceding the disclosure of 
the Sonic and Jason’s Deli breaches, as well as other major payment 
card breaches. Joker’s Stash typically promotes the release of new 
payment cards from a fresh breach well ahead of time, and may 
similarly be expected to improve infrastructure in anticipation of 
these releases. Insikt Group believes with high confidence that a 
number of domains were reactivated in 2019 surrounding Joker’s 
Stash acquisition of the Hy-Vee breach data. Insikt Group theorizes 
that this infrastructure is spun up in anticipation of customer 
engagements around bigger breaches. Examples of these domains 
can be seen below.

http://www.recordedfuture.com
http://www.recordedfuture.com
https://krebsonsecurity.com/2017/09/breach-at-sonic-drive-in-may-have-impacted-millions-of-credit-debit-cards/
https://krebsonsecurity.com/2017/12/4-years-after-target-the-little-guy-is-the-target/
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canoe-hill-face[.]com sustain-swim-robot[.]in evidence-way-certain[.]org

eternal-seek-banner[.]com wonder-abuse-sure[.]org crater-wait-hazard[.]org

hope-two-upper[.]com tower-project-unusual[.]org rug-property-slogan[.]net

spawn-mind-arrest[.]com taxi-van-rich[.]org profit-minor-dash[.]net

swarm-upset-voyage[.]com stick-inject-organ[.]org near-pulse-blur[.]in

warfare-firm-aware[.]info moon-joy-drum[.]org better-electric-rabbit[.]in

time-demise-picnic[.]pw month-three-manual[.]org lobster-rival-mix[.]info

Outlook  

Joker’s Stash’s expansion of SSN records has cemented it as an 
enduring threat to retailers, hospitality entities, and consumers, 
making the detection of fraudulent transactions all the more difficult. 
Recorded Future believes Joker’s Stash will remain a substantial risk 
due to the ease of use and monetization of stolen payment card 
data. Additionally, the volume of infrastructure created for clients 
that purchase large amounts of data from Joker’s Stash indicates 
a large client base. Moreover, the inclusion of PII records likely 
promotes the expansion of carding to lower-tier criminals, as it 
will make it easier for less sophisticated individuals to circumvent 
anti-fraud measures.

The ready and inexpensive availability of seemingly accurate 
personal data on Joker’s Stash can be even more damaging to 
individuals than the loss of payment card data. Once a person’s 
PII is out, it is much harder to mitigate than simply issuing a new 
card, and the fraud may follow the victim for years to come since 
information such as Social Security number, mother’s maiden name, 
date of birth, place of birth, and so on is much harder to change or 
replace as verification methods. 

http://www.recordedfuture.com
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Recommendations

Social Security information, banking credentials, and payment 
cards should be closely monitored for fraudulent activity. While 
protections offered by major banks and credit card vendors are 
very good at identifying fraud, Recorded Future recommends 
continued review and auditing of payment card and banking 
transactions, like setting up notifications for all card-not-present 
transactions. Insikt Group recommends continuing to monitor the 
Joker’s Stash infrastructure listed in the associated appendices for 
new IP addresses and domains, to understand the ebbs and flows 
of the store’s operators and clients.

Recorded Future believes that network administrators should 
monitor for the domains and IP addresses listed in Appendices A 
and C, as they may indicate that a user in the network is involved 
in some sort of fraud.

http://www.recordedfuture.com
http://www.recordedfuture.com
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Appendix A — Joker’s Stash Client Servers

179.43.148.196
179.43.148.197
179.43.148.204
179.43.148.205
179.43.160.76
179.43.160.86
179.43.160.89
179.43.160.91
179.43.169.17
179.43.169.18
185.106.120.251
185.130.104.140
185.130.104.141
185.130.104.142
185.130.104.42
185.130.104.43
185.130.104.44
185.178.211.162
185.183.99.101
185.183.99.102
185.183.99.148
185.61.137.160
185.61.137.161
185.61.137.162
185.61.137.166
185.61.138.182
185.82.200.250
185.82.200.251
190.115.27.130
195.14.104.194
195.14.104.195
195.14.104.197
195.14.104.198
195.54.162.118
195.54.162.119
62.76.89.172
62.76.89.173
81.17.28.126
81.17.28.73
81.17.28.74
81.17.28.75
85.25.192.57
85.25.193.28
85.25.37.233
85.25.37.234
85.25.37.235
85.25.37.236
93.95.100.143
93.95.100.186

95.46.114.31
95.46.114.34
95.46.114.35
95.46.114.37

http://www.recordedfuture.com
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Appendix B — Example HTTPS Response Header

HTTP/1.1 511 Network authentication required
Server: nginx
Date: Sun, 29 Sep 2019 11:51:48 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: keep-alive

http://www.recordedfuture.com
http://www.recordedfuture.com
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Appendix C — Joker’s Stash Domains

abandon-sorry-pair.info
about-lonely-social.pw
absurd-police-rice.net
accident-divorce-return.info
achieve-desert-foster.pw
acquire-noise-island.in
address-stove-fuel.net
adjust-fun-december.in
adult-sibling-omit.net
again-hire-mountain.in
ahead-manage-welcome.net
airport-simple-into.pw
alert-warm-vehicle.info
alien-spread-obscure.pw
almost-million-effort.org
alpha-direct-miss.in
already-thought-alter.pw
always-pledge-gentle.in
antenna-auction-fruit.pw
antique-bullet-dice.pw
anxiety-blast-space.net
apart-maze-pipe.org
apple-view-soldier.in
arch-hundred-angle.info
arctic-also-calm.org
arctic-certain-market.org
area-ginger-false.net
argue-canoe-need.in
armor-wrestle-debate.info
around-climb-tennis.in
arrange-sight-winner.net
arrive-plunge-silver.org
assist-chaos-huge.org
asthma-image-taste.pw
attend-echo-coffee.biz
author-race-pluck.pw
avocado-love-auto.org
away-silk-admit.net
axis-mosquito-crumble.info
bag-supply-portion.org
barrel-chair-vehicle.net
basic-either-segment.org
basket-question-hip.org
beauty-shove-alert.net
before-remain-once.pw
better-electric-rabbit.in
bicycle-bring-armor.org
bike-twelve-region.pw
blind-shaft-various.info

blood-square-liquid.biz
bomb-cruise-correct.info
book-hand-pistol.in
borrow-uphold-cushion.info
borrow-venture-join.in
boss-early-opinion.in
bottom-cost-couch.org
boy-weird-summer.info
brain-leg-unhappy.info
brisk-attitude-denial.biz
broccoli-mushroom-rival.info
bronze-type-view.pw
brown-evidence-brush.net
brush-pool-learn.org
brush-scheme-secret.net
budget-flower-story.net
bus-cover-blanket.in
cabin-oven-reflect.net
cable-mansion-three.info
cable-minimum-ghost.pw
cable-model-burst.net
calm-stereo-wise.pw
canal-rookie-cigar.org
cannon-cruise-illegal.info
canvas-blind-piano.org
canyon-evidence-sad.org
capital-track-economy.info
car-grocery-fringe.pw
card-cousin-match.info
card-note-swallow.info
cat-deal-jewel.info
catch-amazing-diesel.pw
cave-benefit-wonder.pw
cave-odor-gate.net
cereal-cricket-leopard.org
chalk-click-leg.in
champion-always-van.org
cherry-above-connect.net
chief-quantum-actress.in
chimney-runway-fancy.info
claim-mountain-gown.info
clump-alpha-hollow.pw
clump-surface-tornado.info
code-task-thank.pw
coil-machine-approve.org
coin-bird-bridge.pw
comic-shield-valley.net
common-waste-fine.info
concert-dismiss-lamp.org

http://www.recordedfuture.com
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conduct-height-bone.net
connect-can-patrol.pw
copper-donkey-fiber.org
coral-reopen-uncover.in
core-frog-nation.in
correct-pledge-wage.net
course-artist-ugly.biz
cover-current-example.info
coyote-few-bunker.org
cram-cover-segment.in
crane-adapt-toy.info
crater-wait-hazard.org
credit-salon-middle.biz
credit-time-rich.info
critic-enjoy-oil.net
crowd-alert-fame.pw
crowd-diary-enough.info
cruel-coil-adjust.info
crunch-tackle-ribbon.net
crunch-trade-duty.in
crystal-shrimp-risk.org
cycle-offer-find.net
damage-seed-hand.pw
dance-put-problem.pw
danger-piece-accident.net
daring-top-gown.info
daughter-deposit-manage.org
decrease-road-banner.in
deer-mask-quote.org
degree-blood-prevent.net
degree-cabbage-actress.in
delay-island-various.pw
delay-mail-round.net
delay-sniff-midnight.info
demand-convince-cream.info
deny-pave-library.pw
depth-episode-second.info
deputy-estate-scheme.info
design-bench-code.pw
detail-beef-hover.in
detect-festival-rule.net
diesel-inform-argue.net
diesel-ritual-exile.in
dignity-tray-require.in
dinner-stamp-permit.pw
disagree-initial-ramp.net
dizzy-doctor-patient.pw
doctor-right-sick.in
dolphin-sunny-birth.pw

donkey-grief-real.info
drastic-repeat-gas.in
dream-hobby-wire.de
dream-scare-vacant.org
dress-veteran-regret.info
drink-post-apart.pw
drink-theory-neutral.info
drop-column-raise.info
duck-crouch-depart.info
dust-arrest-edit.net
duty-disorder-ordinary.pw
eagle-eternal-genius.org
earth-chapter-timber.org
educate-bridge-patrol.in
effort-marriage-sense.pw
elder-coyote-robot.net
element-cube-trap.info
elite-volume-ice.net
embark-gadget-guide.pw
embody-material-chapter.pw
embody-together-side.info
emotion-float-seven.org
enable-mobile-gold.pw
enable-unknown-monkey.pw
enact-soon-dry.net
endless-dry-screen.org
energy-sad-across.pw
enforce-fancy-erase.net
engage-group-catalog.net
engine-garage-since.pw
enrich-water-stem.net
entry-category-pave.pw
envelope-immense-cash.pw
equip-blur-pause.org
erode-movie-actual.in
erode-omit-kit.net
erupt-guitar-merge.in
escape-invest-police.org
essence-present-code.biz
essence-share-walnut.info
evidence-dust-winner.pw
evidence-way-certain.org
evolve-warrior-rather.info
execute-response-tongue.pw
explain-strategy-abandon.in
extra-joke-feel.pw
faith-rice-metal.org
fan-tide-only.pw
fantasy-nature-bind.info

http://www.recordedfuture.com
http://www.recordedfuture.com
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farm-resemble-bottom.pw
favorite-pelican-tired.pw
female-mass-artist.pw
fetch-author-quarter.pw
film-chief-renew.info
fine-until-theme.in
fire-merry-robot.in
fire-prepare-danger.info
fiscal-guitar-fish.in
fit-social-hour.in
fix-hat-record.pw
fix-venture-thing.in
flash-trust-pool.net
flavor-remember-flat.pw
flee-upset-prosper.in
floor-brass-brass.info
flower-clap-tiger.in
foot-warfare-wink.pw
forest-address-hurdle.pw
forward-betray-client.org
fragile-oppose-insane.in
fragile-seven-melt.in
frozen-together-deliver.net
funny-cable-account.pw
genre-envelope-argue.org
genre-laugh-review.pw
gesture-pull-puppy.pw
glare-planet-major.info
glass-knock-language.net
glass-north-brisk.pw
glide-question-pottery.pw
glow-piece-hat.net
goat-crazy-envelope.org
goose-news-glimpse.info
grant-sunset-essay.pw
grunt-online-decline.info
guitar-tonight-grunt.net
hammer-zoo-potato.pw
hard-ostrich-type.net
hat-vacant-depth.pw
heart-build-zone.pw
hello-category-legal.net
hero-humble-long.in
high-oak-orchard.net
hold-antique-horse.in
hold-select-hammer.info
holiday-neglect-inspire.net
horn-drama-mesh.net
hospital-kite-giraffe.in

hotel-obey-palm.info
hotel-someone-access.in
human-lawsuit-cargo.net
human-raccoon-siege.pw
hurdle-resist-orphan.pw
husband-drip-hunt.net
ice-ask-corn.info
idle-license-dad.info
ignore-color-shrimp.org
ignore-kite-step.pw
imitate-police-boil.info
inch-brush-crumble.org
inflict-maximum-exhaust.net
inhale-present-artefact.pw
initial-rival-burden.in
inject-twin-unveil.pw
injury-suggest-ridge.org
inspire-shell-brown.org
install-goose-twenty.net
intact-pudding-pottery.net
into-put-gasp.info
ivory-decline-mixture.info
jealous-empower-choice.pw
jelly-spoon-good.net
joy-spot-roof.net
kick-monitor-punch.net
kidney-armed-miss.in
kit-electric-spin.de
kitchen-link-enough.pw
lab-slot-join.info
later-crime-about.pw
lawn-flash-anxiety.pw
left-audit-party.in
legal-summer-hungry.info
level-timber-siren.pw
life-upper-photo.info
like-force-hobby.org
liquid-finger-spoon.biz
load-priority-dance.info
lobster-rival-mix.info
local-dial-myself.net
logic-enjoy-budget.in
lounge-appear-fiction.pw
lunar-ticket-twin.pw
lunch-arrest-axis.pw
luxury-pave-library.net
main-file-deer.info
major-stool-pride.pw
manage-pilot-century.net

http://www.recordedfuture.com


Recorded Future | www.recordedfuture.com | CTA-2019-1024 | 19 Recorded Future | www.recordedfuture.com | CTA-2019-1024 | 20

CYBER THREAT ANALYSIS

mandate-approve-pattern.org
manual-robot-cigar.org
marine-dumb-sight.info
market-pull-winner.net
matter-history-spring.net
maximum-topic-sport.org
maximum-unique-hard.pw
maze-isolate-slogan.info
meadow-twice-industry.org
measure-piece-mystery.net
mention-can-legal.biz
merit-brisk-tank.org
midnight-squeeze-say.org
mimic-gown-youth.net
mirror-stamp-million.pw
miss-mammal-acoustic.org
mixture-deposit-middle.in
mom-push-wall.pw
monkey-enforce-inside.in
month-three-manual.org
moon-joy-drum.org
more-deal-uphold.org
mosquito-super-insane.in
mother-model-broccoli.in
mother-ten-scan.org
motion-crack-left.info
motion-enact-route.org
motion-fantasy-lyrics.pw
motion-quit-marine.net
mouse-boat-follow.pw
mouse-youth-injury.org
music-wet-pigeon.pw
must-helmet-tragic.org
name-found-there.pw
near-pulse-blur.in
nice-another-sorry.org
night-health-feed.pw
noodle-cotton-kick.in
notable-flee-verb.info
now-swim-sunny.in
nut-promote-direct.info
oblige-bar-voice.org
oblige-rent-oven.pw
obtain-want-seminar.in
occur-genuine-genre.net
ocean-blur-secret.pw
ocean-piano-ranch.biz
often-race-wine.info
often-second-mosquito.info

online-clay-scale.info
online-express-eagle.org
opera-discover-never.net
opera-wonder-solution.info
opinion-empty-entire.info
orbit-idle-cliff.org
orchard-forward-scissors.in
ordinary-early-three.net
original-stick-cinnamon.info
ostrich-explain-essay.in
ostrich-guitar-token.info
outdoor-drum-close.pw
outside-three-fun.in
oven-upset-park.net
oxygen-evolve-ticket.pw
paddle-girl-purchase.pw
parent-casino-brave.net
pen-hope-useless.net
pencil-armed-loop.pw
perfect-vivid-giant.org
person-issue-pride.org
photo-fall-spike.pw
piano-minute-bonus.biz
piece-oxygen-urge.pw
pitch-practice-behave.net
pitch-rail-stone.net
place-hint-autumn.in
planet-blind-about.in
plate-bleak-vocal.org
plug-news-cricket.info
poet-bench-disorder.pw
point-antenna-luggage.org
pony-mother-report.pw
position-brisk-cross.pw
possible-frost-ranch.pw
possible-slogan-earth.info
poverty-camp-ring.info
powder-grass-pilot.in
powder-popular-van.in
predict-season-pull.info
price-head-category.net
price-session-orphan.net
pride-double-deliver.org
priority-exit-movie.net
produce-hungry-reopen.pw
profit-minor-dash.net
profit-vital-combine.info
property-luggage-client.org
prosper-teach-wreck.org
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protect-hurry-goose.pw
purchase-path-height.pw
purchase-sibling-merge.info
purity-eye-brave.org
push-hammer-bring.in
pyramid-toilet-letter.org
quantum-buzz-barely.org
quantum-chuckle-zero.pw
quantum-similar-faith.pw
quit-awful-capital.biz
quit-december-dragon.pw
rail-hill-scan.biz
rally-pupil-upgrade.net
rapid-around-raise.info
rather-century-metal.net
raw-tank-offer.com
rebuild-hotel-insane.pw
recycle-human-cloth.info
reform-file-rule.pw
reform-squirrel-target.pw
regular-photo-head.net
regular-vehicle-patch.org
remind-game-humble.org
reopen-boss-shoot.com
reopen-jealous-boring.pw
repeat-turkey-feed.in
require-fat-physical.info
retreat-meat-perfect.info
reunion-oil-matter.org
right-spend-hub.info
ring-radar-broccoli.net
roast-fiber-worry.org
romance-trigger-can.pw
rotate-admit-east.net
rotate-teach-prefer.org
route-need-window.org
rug-property-slogan.net
rule-expand-member.pw
rule-quote-clever.pw
runway-bacon-pulse.in
salad-actual-finger.net
salute-arrange-chest.pw
same-brass-about.com
sauce-conduct-pottery.com
sauce-stereo-toy.info
scatter-video-off.info
scorpion-giraffe-unusual.net
scrap-airport-enrich.biz
section-interest-throw.info

security-rather-rich.in
segment-oppose-scare.in
senior-phrase-acid.org
senior-unable-fork.info
service-bless-raccoon.org
settle-light-crowd.pw
seven-century-shell.pw
seven-horse-volume.net
shallow-mule-abandon.info
shell-foam-problem.info
shell-room-category.net
shield-spend-sort.in
shift-dad-mixture.net
shock-price-exit.info
shoe-pilot-extra.info
shoe-travel-situate.org
shoot-verify-island.net
shop.arrange-sight-winner.net
sibling-wave-artefact.net
sight-erosion-trust.org
silent-best-guess.info
simple-nut-wealth.net
since-critic-silver.info
ski-tiger-gasp.info
skin-iron-cave.in
skull-board-suggest.in
skull-trade-cycle.de
slab-wise-derive.in
slam-deliver-chapter.net
slender-layer-action.info
slide-issue-pear.info
slim-toast-plunge.org
slogan-august-enemy.pw
smile-wait-story.org
snack-agent-shadow.pw
snack-artist-excess.pw
sniff-rack-cash.org
social-flip-perfect.pw
soda-hour-expand.org
spike-hybrid-tube.in
spirit-lumber-first.pw
sponsor-impact-enemy.in
spoon-eager-loan.in
spoon-exotic-oxygen.info
sport-trick-critic.net
stage-lady-position.de
stairs-torch-lemon.info
stick-inject-organ.org
stomach-acid-ribbon.pw
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store.arrange-sight-winner.net
story-ahead-talent.info
story-valid-giraffe.pw
strategy-steak-injury.pw
street-desert-start.info
strong-spatial-photo.pw
student-board-artefact.biz
stumble-limb-wheat.net
success-crumble-main.pw
super-dune-vivid.pw
supply-saddle-resemble.org
sustain-destroy-unaware.net
sustain-hip-tissue.in
sustain-praise-apple.org
sustain-swim-robot.in
swallow-dance-entry.pw
swarm-arrange-anger.info
swift-foster-boss.org
swim-unfold-borrow.pw
sword-announce-metal.org
tackle-whip-tenant.pw
tag-kick-silk.net
tank-extend-morning.pw
target-try-destroy.net
taxi-decrease-fiber.net
taxi-matrix-ability.info
taxi-van-rich.org
tenant-ramp-clarify.net
test.goose-news-glimpse.info
test.verb-record-ecology.info
text-asthma-bring.org
text-reward-pluck.info
that-cash-swamp.org
thought-direct-dream.biz
ticket-empty-more.org
tiger-public-unfair.net
time-demise-picnic.pw
tissue-trial-much.org
tonight-rare-achieve.info
topple-butter-various.org

tower-project-unusual.org
trust-dragon-list.org
twin-north-addict.info
under-risk-ten.net
unit-anxiety-injury.net
upset-soap-aspect.net
vault-panel-lobster.net
verb-record-ecology.info
virus-bench-violin.info 
warfare-firm-aware.info
wonder-abuse-sure.org
wrist-when-mother.in
zoo-weasel-cloud.net
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solution powered by patented machine learning to lower risk. Our technology 
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