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CYBER THREAT ANALYSIS

Appendix A (Screenshots)

o 8 engines detected this file °
O SHA-256 e A e e e AW R T 4 amEee -
File name " o- - - .exe
File size 598.5 KB
Lastanalysis  2018-02-04 .
8/65
Detection Details Community
Baidu A Win32.Trojan.WisdomEyes.16070401... CrowdStrike Falcon A malicious_confidence_100% (D)
Cybereason A malicious.fa22e7 Endgame A malicious (high confidence)
Qihoo-360 A HEUR/QVM20.1.FC61.Malware.Gen SentinelOne A static engine - malicious
Sophos ML A heuristic Tencent A Suspicious.Heuristic.Gen.b.0
Ad-Aware @ clean AegisLab & Clean
AhnLab-V3 @ Clean AlYac & Clean
Antiy-AVL @ Clean Arcabit & Clean
Avast Q Clean Avast Mobile Security Q Clean
AVG 0 Clean Avira Q Clean
AVware & Clean BitDefender @ Clean
Bkav Q Clean CAT-QuickHeal Q Clean
ClamAv & Clean cMC @ Clean
Comodo Q Clean Cylance Q Clean
Cyren o Clean Drweb 0 Clean
eGambit Q Clean Emsisoft Q Clean

VirusTotal scan results of the encrypted payload.
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Detection Details

CrowdStrike Falcon
Ad-Aware
AhnlLab-v3
Antiy-AVL
Avast

AVG

AVware
BitDefender
CAT-QuickHeal
CMC
Cybereason
Cyren
eGambit
eScan

F-Prot

2 engines detected this file

SHA-256
File name
File size

Last analysis

i el S ¢ e S AW Ta LTI e e

el
603.69 KB
2018-02-04

Community

A malicious_confidence_70% (D)

©

O 00NV ODO

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Endgame
AegisLab
AlYac

Arcabit

Avast Mobile Security

Avira

Baidu

Bkav
ClamAv
Comodo
Cylance
DrWeb
Emsisoft
ESET-NOD32

Fortinet

Q0000 OOP

9

malicious (high confidence)

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean

VirusTotal scan results of the encrypted and code signed payload.
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CYBER THREAT ANALYSIS

o 6 engines detected this file °
o} SHA-256 . S e e S T Saedd | SRBRRRR SN e S &
File name g - -
File size 592 KB
Lastanalysis  2018-02-05 © " s
Detection Details Community
CrowdStrike Falcon A malicious_confidence 90% (D) Cybereason A malicious.42b2ff
Endgame A malicious (high confidence) Qihoo-360 A HEUR/QVM20.1.0201.Malware.Gen
SentinelOne A static engine - malicious Tencent A Suspicious.Heuristic.Gen.b.0
Ad-Aware & clean AegisLab & Clean
AhnLab-V3 9 Clean AlYac Q Clean
Antiy-AVL & clean Arcabit @ clean
Avast & clean Avast Mobile Security & Clean
AVG @ Clean Avira @ clean
AVware 9 Clean Baidu 0 Clean
BitDefender @ ciean Bkav @ clean
CAT-QuickHeal & Clean ClamAV @ Clean
CcMC 0 Clean Comodo g Clean
Cylance Q Clean Cyren 0 Clean
DrWeb Q Clean eGambit Q Clean
Emsisoft & cClean eScan @ clean

VirusTotal scan results of the encrypted non-resident payload.
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o One engine detected this file °
O SHA-256 o e MR R SRERE ¢ RN L S SRR A st whmat

File name - —

File size 597.23 KB

Lastanalysis  2018-02-05 "S85

Detection Details Community

Endgame A malicious (high confidence) Ad-Aware Q Clean
AegisLab @ Clean AhnLab-Vv3 @ Clean
ALYac & Cean Antiy-AVL & Clean
Arcabit & cean Avast @ Clean
Avast Mobile Security @ cean AVG @ cean
Avira Q Clean AVware 0 Clean
Baidu @ Clean BitDefender & Clean
Bkav @ cean CAT-QuickHeal @ cean
ClamAv Q Clean CcMC Q Clean
Comodo & Clean Crowdstrike Falcon @ cClean
Cybereason Q Clean Cylance Q Clean
Cyren & Clean DrWeb @ Clean
eGambit & cean Emsisoft @ cean
eScan & Cean ESET-NOD32 & Clean
F-Prot o Clean Fortinet Q Clean

VirusTotal scan results of the encrypted and code signed non-resident payload.

About Recorded Future

Recorded Future arms security teams with the only complete threat intelligence solution powered by patented machine
learning to lower risk. Our technology automatically collects and analyzes information from an unrivaled breadth of sources
and provides invaluable context in real time and packaged for human analysis or integration with security technologies.
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