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INSTALL
GUIDE

Amazon GuardDuty Installation Guide

This guide will describe the steps involved in integrating Recorded Future as a threat intelligence detection source in
Amazon GuardDuty. Please note that there are expansive permissions required within S3, CloudWatch, Lambda, IAM, SSM
Parameter Store, and GuardDuty to complete this integration. If you do not have sufficient permissions, please contact
your AWS Administrator.

Ensure Amazon GuardDuty Is Enabled

Search for GuardDuty from within your AWS console. Select “GuardDuty”.
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Next, click “Get Started”.

Note: This screen will only be available if Amazon GuardDuty has not been
previously enabled. If you do not see this screen, Amazon GuardDuty is most likely
already enabled, and you may disregard this step.
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Click on “Enable GuardDuty”

security findings. Learn more

View service role permissions

stop it from processing and analyzing events and logs. Learn mare

about GuardDuty pricing,

GuardDuty X Welcome to GuardDuty = Al
Enable GuardDuty " ok

Service permissions
Partnars [ When you enable GuardDuty, you grant GuardDuty permissions to analyze AWS CloudTrail logs, VPC Flow Logs, and DNS query logs to generate

Note: GuardDuty doesn’'t manage AWS CloudTrail logs, VPC Flow Logs, and DNS query logs or make thelr events and logs available to you. You
can configure the settings of these data sources through their respective consoles or APIs, You can suspend or disable GuardDuty at any time to

When you enable GuardDuty for the first time, your AWS account is automatically enrolled in a 30 day GuardDuty free trial. Learn mare

Creating a Stack

Navigate to Cloud Formation within your AWS Console.

aW.

Resource Group:

bty CioudFormation Group  AZ
Saosibuty CloudFormation
Console Home Create and Manage Resources with Templates tion Inl@ﬁf'd[‘lul‘
CloudFormation EC2 AWS Q2 Amazon SageMaker Step Functions
s3 Lightsail Support Amazon CodeGury Amazon EventBridge

ECR Managed Bervices Amazon Comprehend Amazon MG
ECE ECS Amazon Forecast Simple Notification Service
Billing EKS Amazon Fraud Detector Simple Queus Sarvice

Lambda mm  Blockchain Amazon Kendra SWF

Batch Amazon Managed Blockchain Amazon Lex

Elastic Beanstalk Amazon Machine Learning

Serveriess Application Amazon Personalize ﬂ AWS Cost Management

Repostory & Satellite Amazon Polly AW Cost Explarer

AWS Outposts Ground Station Amazon Rekognition AWS Budgets

EC2 Image Builder Amazon Textract AWS Marketplace Subscriptions

@ Quantum Technologies AR T haonbo
I@I Storage Amazon Braket 02 AELn Transiate E@ Customer Engagement
AWS Deeplans e
83 e e o Amazon Connect
A close

Select “Create Stack”

Services Resource Gr

No stacks
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View getting started guide
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Select “Template is ready” and “Upload a template file” from the menu screen.
Select “Choose File” and upload the Recorded Future Cloud Formation Template.
Then select “Next”.

Rescurce Groups ~

= e Create stack
Specify template
Stap 2 Prerequisite - Prepare template
Prepare template
Staps Bvary stack is based on @ template. A template is & JSON or YAME fie that sontains canfiguration isfammation abeut th MW NESTUNGES YOU Wank 1o inciase i the stack:
i © Tomplate i ready Uea 3 sampls templata Créate template in Designer
Step 4
Specify template

Atemplabe by 4 SSOK or YAML Fle that describes your stacs resouron and prepertie.
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Specify stack parameters and select “Next” to continue.

Note: An API token from Recorded Future is required for this step. Please reach out to your
account manager to obtain an API token for this integration.

) Specify stack details

Spacify template

Specify stack details

Stack name
RecordedFutureGuardDuty

StEn S
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Configure any desired stack options. The defaults within this page should be sufficient
for the integration.

Services ~  Resource Groups

Unuef ermaton Stucks Create stack
e Configure stack options
Specily templatie
Saop 2 Tags
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Advanced options

You can set additional optians for your stack, like notification options and a stack policy, Leam mere (2

» Stack policy
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Review the stack configurations you previously selected.

Services ~  Fssource Groups -
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At the bottom of the stack configuration review page, you will be required to acknowledge that AWS
CloudFormation might create IAM resources with custom names. Check the box
as shown and select “Create stack”

» Quick-create link

Capabilities

(@ The following resource(s) require capabilities: [AWS::1AM::Role]

This template contains Identity and Access Management (IAM) resources. Check that you want to create each of these resources and that they have
the minimum required permissions. In addition, they have custom names. Check that the custom names are unigue within your AWS
account. Learn more

k ledge that AWS CloudFormation might create IAM resources with custom names.

Cancel Previous | | Create change set | Create stack
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The stack will begin to initialize based on the settings selected. The status of the job will
be reported on the page below. Once you see a “CREATE_COMPLETE” note under your
stack, your stack will be created. Any errors during this process will be displayed under
the “Status Reason” column.
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Verify Successful Stack Creation
Navigate back to “GuardDuty".

Resource Groups ~ * N. Virginia ~

History | Az
Console Home GuardDuty
GuardDuty Intelligent Thraat Detection ta Pratéct Your AWS Accounts and Warkicads or Computing

EC2 AWS IO 2 Alhena WorkSpaces

Lightaail (2 Support EMR AppStraam 2.0

ECH Managed Services CloudSearch WorkDacs

ECS Elasticsearch Senvice WorkLink

EKS Kinesis

Lambda == Blockchain QuickSight

On the left side menu, select “Lists” to see list management options.

aws

Resource Groups ~ * N.Viginia *+  Suppaort *

GuardDuty X Findings C showing 10t 1 @ @ ©

- .
s Saved filters / Auto-archive

Settings

Current ¥ Y Add filter criteria

Accounts
Finding type Resource Last... ¥ Count
What's New

Usage Behavior:EC2/NetworkPortUnusual Instance: i-d5baa552 2monthsa... 2

Partners [
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From here, scroll down to “Threat Lists” and ensure the successful creation of the
Recorded Future threat lists inputted into the risklist field of the stack parameters.
Ensure each list is active.
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Note: If Recorded Future threat lists have not been created successfully, please check your Lambda
function logs for any errors that may appear there under log group ex:
/aws/lambda/ [StackName]-UpdateThreatFeedFunction-[randomstring]

Check for Any Findings from the Threat List

Navigate to the GuardDuty home page. Select “Findings” and select a finding.

Services ~  Resource Groups ~
¥ Findings (3 showing B of 8 ) O @
B Suppress Findings Saved rules

Settings

Lists Current  ® T Add filter criterio

Areounts
Finding type Resource Lastseen ¥ Count

What's New s

Usage UnauthorizedAccess ECT MMaliciousPCaller Custom & hours aga 2
UnausherizedbcoessEC2 MaliclousiP Caller Custom 8 hours ago 1

Partners [
Unamhosizediccess ECZ MaliciousiPCaller.Custom Instance: i-0bGIIS0 105 13 hours ago 2
ReconiAMUser/UserPermissions maf; ASIATSFICYBWNDTETTEC B days ag0 2
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A panel on the right side will display a summary of
the hit as well as the threat list this IP was found on.

v Actor

IP address
64.233.160.0 @ &,

Location

city: London

country: United Kingdom
lat: 51.5132

lon: -0.0961

Organization

asn: 41231
asnOrg: Acme Inc.
isp: Acme Inc.
org: Acme Inc.

v Additional information

Threat name

Customer Threat Intel

Archived
false

Port
443

Threat list name

Recorded Future Threat Detection

Use the Recorded Future Browser Extension to provide context as to
“why” the indicator is risky.

® 67 64.233.160.0 IP Address

5 recordedfuture.com Domain

74.125.255.255 IP Address

72.14.1920 IP Address
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All & ° IP Address 3 ° Domain2 |

1cb7cfd2698bae5iBc1a26677aBleb3f  Hash

Hash 1

ec2-3-91-157-234.compute-1.amazonaws.com Domain

v Actor

1P address
64.233.160.0 G @)

Location

Port
443

|a day ago)

ABOUT RECORDED FUTURE
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Recorded Future is the world’s largest intelligence company. Recorded Future’s cloud-based Intelligence Platform provides the most complete coverage across adversaries, infrastructure,
and targets. By combining persistent and pervasive automated data collection and analytics with human analysis, Recorded Future provides real-time visibility into the vast digital landscape

and empowers clients to take proactive action to disrupt adversaries and keep their people, systems, and infrastructure safe. Headquartered in Boston with offices and employees around the
world, Recorded Future works with more than 1,400 businesses and government organizations across more than 60 countries. Learn more at recordedfuture.com.

© Recorded Future®, Inc. All rights reserved. All trademarks remain property of their respective owners.

www.recordedfuture.com
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