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Use Case
Having the ability to actively block an indicator of compromise found in Splunk is 
paramount to staying ahead and protecting one's organization.  Taking immediate 
action to block an indicator of compromise can quickly mitigate additional risk.  This 
action will add an indicator to a block list that can be used in conjunction with an 
organization's firewall.  Analysts can use this action to protect the organization 
quicker, saving time and resources.

Issue
• Unable to quickly block indicators at the firewall  
• There is no seamless way to block indicators via ones Splunk workflow 
• Currently indicators are added manually via the Recorded Future Platform

Solution
Recorded Future Professional Services offers an enhanced capability, allowing Splunk 
users the ability to add an IOC to a block list where it can be sent to the organizations 
firewall for blocking.  This list will be stored in the Recorded Future platform.  From the 
Recorded Future platform, a separate file will be created with these indicators, where 
they can be pulled down into an organization's firewall(s) for proactive blocking.

Add Indicator to Block List in Splunk
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Technical

From a technical perspective the integration will include and need configured:

• A python script and commands.conf files that are added to the Recorded Future 
App for Splunk

• Configuration of a dashboard form that will submit the indicator to the block list 

• Configuring the firewall(s) to ingest a text file or files of indicators 

This service will require the SecOps Module, Splunk Integration, custom integration 
with a firewall that can ingest indicators via a text file and Two(4) Professional 
Service Credits for implementation.  On-going support covered by Integration or 
Premium Support.  


