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Add Indicator to Block List in Splunk

Use Case

Having the ability to actively block an indicator of compromise found in Splunk is
paramount to staying ahead and protecting one's organization. Taking immediate
action to block an indicator of compromise can quickly mitigate additional risk. This
action will add an indicator to a block list that can be used in conjunction with an
organization's firewall. Analysts can use this action to protect the organization
quicker, saving time and resources.

Issue
o Unable to quickly block indicators at the firewall
e There is no seamless way to block indicators via ones Splunk workflow
e Currently indicators are added manually via the Recorded Future Platform

Solution

Recorded Future Professional Services offers an enhanced capability, allowing Splunk

users the ability to add an IOC to a block list where it can be sent to the organizations
firewall for blocking. This list will be stored in the Recorded Future platform. From the
Recorded Future platform, a separate file will be created with these indicators, where

they can be pulled down into an organization's firewall(s) for proactive blocking.
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From a technical perspective the integration will include and need configured:

e A python script and commands.conf files that are added to the Recorded Future
App for Splunk

o Configuration of a dashboard form that will submit the indicator to the block list

« Configuring the firewall(s) to ingest a text file or files of indicators

This service will require the SecOps Module, Splunk Integration, custom integration
with a firewall that can ingest indicators via a text file and Two(4) Professional
Service Credits for implementation. On-going support covered by Integration or
Premium Support.

ABOUT RECORDED FUTURE

Recorded Future is the world’s largest intelligence company. The Recorded Future Intelligence Platform provides the most complete coverage across adversaries, infrastructure, and targets.
By combining persistent and pervasive automated data collection and analytics with human analysis, Recorded Future provides real-time visibility into the vast digital landscape and empowers

clients to take proactive action to disrupt adversaries and keep their people, systems, and infrastructure safe. Headquartered in Boston with offices and employees around the world,
Recorded Future works with more than 1,300 businesses and government organizations across 60 countries. Learn more at recordedfuture.com.

www.recordedfuture.com , @RecordedFuture

© Recorded Future®, Inc. All rights reserved. All trademarks remain property of their respective owners.



