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Introduction

Recorded Future integrates seamlessly with LogRhythm, delivering intelligence that is
timely, accurate, and actionable. By enriching your LogRhythm workflow with real-time
intelligence from Recorded Future, you can expect to identify more security threats before
impact, resolve security threats faster, and increase team efficiency.

This installation guide will walk you step by step through a basic installation of Recorded
Future Threat Intelligence via LogRhythm's Threat Intelligence Service Manager.
Recorded Future has many sets of malicious indicators (aka "collections") available via its
STIX/TAXII server; this installation guide will help you install two important collections.
Once installed, these (and other collections you configure) can be used to setup Al Engine
Rules to trigger alarms in LogRhythm. Recorded Future provides high risk indicators for
the following entity types:

e |P Addresses

e Domains

e URLs

e Files Hashes
You are encouraged to view this guide as a starting point, and as you grow the use of
Threat Intelligence in your Security Operations workflows, we recommend that you revisit
this integration to refine the threat intelligence being used and the specific correlation
rules that are setup.

In addition, the Recorded Future browser extension provides automatic threat intelligence
enrichment of any alerts or events in LogRhythm that include IPs, Domains, and Hashes.
The section on "IOC Enrichment" has more detail about this, including where to find the
browser extensions for download.

System Requirements

LogRhythm version 7.6.0.9 or greater
LogRhythm Threat Intelligence Service (TIS) Manager 1.9.3.1008 or greater
Recorded Future subscription for the LogRhythm integration
Access to https://api.recordedfuture.com/taxii enabled on the client firewall and proxy
The Recorded Future browser extension (for IOC enrichment) is supported on the
following browsers:

o Google Chrome

o Mozilla Firefox

o Chromium-based Microsoft Edge browsers

www.recordedfuture.com 3
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Setting Up Threat Intelligence from Recorded
Future

Example collection setup: malicious IPs

1. Confirm that you have installed and are running the “LogRhythm Threat Intelligence
Service Manager”.
2. Obtain a Recorded Future API Token
a. Ask your Recorded Future account team to provide one for you.
3. Login into the LogRhythm Server.

www.recordedfuture.com 4
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4. Open the “LogRhythm Threat Intelligence Service Manager”.

:E= LogRhythrm Threat Intelligence Service Manager — b4

File  Options

Threat Intelligence Service

Specify the Threat Intelligence Service configuration settings.

LogR hythm Service: Running Stop Service

Pro=y Settings: Mot Enabled Configure

Threat Data Providers Add Custom Source
. Ll
@ BrightCloud Custom: RecordedFuture
] ] Enahled: Check Al | | Clearal
® Cizco AMP Threat Grid
Feed Mame Enable -
® CrowdStike domain_historical_covid] Srelated_domain_lure I
domain_full -
domain_compromised_url I
® Symantec domain_cc_uil r
domain_cc_nameserver I_
® Open Source : Abuse.ch domain_cc_dns_name [+
dornain_blacklizted_dns_name I
@ Open Source : Alierivault dornain_active_phishing_url - —
® Open Source : AutaShun Lagt Downloaded: 1./18/2021 07:07 Phi
Mest Fun Time: 171972021 07:07 PM
@ Open Source : Haila Tasi Download every: | 24 Hours ~ | | Download Mow
- Pt
® Open Source : Malware Domain rethn a 05:00.AM =
@ Open Source : PhishTark Remove Provider Edit Provider Save
v
M " H 1
5. Click on the “Add STIX/TAXII Provider” button'.
:E: LogRhythm Threat Intelligence Service Manager - X

File  Options

Threat Intelligence Service

Specify the Threat Intelligence Service configuration settings.

LogRhythm Service: Running {Stop Service ¢

Proney Settings: Not Enabled Configure

Threat Data Providers Add STIX/TAXI Provider

' For ease of maintenance, we recommend that you create separate STIX/TAXII providers for each
indicator type (e.g., domains) you wish to utilize with Recorded Future Threat Intelligence. At present, the
Recorded Future STIX TAXII server includes threat intelligence for IP addresses, domains, URLs,
hashes, and vulnerabilities.

www.recordedfuture.com 5
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6. Fill in the following fields in the “LogRhythm Custom Provider”; here we will create
a provider for high-risk IP Addresses.
a. Threat Provider Name: Recorded Future IPs
b. TAXII Collection Endpoint: https://api.recordedfuture.com/taxii
c. Username: rf
d. Password: {Recorded Future API token} (this is what you obtained in step 2
above)
7. Leave the rest of the Certificate fields blank

:E: LogRhythm Custom Provider - x

Threat Provider Name:

|F{ecorded Future IF'sI |

TAXI Collection Endpoint:

|http3:J'J'a pi.recordedfuture.comitaxii |

Username:
E |

Password:

[] Certificate Authentication

Certificate Password:

Certificate Path:

Save Test

8. Click “Test” if the success popup will appear click “Save”.

Feeds found >

o Feeds found for the Prowider RecordedFuture

018

If you can receive an error message, double check the values you entered and try
again.
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Provider Test Exception *

@ Exception while testing for Provider RecordedFuture: The rernote server

returned an error: (4013 Unauthonzed.

0]4

9. Click the “Enabled” button to turn on the regular import of Recorded Future Threat
Intelligence

+2% LogRhythm Threat Intelligence Service Manager = X

File  Options

Threat Intelligence Service

Specify the Threat Intelligence Service configuration settings.

LogRhythm Service: Running Stop Service

Proxy Settings: Not Enabled Confiqure

Threat Data Providers Add STIX/TAXII Provider

A
@ Open Source : Malware Domain Custom: Recorded Future IP Current CC
Enabled: [~ Remove Provider Edit Provider
@ Open Source : PhishTank
Feed Name V| Enable =
@ Open Source : SANS-ISC ip_recently_defaced_site v
ip_recently_active_cc_server v
ip_recent_unusual_ip v
@ Open Source : TOR Network ip_recent_tor_node v —
ip_recent_threat_researcher v
@ Custom : Recorded Future HASH.. ip_recent_sshdictionary_attacker v
ip_recent_spam_source v
@ Custom : Recorded Future IP Cur ip_recent_positive_malware_verdict v
' ip recent phishing host v N
@ Custom : Recorded Future Domai... Last Downloaded: Emor
Next Run Time: 2/24/2022 01:45PM
@ Custom : Recorded Future Activel.. Download every: | 12 Hours o
First Run at: (01:45PM = Test Save
v
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10. By default, all collections (aka "Feeds") are selected; uncheck all of the feeds
except “ip_recently_active_cc_server"?

Custom: Recorded Future IP Current CC
Enabled: Remove Provider Edit Provider

Feed Name v | Enable |#
iip_recently_linked_to_apt 3
ip_recently_defaced_site
ip_recently_active_cc_server
ip_recent_unusual_ip
ip_recent_tor_node
ip_recent_threat_researcher
ip_recent_sshdictionary_attacker
ip_recent_spam_source

ip recent positive malware verdict

o e T e e <
L

h

11. Make sure that the download frequency is set to “24 Hours” and click “Save”

Custom: Recorded Future IP Current CC
Enabled: Remove Provider Edit Provider

Feed Name ¥ | Enable |+
:ip_recently_linked_to_apt 3
ip_recently_defaced_site
ip_recently_active_cc_server
ip_recent_unusuzl_ip
ip_recent_tor_node
ip_recent_threat_researcher
ip_recent_sshdictionary_attacker
ip_recent_spam_source

ip recent positive malware verdict

g o e e e e
L

Last Downloaded: Emor
Next Run Time: 2/24/2022 01:45 PM

Download every: | 12 Hours ~ | Download Now

First Run at: |01:45PM o Test Save

12. Congratulations! You have set up a daily recurring import of IP addresses
associated with c2 servers; the available "feeds" on the Recorded Future
STIX/TAXII server are associated with different "risk rules" that are used to identify

2 This is a known behavior of LogRhythm, namely, when connecting to a new STIX TAXII service,
LogRhythm will automatically try to download all available collections by default. In this example, we are
showing how to set up LogRhythm to only download a single high risk set of IP addresses, with high
confidence, that are known to be used for Command-and-Control (C2) servers.

www.recordedfuture.com
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risk. General information about risk rules is available on this support page?;
specific details about IP address risk rules are here, and are represented by the
different collections available. Analysts and security engineers may also want to
look at this support page, which describes several common detection use cases
and notes which Recorded Future collections best fulfill those use cases.

Example collection setup: malicious domains

1. To set up the ingest of another Threat Intelligence collection from Recorded
Future, we will repeat steps 5-11 above except:

2. Use a different Threat Provider name for Step 63, i.e., "Recorded Future Domains."

3. Uncheck all of the feeds except “domain_recent_cc_dns_name."”

Custom: Recorded Future Domain CC

Enabled: Remove Provider Edit Provider
Feed Name ¥ | Enable |+

domain_recent_malware_analysis_dns_name
domain_recent_fast_flux_dns_name
domain_recent_covid19related_domain_lure_susp ..
domain_recent_covid19related_domain_lure_mali .
domain_recent_cc_dns_name
domain_no_risk_observed
domain_newly_registered_certificate_with_potenti .
domain_newly_registered_certificate_with_potenti .

B U e

idomain large

At this point, both STIX/TAXII feeds are set up.

Best Practices for Setting Up Data Providers

3 Available to users with Recorded Future portal access.

4 All collections on the Recorded Future STIX/TAXII server are prefaced with the indicator type name
(e.g., "domains_") except IP addresses. This is because the STIX/TAXII server was originally set up with
only IP address threat intelligence, and hence a type identifier prefix was unnecessary.

www.recordedfuture.com
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When setting up which feeds you would like to bring in, it can be helpful to go through the list of
risk rules for each 10C type to figure out which rules or risk scores help to solve your
organization’s use cases. We typically recommend one data provider per use case, and nhaming
the data providers something related to the feeds you are pulling (see examples in the
“Integration Implementation” section) to make building out Al Engine Rules easier.

Confirm Recorded Future Threat Intelligence is loading
correctly

Once the Recorded Future Threat Intelligence collections are configured in
LogRhythm's TIS, you can log into the “LogRhythm Console” to view the lists and make
sure they are populating correctly.

1. Once logged in, we can see the feeds we enabled being populated:

:E: LogRhythm Console - [List Manager]
J‘ File My LogRhythm Tools Window Help

@ @ &8 | L. Personal Dashhoard -y Investigate 3 Tail | @) Report Center =| ListManager | #g Deployment Monitor  © Deployment Manager
DCirag a column header here o group by that column.
Action | List Type Marne Entry Count | Use Contexts Auta Import | Impart Options | Import Filenare Restricted Read | Description

U ® ® ® - ® E ® ® E ®

O GeneralYalue  RecordedFuture [P : Email Address @ Suspicious @ All 0 Diomainmpacted, URL Replace RecordedFuture-|P-Emailtddress-Threat-A11 trt O

O GeneralYalue  RecordedFutwre [P File Hash : Suspicious : All 36 Domainlmpacted, URL Feplace FiecordedFuture-|P-FileH ash-Threat-All. st O
» O General Walue | [§Eags =ls gt 4 Object Replace RecordedFuture-P-Filepath-Malware-A11 bt O

] General Yalue  RecordedFuture IP 2 URL : Suspicious : Al 5089 Domainlmpacted, URL Replace RecordedFuture-IP-URL-Suspicious-all. txt O

O Host RecordedFuture : Domains: Full 3473 Host Append RecordedFuture-D omains-Full txt O

O Host RecordedFuture IP: IP; Suspicious : Al 8EE2 Host Replace RecordedFuture-|P-IP-Suspicious-All. tst O

For each Threat Data Provider (defined in the Threat Intelligence Service Manager), LogRhythm
will automatically create 5 corresponding lists in LogRhythm named similar to the Threat Data
Provider. Depending on the type of Recorded Future Risk Lists selected for a specific Threat
Data Provider, the corresponding LogRhythm list will be automatically populated. For example,
when you select multiple data sets of the same type, or if you have a data set with both URLs
and domains within a single Threat Data Provider, the IOCs get aggregated under the same
LogRhythm list, as detailed below:
a. [Name of Threat Data Provider] : File Hash : Suspicious : All - will be
populated with hash indicators if hash related risk lists are selected from
Recorded Future
b. [Name of Threat Data Provider] : URL : Suspicious : All - will be populated
with domains or URLs if domain or URL related risk lists are selected from
Recorded Future
c. [Name of Threat Data Provider] : IP : Suspicious : All - will be populated with
IP indicators if IP related risk lists are selected from Recorded Future

WWW.recor futur m 10
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Entity List Mapping

The name of the Threat Data Provider sets the stage for which fields map to which lists when
building out Al Engine Rules. It is important to note that if you use “IP” anywhere in the Threat
Data Provider name, it will automatically set the List Type to “Host”, which locks the “Use
Contexts” fields under “Additional Settings” in “List Properties”. This means that if you have
anything other than IP feeds coming from this IP Threat Data Provider, they will not be
categorized correctly by LogRhythm and therefore you will not be able to use them to correlate
against entity types other than IP in the Al Engine Rules.

To get around this, we suggest naming your Threat Data Providers without specifying IP in the
name, unless you know that a particular Threat Data Provider will be making only IP feeds
available. Including other IOC types in the name, or not specifying an 10C type at all, will store
the File Hash and URL lists as “General Value” List Types, and the IP list as a “Host” List Type.
This allows you to correlate against any IOC type when creating Al Engine Rules. Since the IP
list is of type “Host” it can still only be correlated against IPs, but the lists LogRhythm creates for
the other 10C types will be free to correlate against any other field. Entity types that are not IPs
cannot be correlated against lists that have a “Host” List Type.

Retire Unused Lists
We recommend retiring unused lists in LogRhythm, or those with 0 entities.

In the LogRhythm Console, go to List Manager

Check the “Action” box next to the feeds you would like to get rid of
Right click anywhere on the screen

Go to Actions -> Retire -> Select “Yes”

hwnh =

Set up Time to Live (TTL)

To get rid of old lists as new ones are ingested, we need to set the TTL.

1. Open up the List Properties by double clicking on the list(s) with entries in them
2. Scroll down to TTL, check the “Expiring Items” box, and set the time of expiration
a. We recommend setting this time somewhere around the same time interval you
have set for the list to be ingested

| List Properties [w} X
Basic Corfiguration List kems Addgtional Settings

List Type

List Name

_RF IP C2:IP : Suspicious : All

Brief Description
|

11

Public Global Administrator

[ Restricted Read

Auto Import
Enable
Replace existing tems [j Import Rems as pattems
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Using Threat Intelligence from Recorded Future

Example Al Engine Rule Setup - Recorded Future Malicious
IPs

With Recorded Future Threat Intelligence being downloaded by LogRhythm, you can now
create Al Engine rules to detect possible malicious traffic in your network.

1. Navigate to the “Al Engine” Tab in the “Deployment Manager”.
2. In the white space below the list, right click to pull up a pop-up dialog box, and
then click “New”.

:E: LogRhythm Console - [Deployment Manager]
©4 File Edit View My LogRhythm Tools Window Help
@ .';_ Personal Dashboard - Investigate . Tail | @ ReportCenter | =| List Manager %4 Deployment Moniter © Deployment Manager

Entities  Platform Manager Data Processors Al Engine  Network Monitors ~ System Monitors | Log Sources  Log Processing Policies  Alarm Rules  People
Al Engine
0 a Actions= | View: ECZAMAZ-HFl6 - E&! Restart Al Engine Servers

Drag a column header here to group by that column.

Action Al Engine Rule Name Rule Status Restart Activation Expiration Data Segregation Mog
A E ¢ Vo i B n

@ New Ctrl=N

(1] Clone

3. Drag the “Observed” cube on the left pane to the blue “Rule Block Designer” and
double click the “Block”.

| m} =
| RueBlockSummery
| Log Add a Rule Block Type to begin. Log Observed
(] (] The Rule Block will signal when the specified logs are
observed.
Data Source
Data Processor Logs
o (m]
‘ Log Sources
Observed All Log Sources
G
o o o roup By
23% Al Engine Rule Block Wizard - Log Observed [m} X
Not Observed Data Source

Compound Choose a data source for this rule block.

Data Processor Logs v

Primary Filters

H:q't? f "'"ﬂ Create Primary Criteria fiters that identify logs to consider for the rule block. At least one Primary Criteria fiter must be specified, and a log will not be considered unless all Primary
Scheduled Criteria fiters are matched. Primary Criteria fiters are evaluated after Day and Time Criteria and Log Source Critenia fitters, and before Include and Bxclude fiters

a@

@

@ MNew %\ Edit @) AddSavedFilter | ) Delete

Fields Filtered On Record Type



http://www.recordedfuture.com

li|- Recorded Future’

4. In the “"Primary Criteria” tab click “New”

++% Al Engine Rule Block Wizard - Log Observed O *

Data Source
Choose a data source for this rule block.

Data Processor Logs w

Prnmary Filters

Create Primary Criteria fiters that identify logs to consider for the rule block. At least ane Primary Criteria filter must be specified, and a log will not be considered unless all Primary
Criteria fitters are matched. Primary Critera fitters are evaluated after Day and Time Criteria and Log Source Criteria filters, and before Include and Exclude fiters.

\u Edit () Add Saved Filter | ) Delete

Fields F New Cn Record Type

Primary Criteria  Include Filters  Exclude Filters  Day and Time Criteria  Log Source Criteria Group By  AIE Summary Fields  Information

Mext > Cancel

5. Then under “Add New Field Filter” choose “Vendor Message ID”

2%¢ Log Message Filter X
£ 2 #dd Mew Field Filter: ~| | EditValues Delste
Operatar Field Filter Made Filtered Yalues
=
T

Next to "Add New Field Filter” choose “Vendor Message ID” . Then double click on
white place

a. Filter Mode = Filter In (Is)

b. Under “Add Item” type “Permitted Outbound Traffic”

c. Click “Add Item”

d. Click “OK”

www.recordedfuture.com 13
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£ | * Add New Field Fitter: v Delste
| Operator Field Filter Mode Filtered Values
Y Vendor Messag.. | s permitted outbound traffic
f
+%7 Field Filter Values m} hat

; Vendor Message ID
Fitter Mode
® Fitter In (Is)

O Fitter Out (s Not}

[ Fiterin Null values?

Add tem
|
[] Regular Expression Ignore Caze

Add ttem Add List. .

‘ permitted outbound traffic ‘

Click OK again to get to this screen again

+3% &) Engine Rule Block Wizard - Log Observed O X

Data Source
Choose a data source for thiz rule block.

Data Proceszor Logs w

Primary Filters

Create Primary Criteria filters that identify logs to congider for the rule block. At least one Primary Criteria filter must be specified, and a log will not be considered unless all Primary
Criteria filters are matched. Primary Critena filters are evaluated after Day and Time Criteria and Log Source Criteria filkers, and before Include and Exclude filters.

@ e \‘ Edit @ Add Saved Filter @ Delete

Fieldz Filtered On Fecord Type

Primary Criteria~ Include Filters  Exclude Filters  Day and Time Criteria Log Source Criteria Group By AIE Summary Fields  Information

6. Next click on the “Include Filters” tab and Click “New”
a. Under “Add New Field Filter” choose “Host (Impacted)”
b. Filter Mode = Filter In (Is)
c. Under “Add List” choose the Recorded Future IP list:

www.recordedfuture.com 14
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i.  RecordedFuture IP : IP : Suspicious : All

2% Al Engine Rule Block Wizard - Log 04 31° Field Filter Values o X

:E: Al Engine Rule Block Wizard - Log Observed

Include Filters

Create filters that must be matched to consider a log for the rule block. i Include fitters are specified, then logs must match all Primary Critena fitters and at least one Include fitter
to be considered for the rule block . Include fitters are evaluated after Day and Time Criteria, Log Source Criteria, and Primary Criteria fitters, and before Exclude filtters.

@ New %, Edit @ Add Saved Filter @ Delete
Fields Filtered On

Record Type
' \Vendor Message ID i Custom
| Remave Filer ok Cancel
Priman Ol
< Back Mext = 0K Cancel Caricel

d. Click “OK”

Next, we do not need to add anything to the “Exclude Filters” and “Day and Time
Criteria” tabs

In the “Log Source Criteria” tab, please choose the log source(s) that you would
like to compare against the Recorded Future IP Threat Intelligence.

15
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9. Inthe “Group By” and “AIE Summary Fields” tab, check mark the “Host (Impacted)”

box
:E: Al Engine Rule Block Wizard - Log Observed O
Group By Fields
Group logs with identical values in the following fields. Logs without a value for a selected Group By field will be excluded.
*indicates fields not written to the AIE Event — AIE Drilldown will wark, but the field is not available for Smart Response or Event queries.
[ Action [1 Known Host (Origin) [] Recipient [ Zore {Impacted) *
[ Application [ Location {Impacted) [] Recipient Idertity [1 Zone {Origin) *
[ City (Impacted) [ Location {Origin) [] Region (Impacted)
[ City (Qrigin} [ Log Source * [] Region (Origin)
[ Classification * [ Log Source Entity [] Response Code
[ Command [ Log Source Host [] Resutt
[] Common Event * [ Log Source Root Entity * [] Sender
[ Courtry (Impacted) [] MAC Address (Impacted) [ Sender Idertity
[ Country {Origin) [ MAC Address {Origin) [] Serial Number
Jcve [ MPE Rule Name [ Session
[] Direction [ NAT IF Address (Impacted) [] Session Type
[] Domain Impacted ] NAT IP Address (Origin} [ Severity
[] Domain Origin [ NAT TCP/UDF Port (Impacted) [ Status
[ Ertity (Impacted) * [ NAT TCP/UDP Port (Origin) [] Subject
[ Ertity {Qrigin) * [] Netwark (Impacted) [] TCP/UDF Port {Impacted)
[ Group [] Network {Origin) [] TCP/UDF Port {Origin)
[] Hash [] Object [] Threat ID
Host {Impacted) [] Object Name [] Threat Name
[] Host {Origin) [] Object Type [JURL
[] HostMame (Impacted) [ Parent Process 1D [] User (Impacted)
[] HostMame (Origin) [] Parent Process Nams [] User (Impacted) Identity
[ Interface {Impacted) [] Parent Pracess Fath [] User {Origin}
[ Interface {Origin} [ Pelicy [ User {Crigin} Identity
] IP Address (Impacted) [] Process ID [] User Agent
[ IP Address {Origin} [ Process Name [ Vendor Irfa
] Known Application [ Protacol [] Vendar Message ID
[] Known Host (Impacted) [] Reason [] Version
Primary Criteria  Include Filters Exclude Filters Day and Time Criteria  Log Source Criteria AlE Summary Fields  Information
< Back Next > Cancel

10. In the “Information” tab, please add in any related information for this correlation

rule

1. Click “OK”

16
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12. Choose the “Settings” tab (Next to the “Rule Block” tab)
a. Add a “Common Event Name” by unchecking the “Sync with rule name”
i.  The “Common Event Name” = “Recorded Future Malicious IPs”
b. Classification = “Security : Failed Malware”

c. Risk Rating = 9 - High-High

13. No changes to the “Notify” and “Actions” tab are necessary

14. In the “Information” tab, please add a “Al Engine Rule Name” and any other relevant
information in the “Brief Description” and “Additional Details”
a. The "Al Engine Rule Name” can be “Recorded Future Malicious IPs”

15. Click “OK”. Congratulations, you have now configured an IP Al Engine rule!
a. You will begin to see alarms being generated in the LogRhythm WebGUI
when a match is found between your log source and the Recorded Future IP

Threat Intelligence.

23* Al Engine Rule Wizard

MNew Event Settings
Common Evert Name
|AIE: |Recor\:|ed Future Malicious IPs ‘

[ Sync with rule name

Classification: |Security: Failed Malware | =

Risk Rating: 5 - High-High ~

Mew Alarm Settings

[] Alam on evert occumence.
Notification Settings

Number of decimal places to print for quantitative values: |2 =

Fule Settings

False Positive Probability (FPP): 5 - Medium-Medium ~ ~

Environmental Dependence Factor (EDF): | None w
Expiration Date

Specify the date and time when the Rule should be automatically disabled.
(® No expiration

O Bpireson | 1/28/2013 5:34 PM

WWW.recor fi

Event Suppression
Enable suppression
Suppression Muttiple: |60 2

x Suppression Interval:  00:00:01
= Suppression Period:  00:01:00

AlE Event Forwarding
Forward AIE Event to Platform Manager

Advanced Settings

Rule Set: [Defautt RuleSet || =

Rurtime Priorty: | Nomal ~

Data Segregation

Segregate log data by Ertity when processed by the rule and output as an Event or an Alam.
® None

() Log Source Ertity
() Log Source Root Entity
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Example Al Engine Rule Setup - Recorded Future Malicious

:E: LogRhythm Console - [Deployment Manager]
-{‘ File Edit View My LogRhythm Tools Window Help
@ | 2‘ Personal Dashboard 4 Investigate 42/ Tail

=| List Manager

@ Report Center

%3 Deployment Monitor  ©j Deployment Manager

Entities  Platform Manager Data Processors Al Engine  Network Monitors — System Monitors  Log Sources  Log Processing Policies  Alarm Rules  People

ﬁ

o ' Actions~

IDrag a column header here to group by that column.

View: ECZAMAZ-HFI6 ~ | E Restart Al Engine Servers

Action | Al Engine Rule Name * | Rule Status ¥ | Restart
@] =] Recorded Future - Malicious [P
3 0

: Recorded Future - Malicious P Detected

| Activation | Expiration | Data Segregation Mode | Alarm Status |

Enabled *Tione " Enabled

Domains

1. We can create Al Engine rules between the Recorded Future data and the data
within LogRhythm for Domains.

2. Navigate to the “Deployment Manager” then “Al Engine” Tab.

3. In the white space, right click, “New".

:E: LogRhythm Console - [Deployment Manager]
5_" File Edit View My LogRhythm Teols Window Help

@ ‘ &. Personal Dashboard Investigate &/ Tail | @ Report Center ‘ 5| List Manager | " Deployment Monitor 5 Deployment Manager

Entities  Platform Manager Data Processors Al Engine | Network Monitors ~ System Menitors  Log Sources  Log Processing Policies  Alarm Rules  People
= €Engice

€ & Actions~ | View: ECZAMAZ-HFI6 v‘ ML Restart Al Engine Servers

Al Engine Rule Name # | Rule Status ¥ | Restart Expiration Data Segregation Maod

=4 [l

(@ New CulsN |
[J] Clone
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4. Drag the “Observed” cube from the left pane to the blue “Rule Block Designer” and
double click the “Block”.

i:Ez’ Engine Rule Wizard O X
| Log Add a Rule Block Type to begin. Log Observed
| (a] a The Rule Block will signal when the specified logs are
| observed
Data Source
Datz Processor Logs
O o
| Log Sources
Observed Al Log Sources
G
] 0 al roup By
3% Al Engine Rule Block Wizard - Log Observed m] %
Not Observed Data Source
Compound

Choose a data source for this nule block:
Data Processor Logs ~
Primary Filters

Create Primary Criteria fitters that identify logs to consider for the rule block. At least one Primary Criteria filter must be specified. and a log will not be considered unless all Primary
Criteria filters are matched. Primary Criteria fitters are evaluated after Day and Time Criteria and Log Source Criteria filters, and before Include and Exclude fitters.

© New N\, Edit ) AddSoved Filter | @) Delete

Fields Filtered On Record Type

5. In the “Primary Criteria” tab, click “New".

+4% Al Engine Rule Block Wizard - Log Observed O X

Data Source
Choose a data sounce for this rule block.

Data Processor Logs ~
Prnimary Filters

Create Primary Criteria fitters that identify logs to consider for the rule block. At least one Primary Criteria fitter must be specified, and a log will not be considered unless all Primary
Criteria filters are matched. Primary Critenia fitters are evaluated after Day and Time Criteria and Log Source Criteria fitters, and before Include and Exclude fitters.

[© New| N\, ot @ Add Soved Fitter | @ Delete

Fields F Mew On Record Type

Primary Criteria  Include Filters  Exclude Filters Day and Time Criteria  Log Source Criteria  Group By  AIE Summary Fields  Information

Back Next = QK Cancel

6. Under “Add New Field Filter” choose “Vendor Message ID”".
Filter Mode = Filter In (Is)

Under “Add Item” type “C&C DNS Name”

Click “Add Item”

Click “OK”

o0 oo


http://www.recordedfuture.com

li|- Recorded Future’

¥ Add Mew Field Filter: v | Edit®
| Operator Field Filter Mode Filtered ‘W alues
: 9 Damain Impacted | 1z RecordedFuture : URL : Suzpicious : All
[
++3 Field Filter alues | e

Domain Impacted
Filter M ode
(®) Filter In f13]

() Filker Qut [z Mot)

[] Filter in Mull values?

|.-i'-.|:||:| [tem
|

[ ] Regular Expression Igrore Case

Add ltem &dd List...

| g RecordedFuture : LIRL : Suzpicious : Al |

7. Next click on the “Include Filters” tab and Click “New”.
a. Under “Add New Field Filter” choose “Domain Impacted”
b. Filter Mode = Filter In (Is)
c. Under “Add List” choose the Recorded Future list name:

i.  RecordedFuture : URL : Suspicious : All
d. Click “OK”

:E: Al Engine Rule Block Wizard - Log Observed

Include Filters

Create filters that must be matched to consider a log for the rule block. i Include fitters are specified, then logs must match all Primary Criteria fitters and at least one Include fiter
to be considered for the rule block . Include fitters are evaluated after Day and Time Criteria, Log Source Criteria, and Primary Criteria fitters, and before Exclude filtters.

@ New %y Edit ) AddSavedFilter | €} Delete

Fields Filtered On

Record Type
9 \Vendor Message ID

| Custom

8. Next, we do not need to add anything to the “Exclude Filters” and “Day and Time
Criteria” tabs.

9. In the “Log Source Criteria” tab, please choose the log source(s) that you would
like to alert on in relation to domains.

10. In the “Group By” and “AlE Summary Fields” tab, check mark the “Domain
Impacted” box.
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+3% Al Engine Rule Block Wizard - Log Observed O X
Group By Fields
Group logs with identical values in the following fields. Logs without & value for a selected Group By field will be excluded.
* indicates fields not written to the AIE Event — AIE Drilldown will work, but the field is not available for Smart Response or Event queries.
[ Action [] Known Host (Origin) [] Recipient [ Zone {Impacted) *
[ Application [ Location {Impacted) [] Recipient Idertity [ Zone {Origin) *
[ City (Impacted) [ Location {rigin) [] Region {Impacted)
[ City (Origin} [ Log Source * [] Region {Origin)
[ Classffication * [ Log Source Entity * [] Respanse Code
[] Command [ Log Source Host [] Result
[] Comman Event = [ Log Source Root Ertity * [ Sender
[ Country (Impacted) [] MAC Address (Impacted) [] Sender Identity
[ Country (Drigin) [] MAC Address (Origin) [ Serial Number
[Jcve [] MPE Rule Name [] Session
[ Direction ] NAT IP Address (Impacted) [ Session Type
Domain Impacted [] NAT IP Address (Origin} [] Severity
[] Domain Origin [] NAT TCP/UDP Port {Impacted) [ Status
[ Ertity (Impacted) * [C] NAT TCP/UDF Port {Origin) [] Subject
[ Ertity {Origin} * [ Network (Impacted) [] TCP/UDF Port {Impacted)
[ Group ] Netwark {Origin) [ TCP/UDF Port {Origin)
[] Hash [] Object [] Threat ID
[] Host (Impacted) [] Object Name [] Threat Name
[ Host {Origin) [] Object Type [JURL
[] HostMame (Impacted) [] Parent Process 1D [ User (Impacted)
[] HostMame (Origin} [] Parent Pracess Name [] User (Impacted) Idertity
[ Interface {Impacted) [] Parent Pracess Path 7 User (Origin)
[ Interface {Origin) [ Palicy [] User ({Crigin) Identity
[ IP Address {Impacted) [ Process ID [ User Agent
] IP Address ({Origin} [] Process Name [] Vendor Info
[ Known Application [ Protacol [ Vendor Message ID
[] Known Host (Impacted) [] Reason [] Version
Primary Criteria  Include Filters Exclude Filters Day and Time Criteria  Log Source Criteria roupBy AIE Summary Fields  Information
< Back Next > Cancel

11. In the “Information” tab, please add in any related information for this correlation

rule.

12. Click “OK".

13. Choose the “Settings” tab (Next to the “Rule Block” tab).
a. Add a “Common Event Name” by unchecking the “Sync with rule name”

b. Classification = “Security : Failed Malware”

C.

The “Common Event Name” = “Recorded Future Malicious Domains”
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d. Risk Rating = 9 - High-High

:E: Al Engine Rule Wizard

New Evert Settings

Commaon Evert Name Event Suppression

|.ﬂIE. |Recun:|ed Future Malicious Domains| | Enable suppression
[ Sync with nule name Suppression Muttiple: |80 |5
Classification: |Securi’ry: Failed Malware ‘ = * Suppression Interval:  00:00:01

= Suppression Period:  00:01:00
Risk Rating 5 - High-High ~
AlE Event Forwarding

Forward AIE Event to Platform Manager
Mew Alarm Settings
[] Alarm on evert occumence.
Notification Settings
Mumber of decimal places to print for quantitative values: (2 15

Rule Settings
Advanced Settings
Falze Positive Probability (FPP): 5- Medium-Medium Rule Set: ‘Default FuleSet | =
Environmental Dependence Factor (EDF): | None ~ Rurtime Priority: | Nomal ~
Expiration Date Data Segregation
Specify the date and time when the Rule should be automatically disabled. Segregate log data by Entity when processed by the rule and output &s an Event or an Alam.
(® No expiration (® None

8:45 PM (O Log Source Entity
(O Log Source Roat Entity

(O Expireson | 1/28/201

@

14. No changes to the “Notify” and “Actions” tab are necessary.
15. In the “Information” tab, please add “Al Engine Rule Name” and any other relevant
information in the “Brief Description” and “Additional Details”.
a. The “Al Engine Rule Name” can be “Recorded Future Malicious Domains”
16. Click “OK” and now the Domain Al Engine rule is configured.
a. You will begin to see alarms in the LogRhythm WebGUI when match(es)
between Recorded Future Threat Intelligence and your related (domain) log
sources are found.

:E: LegRhythm Conscle - [Deployment Manager]
"-,Eile Edit View My LogRhythm Teols Window Help

Q h- Personal Dashboard -« Investigate . Tail | @ Report Center E| ListManager | ¥g Deployment Monitor 2 Deployment Manager

Entities  Platform Manager Data Processors A Engine  Network Monitors  System Menitors  Log Sources  Log Processing Policies  Alarm Rules  People
Al Engine
e @ Actions- | View: EC2AMAZ-HFJ6 = ﬂh Restart Al Engine Servers

Drag a column header here to group by that column.

Action Al Engine Rule Name Rule Status Restart Activation Expiration Data Segregation Mode | Alarm Status
E [m] Recorded Future - Malicious Domain| ~ = mlf = = Il :
Enabled

[] Recorded Future - Malicious Domain Detected CEnsbled A A Hone
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|IOC Enrichment

As LogRhythm users investigate alarms and other anomalous network traffic, it can often
be very useful to find out what information Recorded Future may have about one or more
indicators, be they IP addresses, domains, or hashes. In particular, Recorded Future is
collecting information about threats from hundreds of thousands of sources all over the
web and analyzing this raw information in real-time to provide actionable insights. SOC
analysts can often gain indicator context from Recorded Future to determine whether an
alarm warrants further investigation or can simply be filed away as 'low risk'.

The easiest way to get Recorded Future context on indicators associated with a
LogRhythm alarm is to simply download and install the Recorded Future Browser
Extension (available for Chrome at this link and Mozilla Firefox at this link). More
information about the Recorded Future Browser Extension is available on this support
section.

1. By default the Recorded Future Browser Extension will enrich any IoC that it finds
on a particular web page; this works seamless on I0Cs viewed in the LogRhythm
WebGUI.

a. The most popular use case within LogRhythm is enriching alarm loCs
i. For example, when an alarm such as “AlE: Recorded Future -
Malicious IP Detected” pops up, we see the created “Event Data”
ii.  We can then see the “Host (Impacted)” IP address

Search... H‘v av 9

@ Paused P >

Inspector
e —————
e A NN NSNS

Jan 27 Tue 29 Id: 2341 | AIE: Recorded Future - Malicious
IP Detected

roup: Any ¥ Alarm Id:Any W InaCase:Any W Reset Filters

Data, Comments & Al Engine

Sort By Please Select = LaeE kiLs

Y Event Dakt
01/30/2019 5:01:48 pm Id: 2344 vent Data

Alarm ID 2341
Alarm Date 01/30/2019 5:01:48 pm

Bm O Alarm Name  AIE: Recorded Future -
Malicious IP Detected
AIE: Recorded Future - Malicious 1P PO .
—— Classification  Suspicious

Global Entity Log Source Al Engine
01/30/2019 5:01-48 pm Id-2341
Zone External

(Impacted)
— Entity Global Entity
@m O (Origin)
AlE: Recorded Future - Malicious IP Entity Global Entity
—— (Impacted)

Clabal Entity Host 185.38.249.242
01/30/2019 5:01:48 pm 1d:2338 (Impacted)



https://chrome.google.com/webstore/detail/recorded-future/cdblaggcibgbankgilackljdpdhhcine
https://addons.mozilla.org/en-US/firefox/addon/recorded-future-look-up/
https://support.recordedfuture.com/hc/en-us/categories/360001458173-Browser-Extension
https://support.recordedfuture.com/hc/en-us/categories/360001458173-Browser-Extension
http://www.recordedfuture.com

li|- Recorded Future’

iii. Now we can click the Recorded Future Browser Extension Icon for
further context

Alarm 1D

Alanm Date

Alarm Mame

AIE: Recorded Future - Malicious IP

Detected

Global Entity Log Source Al Engine
0145 pm Id: 2341

Classification

Zone External
{Impacted)
—— Entiky Global Entiky
D O {Qrigin)
AIE: Recarded Future - Malielous 1P Entlty ZEEIELD
e {Impacted)
Global Entity Host 185.38.249.242
o 019 5:01:48 pm Id: 2338 {impacted)

iv.  We can view more enriched information by expanding the section
with a click on the upside down carrot symbol on the right

*|:]- Recorded Future

A A A A A
NSNS\ NN IP ADDRESSES
Jan 27 Tue 29 d Future - Malicious
cted
roup: Any » Alarm Id:Any W In 185.38.249.242 ¢ 71 ~ Al Engine
Sort By | Bleseed Historically Linked to Intrusion Method Rule

— 8 sightings on 2 sources: VirusTotal URLs, MalwareDomainList
01/30/2019 5-01-48 pm updates. 3 related intrusion methods: Worm.Autorun, Trojan,
Badware.

Most recent link (Dec 15, 2018): 12019 48 pm

ecorded Future -
Recently Linked to Intrusion Method ous IP Detected

1 sighting on 1 source: VirusTotal URLs. 1 related intrusion
method: Badware.

AlE: Recorded Future
Detected

Global Entity
01/30/2019 5:01:48 pm

Phishing Host

8 sightings on 1 source: MalwareDomainList: Malicious URL
Reports (reported phish), P Address reported as host of 8 active
AIE: Recorded Future phishing URLs including hxxp://185.38.249.242/b7.exe,
Detected hxxp://185.38.249.242/b2.exe, hxxp://185.38.240.242/pl.exe.

v. To view all of the information Recorded Future has on a particular loC
you can click on the 1oC (In this case 185.38.249.242) which will
pivot to the Recorded Future Portal

www.recordedfuture.com 24
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185.38.249.242 - |P Address l;|- Recorded Future :
® 1 Analyst Mote Malicious

59 References to This Entity 71 Risk Score 71

First Reference Collected on May 12, 2014 o 100 3 of 50 Risk Rules Triggered

Latest Reference Collected on Jan 25, 2019
ASN AS197226, ORG sprint 5.A., GEO Poland

Show recent cyber events involving 185.38.249.242 in Table | v

Show all events involving 185.38.249.242 in Table| v

riggered Risk Rules

Recently Linked to Intrusion Method - 1 sighting on 1 source
VirusTotal URLs. 1 related intrusion method: Badware. Most recent link (Jan 25, 2019): https://www.virustotal.com/en/url/3asbf24c
791cf40bedcd4dbfead8a0ece59387bd348d8a00455a307ab0a367e1 c/analysis/

Phishing Host + 2 sightings on 1 source
MalwareDomainList: Malicious URL Reports (reported phish). IP Address reported as host of 8 active phishing URLs including
hxxp://185.38.249.242/b7 exe, hxxpi//185.38.249.242/b2.exe, hxxp://185.38.240.242/pl.exe.

Historically Linked to Intrusion Method - 8 sightings on 2 sources

WirusTotal URLs, MalwareDomainList updates. 3 related intrusion methods: Worm.Autorun, Trojan, Badware. Most recent link (Dec
15, 2018): https://www.virustotal.com/en/url/87b697aa080edSca797f20e4d735ed6e0a58d6e09c44777aebe89a725e20f0cb/analysi
s/

© Learn more about IP Address risk rules

Analyst MNotes from Recorded Future

Malware Threat List =
http://valouweeigenaren.nl/customers/billing/df367548-18.zip
<https://app.recordedfuture.com/live/#!/?sc=4GtsCHArI3gd> URL O
http://www.cerquasas.it/wp-admin/user/UPS_INVOICE.rar
<https://app.recordedfuture.com/live/#= URL O

http://www.ceisystems.it/ <https:/fapp.recordedfuture.com/live/#= URL 0
http://www.inevo.co.il/ <https://app.recordedfuture.com/live/#= URL 0
http://www.smartscan.ro <https://app.recordedfuture.com/live/#= URL 0
http://www.tvnews.or.kr/web/view.html
<https://app.recordedfuture.com/live/#= URL O
http://www.gold-city.it/image/_vti_cnflapp/psi.exe
<https://app.recordedfuture.com/live/#=> URL 0
http://wv-law.com/HSBC.BANK_STORAGE.DATA/secure_payment.html
<https://app.recordedfuture.com/live/#= URL 0
http://www.casamama.nl/ <https://app.recordedfuture.com/live/#=... Full note

Source Recorded Future Motes by Adam Little on Oct 16, 2018, 19:37 « Note Actions

Congratulations! You have completed the Recorded Future integration for LogRhythm. If
you have any questions, please reach out to your account team or submit a support

request.


https://support.recordedfuture.com/hc/en-us/requests/new?ticket_form_id=360004119534
https://support.recordedfuture.com/hc/en-us/requests/new?ticket_form_id=360004119534
http://www.recordedfuture.com

li|- Recorded Future’

Appendix A

What if a collection name changes on the Recorded Future

STIX/TAXII server?

Occasionally, collection names change on the Recorded Future STIX/TAXII server and hence
the old collection name will no longer be available for download. To fix that and work with a new
collection name, you need to go to the LogRhythm Threat Intelligence Service Manager and
perform these next steps. For example, imagine an "old collection"” named domain_full_large

was just changed to domain_full.

1. Open the LogRhythm Threat Intelligence Service Manager

File  Options

LogRhythm Service: Running  Stop Service

Prowy Settings: Mot Enabled Configure

Threat Data Providers

Threat Intelligence Service

;E= LogRhythrm Threat Intelligence Service Manager

Specify the Threat Intelligence Service configuration settings.

= X

Add Custorn S ource

® Open Source : Abuse.ch

@ Open Source ; Alierivault

@ Open Source ; AutaShun

® Open Source : Hail a T axii

® Open Source : Malware Domain

@ Open Source : PhizhT ank

® Oper Source : SANS-SC

® Oper Source - TOR Mebwark

@ Custom : RecordedFuture

w

Custom: RecordedFuture
Enahled:

Feed Name

domain_historical_covidl9related domain_lure

domain_full
domain_cormprorized_url
domain_cc_url
domain_cc_nameserver
domain_cc_dns_name
domain_blacklisted _dns_name
domain_active_phishing_url

Last Downloaded: 1/18/2021 07:07 PM
Mest Run Time: 141942021 07:07 PM

Diownload every: | 24 Hours
First Run at: 05:00 A =

Remove Provider Edit Provider

Check &l Clear &ll

Enable |+
™
-
™
I~
I
rd
™
- a

~ | | Download Now

Test Save

2. Threat Intelligence Service should have an auto refresh collection list, so you should be

able to see the new collection name there.

3. Now you need to mark it and download it by pressing Download Now.

4. Check the downloaded file, that should be located in the default or custom folder for your
Threat Intelligence Service, the file name according to example should be named
RecordedFuture-Domain-Full and it should contain a list of domains. In this case it is

www.recordedfuture.com
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custom folder.

(e = | LR lists m] x
Home Share Wiew 9
&« v 4 » ThisPC » Documents » LR_lists v Search LR_lists y-l
~ MHame Date modified Type Size
s Quick acress
=] Alienbault-1P-Attack-All 141972021 230 PM Text Docurnent 23KB
[ Desktop -
|=| RecordedFuture-Domains-Full 1772001 T:07 PM Text Docurnent 52 KB
¥ Downloads 5] RecordedFuture-IP-Suspicious-All 1/17/2001 07 PM Text Docurnent 52 KB
= Documents |=| RecardedFuture-URL-Suspicious-&ll TAFR202 BOT M Text Docurment 8KB
=/ Pictures

Log Gen Scripts

5. Now you should go to the LogRhythm Console.

6. Once logged in click the List Manager we can see that a new list is being populated. We
need it's name for future, in this case it is Recorded Future Domains Full.
Note: There can be no Entry Count, probably because we at the beginning of the
setup of LogRhythm Threat Intelligence Service Manager used different folders for
threat lists. And now LR can’t auto import them. To fix it you need to edit the record,
remove the auto import option and choose the file manually .

242 LogRhythm Cansole - [List Manager]
2] File MyLogRhythm Tools Window Help

@ o0e 2

|Dashboard X Investigate 3/ Tl | @ Report Center | (=] ListManager | % DeploymentMaritor 7 Deployment Manager

Drag a column header here to group by that column

Acton | ListType | Name Enty Court | Use Contests Autolmpatt | Import Options | Impot Flename. Resticted Read | Deserption
BE Em @ = = = m =

O Replace O

O Replace [

O Replace O

o [m} o

O 473 Host O o

(x| 0 Identiy O o

o [m] o

o [m} o

o [m} o

o a o

o [m} o

o [m} o

o [m} o

o a [J  System, Applcation, and Secuity Event Logs of production Windows Servers. LogRhythm User Activity M
» O Append RiecordedFuure Damains Ful it o

7. Now you need to make changes to the correlation rule that is using domain_full_large
list.

8. Navigate to the Deployment Manager, then Al Engine tab.

5% LogRhythm Console - [Deployment Manager]
" File Edit View MylogRhythm Teols ‘Window Help

@ | & Personal Dashboard  y Investigate .2/ Tail | @ PReportCenter | =| ListManager | ®a Deployment Monitor 7 Deployment Manager

Enfiy  Platiorm Manager  Data Processors A1 ENGine  Metwork Monitors  Gystem Moritors  Log Sources  Log Frocessing Policies  Alam Rules  People  Third Party Applications
[AlEngine

@ @ Actionsv | View: 17230128227 | [l Restart & Engine Servers

Drag a column header hers to graup by that caluran

Action | Al Ergine Fiule Name Ruls Status © | Restart Activation Expiration Data Seqiegation Mode | Alam Status | Auto Drldown | EDF FPP Suppress For | Runiims Priority o
(m] 1] [5] [=] = = [=] [=] [=] [=] [=] [=] [=] =
» nains 1E5TING  Medum Medim 1 Minute Narmal E

[]  Recorded Futue Malisious [Fs Enabled WA [ Hane Enabled Enabled Hone MedumMedium 1 Minuts Hormal

9. Then choose rule that is using old list (domain_full_large).
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10. In the blue Rule Block Designer double click the Block for Observed.

+£2 4] Engine Rule Wizard

observed

Testing Domain

Data Souce
Dala Processor Logs
Observed

Primary Critenia

Include Fitess
Domain Impacted ls
Not Observed A
Compound Log Sowces

Al Log Sources

Group By
Damain Impacted

Mot Observed
Scheduled

11. Next click on the “Include Filters” tab and Click on the filter that is
domain_full_large
@ Mew %% Edit ) Add Saved Filter | @ Delete

Fields Filtered On
% C'omain Impacted

Primary Criteria  |nclude Filters  Exclude Filters Day and Time Criteria~ Log Source Criteria Group By AIE Summary Fields  Information

| RuleBlock Typss | | PRuleBlockSummay
Log Log Observed
The Rule Block will signal when the specified logs are

Wendor Message ID 3: che dns domain names

RecordedFuture - URL : Suspicious

using

28
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12. In the new window Under Add List choose the old list and click remove filter. And then
press Add List and choose the newly added I|st And finally press OK

% Al Engine Rule Block Wizard - Log 0 £

Include Filtara
Create fitg £3* Log Message Filter
to be cong

@ New

| Operator Field
Figlds Filte}

(Y Doncing

+

Domain Impa

Primary Ciil

< Back Nest >

4 Field Filter Values O
Domain Impacted
Filter Mode
@ FiterIn l1s)
O Filter Dt ls Not] Editfelles DL
[ Filter in Null values?
Add [tem
[ Regular Expression lgnore Case
Add Item Add List
E RecardedFuture : URL @ Suspicious : Al
Flemove Filer o Cancs|
oK Cancel

13. Now save all the changes you have made.

NOTE: This was just an example to illustrate the problem and has rarely happened to date.

4

He fiter

Type

Cancel

29
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Appendix B

What to do when there are no entities in a collection?

If a collection is showing O entry count, it could be the case where the initial installation of
LogRhythm Threat Intelligence Server was configured to a different folder for threat
intelligence. As a result, LogRhythm isn't able to find and auto import the threat
intelligence.

To fix this, clients need to edit the record, remove the auto import option, and choose the
file manually. By default this folder is <C:\Program Files\LogRhythm\LogRhythm
Job Manager\config\list import\>. If this folder is used, auto import will work. If
the user wants to change the folder it can be done under File > LogRhythm Service
Configuration.

3% LogRhythm Threat Intelligence Service Manager - x
File | Options
| LogRhythrm Service Configuration ‘
Add Custom Source
View Lags lce configuration settings.
Exit
TIPS ErvICE. T TGy S0 SETvIse
Prowy Settings: Mot Enabled  Configure
Threat Data Providers Add Custom Source

@ Open Source : Abuse.ch ‘ “

Custom: RF - Domains ‘
Enahbled: Check &l Clear All

WWW.recor futur m 30
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:E: LogRhythm Threat Intelligence Service Manager - X

LogRhythm Threat Intelligence Service
Integrate LogRhythm with 3rd pary threat data from

commercial vendors and free feeds.
LogRhythmr

The Security Intelligence Company

Welcome!

Please connect to your LogRhythm instance to continue

Server | localhost |

Database:  |LogRhythmEMDB |

Log in with Windows account
Uszer Mame:
Password:

Test Connection

List Path:  |C:\Program FilesiLogRhwthmiLogRhythm Job Manager‘lconfigll\st_in‘ .

31
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Appendix C

How to set custom download frequencies

To set up custom pull frequencies for the feeds you’re downloading into LogRhythm, follow the
steps detailed below. We recommend pulling IPs once an hour (60 minute frequency), Domains
and URLs once every two hours (120 minute frequency), and Hashes once a day (1440
frequency).

The pull frequencies of feeds in LogRhythm can be customized in the configuration file by going
to: C:\Program Files\LogRhythm\LogRhythm Threat Intelligence
Service\config\lrtfsvcconfig. json. Find the desired data provider (under
“ProviderName" field), change the “Frequency’ field (in minutes), and save the file.

"StixProviders™: [
{

"NumofBackDaysData™: 7,
"Password”: "3||qHrcsB3y/UwQdOhq28any20j@oEeRbNjL1SN5v85x7 /zgSuydel+amEvYw2i/P7",
"LastFullDownloadOn™: “5/16/2018 ©5:00:15 AM",

“SourceURL": “https://api.recordedfuture.com/taxii”,

"UserName”: "3||1nuodcGOStCEfwyBvrHBNQ==",

"Enabled”: true,

"IsFirstRun™: false,

" LU

UownloadedDataln": "5/18/2018 @5:00 PM",
"DownloadlLastAttemptedOn™: "5/18/2018 @5:00@ PM",
"FirstRunTime": "@5:88 AM",

"ProviderLastUpdatedDate™: "5/18/2018 ©5:00:25 PM",
"ProviderName”: "Recorded Future - Malicious IP Addresses™,
"CustomObjectTypes™: [],
"CertificateAuthentication™: {
"isCertificateAuthentication™: false,
“certificatePath™: "",
"certificatePassword":

www.recordedfuture.com 32
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Appendix D

How to Increase the Entity Download Limit

To increase the entity limit for a Threat Data Provider to greater than 100k, follow the steps
detailed below. Note that as you increase the amount of entities brought into LogRhythm, this

will also increase the corresponding file size.

The entity limit of feeds in LogRhythm can be customized in the configuration file by going to:
C:\Program Files\LogRhythm\LogRhythm Threat Intelligence
Service\config\lrtfsvcconfig. json. Find the desired data provider (under
“ProviderName" field), change the “TopRisksList1Size" field for the appropriate LogRhythm list
according to which entities you are pulling in for a specific Threat Data Provider (listed below),

and save the file.

1. [Name of Threat Data Provider] : IP : Suspicious : All - This list contains all of the IP

entities downloaded from Recorded Future risk lists
2. [Name of Threat Data Provider] : URL : Suspicious : All - This list contains all of the URL

and domain entities downloaded from Recorded Future risk lists

3. [Name of Threat Data Provider] : File Hash : Suspicious : All - This list contains all of the
hash entities downloaded from Recorded Future risk lists

{

1

“ListParentID": -2252,

“TopRiskslList1Size": 500000,

"ListParentID": -2355,
"TopRiskslist1Id":
"TopRiskslList1Size": 500000,

"LrLists": [

ISK5LISTZA1d . 9,

"TopRisksList2Size": @,

“ListName": "Recorded-Future-Limit-Check-IP-Suspicious™,
"ListObservableType": "IP",

"ThirdPartyCategories™: "IP"

2178

ISTZI0 .0,

“TopRisksList2Size": @,

"ListName™: "Recorded-Future-Limit-Check-URL-Suspicious”,
"ListObservableType™: "URL",

“ThirdPartyCategories™: "URL"

"ListParentID": -2274,

"TopRisksList1Id": 2179,

“TopRiskslList1Size": 500000,

"TopRisksList2Id": @,

"TopRiskslList2Size": @,

"ListName": "Recorded-Future-Limit-Check-Filepath-Malware",
"ListObservableType": "FilePath",

"ThirdPartyCategories”: "filepath”
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