1. Recorded Future LoglCAS5 integration

The Recorded Future platform provides real-time threat intelligence.

The complement of information provided by integrating Recorded Future into LoglCAS helps teams make
more confident decisions faster. With up-to-the-minute risk scores and evidence, teams can easily see which
indicators need attention first, helping them prioritize their time to achieve maximum impact.

When we access the Recorded Future Menu option in LoglCAS5, we are shown a table with the data imported
from the platform.
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20.1 Importing data

Importing Recorded Future data into LoglCAS is done with three tasks that can be configured with the
scheduler:
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These three tasks update the IPs, Domains and URLs data. The imported data is used as a cache to be used
later in correlation rules or actions. If any search in this data is not successful, the remote query to the
Recorded Future APl is used instead.

20.2 Query data

Once the data cache is updated, we can consult them by accessing the Recorded Future menu option.



We can classify them by the level of evidence and perform searches for certain IPs, Domains or URLs.
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Each entry in the table can be consulted on the Recorded Future page by clicking on the icon .

We can also observe the detail information of the entry by displaying the element with

e
Titulo Descripcién Evidencia Detalle Acciones
81414111 Current risk: Malicious.Triggers 5 of 51 rules true ~

IP Address 81.11.11.11

Total Referencias: 153 g Rlesga Actual: Unusual

Primera referencia recopilada: 23 AZ0 2017 y Puntuacién de Riesgo: 5

Ultima referencia recopilada: 19 )ul 2020 L & 2 1 of 53 Risk Rules currently observed.
GEO: Germany, Europe R il

Reglas de Riesgo Desencadenadas

Historically Linked to Intrusion Method 24 Jun 2020

5 sightings on 1 source: ReversingLabs. 3 related intrusion methods: Malware Packer, FakeAntivirus, NSAnti. Most recent link (Jun 24, 2020):
https://a1000.reversinglabs.com/accounts/login/?next=/%3Fq%3Dc88b9bd1 d1 c7add26bded8adffe6fS11ec3561fedcdee1d6646df 05 669ec3e

Métricas

pasteHits: 0
whitlistedCount: 0
publicsubscore: 5
technicalReportingHits: 186
sixtyDaysHits: 0
mitigatedCount: 0

sevenDaysHits: 0

darkWebHits: 0

criticality: 1

undergroundForumHits: 0

infoSecHits: 186
oneDayHits: 0

phishingSubscore: 0

trendVolume: 0
linkedIntrusion: 1
maliciousHits: 1
totalHits: 183
c2subscore: 0

socialMediaHits: 0

This information can be expanded by consulting Recorded Future directly by pressing the button > .



20.3 Apply Recorded Future Actions

The query for obtaining information on threats can be executed from the LogICAS5 log and event data
panels. We select the fields that we want to analyze, either domains, IPs or URLs and click on the Actions icon:
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A window is displayed in which we can select the action to apply.

If we select "IP Threat Detail (Event)”, the Recorded Future query of the IP selected in the panel is executed. If
datais obtained, it is shown in detail:
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[ELETTMN  Detalles direccion 1P

Entidad Tipo Acciones

530104230 ipAddress ~ B

5.30.104.239

Primera referencia recopilada: 16 Ene 2020

Ultima referencia recopilada: 24 £ne 2020

ASN: AS15802 ORG: Emirates Integrated Telecommunications Company PISC (EITC-DU)

GEO:, United Arab Emirates, Asia

wies currently observed,




