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Recorded Future Managed Intelligence and Response

Extend and Enhance Your Security Team

Challenge

As the attack surface grows and adversaries attempt to exploit every possible
weakness, security teams are often overwhelmed struggling to manage more
and more vulnerabilities and security alerts. With too little time and not enough
information, it’s difficult to determine where to focus precious resources.
Analysts should be spending their valuable time addressing priority security
risks and not searching for information on the open and dark web, only to find
incomplete pieces of what they need — ultimately resulting in missed threats
and slower responses.

The Recorded Future Solution

The Recorded Future Managed Services team enhances your security team
to keep your business running smoothly. As an extension of your team, we

partner closely to foster trust and transparency, and help grow and mature

your security program as you deem necessary.

The Recorded Future team enables security operations and incident response
teams to identify previously unknown threats and respond confidently —
without the need for manual research. This is accomplished with the
Recorded Future Intelligence Platform whereby the collection, analysis,

and production of intelligence is automated from an unrivaled range of open
source, dark web, and technical sources, and combined with world-class
human based research to drive accelerated remediation. This approach
produces intelligence at massive scale, and is integrated directly with your
security team workflows and the tools they use for more effective alert

triage and smarter threat detection use cases.

Our team of skilled and experienced analysts will work alongside your security
teams to help manage, monitor, triage and respond to alerts for threats or
vulnerabilities which are specific to your organization and IT environment.
Learn how the Recorded Future Service team can assist your security team
and help you stay one step ahead of adversaries.

KEY FEATURES

World-class threat analysts extend and enhance
your team:
« Tailored use case definition and defined outcomes
o Alert triage and incident response
« Managed response services

Service levels to fit your needs and budget:
« Daily incident escalations

Workflows seamlessly integrated into existing
processes and tools:
« Incident management and messaging system
» Recorded Future Intelligence Platform
e Email

BENEFITS
« Access to experienced threat response analysts
« Identify and mitigate threats faster with
less resources
« Immediate time to value leveraging best
practices and industry expertise
« Validated incident escalations with no alert fatigue
o A fully managed intelligence platform to minimize
digital risk
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Features of Managed Services Offered

MANAGED BRAND INTELLIGENCE: Protect your reputation and brand. Ensure everything that makes up your brand;
your products, employees, executives and customers are safe from external threat actors looking to steal or tarnish
your digital footprint.

Data and credential leak monitoring

Executive protection from doxxing to impersonation

Phishing and fraudulent site detection

Dark web monitoring / compromised asset detection

Code repository / paste site monitoring

App store and messaging platform monitoring

Takedown services*

Dark web marketplace purchases and threat actor engagements*

*Available as add-on services

MANAGED THREAT AND VULNERABILITY INTELLIGENCE: Stay ahead of adversaries with real-time intelligence.
We will do the work to provide you with prioritized intelligence delivery so your security team can take action to
mitigate threats before damage can be done.

Ransomware threat monitoring

Crime or fraud threat actor monitoring

Threat Actor and TTP monitoring

Detection & hunting packages delivery

Industry / peer threat analysis and monitoring

Vulnerability prioritization and exploitation likelihood analysis

Threat actor and malware attribution to vulnerability and misconfigurations

MANAGED THIRD PARTY INTELLIGENCE: Eliminate third party risk. Our team delivers actionable findings and
intelligence to your Third Party Risk, GRC and Threat Intelligence Teams to protect your organization from threats
and operational risk stemming from vendors and suppliers.

High risk vendor detection and response

Supplier breach and disruption monitoring

Supplier data leakage by ransomware detection
Company and data curation management

Third party violation and executive reporting templates

Experience the Recorded Future Managed Services Difference

Protect your organization without overextending your security team. Recorded Future security
experts enhance your team, however advanced, to manage increased workloads and alert
volumes. Leverage our team to monitor, troubleshoot, and remediate threats your security team
is facing 24x7x365.

ABOUT RECORDED FUTURE

Recorded Future is the world’s largest provider of intelligence for enterprise security. By combining persistent and pervasive automated data collection and analytics with human analysis,
Recorded Future delivers intelligence that is timely, accurate, and actionable. In a world of ever-increasing chaos and uncertainty, Recorded Future empowers organizations with the visibility they
need to identify and detect threats faster; take proactive action to disrupt adversaries; and protect their people, systems, and assets, so business can be conducted with confidence. Recorded
Future is trusted by more than 1,000 businesses and government organizations around the world.
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