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Implement NIS2 Directive Requirements
with Recorded Future Intelligence Cloud

The NIS (Network and Information Systems) Directive was established by the European Union to
provide guidance on the cybersecurity resilience of critical infrastructure and essential services.
The Directive focuses on:

Implementation of
robust security

Development of Prompt reporting of Foster
documented incident significant incidents to cross-border

measures response plans national authorities cooperation

Given that NIS2 will impact even more sectors than previously and includes new recommendations
and requirements, it's suggested that organizations start preparing for compliance.

What's different in NIS2?

Increased focus on supply chains and third-party risk

66% of organizations are not confident their vendors would notify them of a data breach’ and 15%
of breaches identified a supply chain compromise as the source of a data breach It is not sufficient
to just be aware of internal risks to mitigate attacks.
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Incident Reporting

Under NIS2, organizations may be required to submit an early warning within 24 hours of any
significant incident and a full notification report within 72 hours, which needs to include the
assessment of the incident, severity and impact, and related |I0Cs.
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63% of confirmed data breaches involved
weak, default, or stolen passwords. Recorded
Future Identity Intelligence helps security
and identity teams proactively prevent
unauthorized access and takeover of accounts.

Accountability of the management

NIS2 outlines management’s responsibility for the cybersecurity maturity of their organization.
One way for management to take a more active role is by understanding the risk to your business
through regular risk assessments.
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Use of innovative technologies

The NIS2 Directive actively promotes the adoption of cutting-edge technologies, particularly
artificial intelligence, within organizations. The Directive emphasizes the strategic utilization of
innovative tools to enhance the identification and mitigation of cyber threats, while increasing
efficiency and effectiveness of resources.

Whst 1 e knoun oo s bt LckB Gy ot e stacs? » Reduce time spent searching, summarizing,
and writing reports by hours.

il The known methods used by the LockBit Gang to carry oul their cyber attacks include: 1

1. Ransomware Attacks: LockBit Gang primarily carries out ransomware attacks. 2 They gain initial access 1o a target Q
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They then escalate privileges, move laterally, and gain control over critical systems before encrypling files and demanding

about threat patterns, implications, and

2. Double Extortion: LockBit Gang empioys a double extortion strategy. In addition to encrypting the victin's files, they . .
also exfiltrate sensitive data from the compromised network. If the victim refuses to pay the ransom, the gang threatens | n te I I | g e n C e SO u rce s
to leak or sell the stolen data, potentially causing reputational or compliance issues.

3. Exploit Kits and Vulnerabiities: LockBit Gang utilizes exploit kits like Fallout and Spelevo 10 exploit vulnerabilities in

software, web servers, or remote desklop protocols. 4| They often target unpatched systems or known vulnerabilities to ° Receive a n AI I n sig hts s u m m a ry Of yo u r

gain initial access to a network. &

it e b A ol unique Threat Map, providing deeper
visibility into threat intent and opportunities,

5. Ransomware-as-a-Service (Raa5) Model: LockBit Gang operates as a Ransomware-as-a-Service (RaaS) model,

e along with recommended actions for

It's impertant to note that threat actors continuously adapt and refine their techniques, so the methods used by the fa Ste r re S p O n S e .

unauthorized access to RDP and subsaquently compromise the network

LockBit Gang may evlve over time.

Contact us to schedule a discussion on how
you can get ahead of the NIS2 Directive and
protect your business.

ABOUT RECORDED FUTURE

Recorded Future is the world’s largest threat intelligence company. Recorded Future’s Intelligence Cloud provides end-to-end intelligence across adversaries,
infrastructure, and targets. Indexing the internet across the open web, dark web, and technical sources, Recorded Future provides real-time visibility into an
expanding attack surface and threat landscape, empowering clients to act with speed and confidence to reduce risk and securely drive business forward.
Headquartered in Boston with offices and employees around the world, Recorded Future works with over 1,700 businesses and government organizations across

more than 75 countries to provide real-time, unbiased, and actionable intelligence.

Learn more at recordedfuture.com
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