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1 IBM Cost of a Data Breach 2023

The NIS (Network and Information Systems) Directive was established by the European Union to 
provide guidance on the cybersecurity resilience of critical infrastructure and essential services. 
The Directive focuses on: 

Implement NIS2 Directive Requirements 
with Recorded Future Intelligence Cloud

Implementation of  
robust security 
measures

Development of 
documented incident 
response plans

Prompt reporting of 
significant incidents to 
national authorities

Foster  
cross-border 
cooperation

What’s different in NIS2?

Given that NIS2 will impact even more sectors than previously and includes new recommendations 
and requirements, it’s suggested that organizations start preparing for compliance.

Increased focus on supply chains and third-party risk 
66% of organizations are not confident their vendors would notify them of a data breach1 and 15% 
of breaches identified a supply chain compromise as the source of a data breach It is not sufficient 
to just be aware of internal risks to mitigate attacks. 

• Gain a real-time view of the cyber risks 
organizations face.

• Identify emerging threats to your third 
parties with real-time alerts on security 
incidents, breaches, and a wide variety of 
risky security practices

• Protect your organization from emerging  
risk with access to Recorded Future’s 
exclusive sources

• Enhance third-party assessment quality and 
speed with quantitative risk scores 
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Incident Reporting
Under NIS2, organizations may be required to submit an early warning within 24 hours of any 
significant incident and a full notification report within 72 hours, which needs to include the 
assessment of the incident, severity and impact, and related IOCs. 

• Access valuable insights into  
potential incidents

• Equip users with essential information, 
updated in real time, on their threat 
landscape and accelerate research when 
potential incidents occur.
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Accountability of the management
NIS2 outlines management’s responsibility for the cybersecurity maturity of their organization. 
One way for management to take a more active role is by understanding the risk to your business 
through regular risk assessments.

63% of confirmed data breaches involved 
weak, default, or stolen passwords. Recorded 
Future Identity Intelligence helps security 
and identity teams proactively prevent 
unauthorized access and takeover of accounts. 

• Recorded Future’s Threat Maps provides 
automated analysis of threat actors targeting 
your enterprise.Visualize the most dangerous 
threats that have an opportunity to harm 
your organization 

• Automatically track changes over time to 
better prioritize countermeasures 
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• Reduce time spent searching, summarizing, 
and writing reports by hours. 

• Recorded Future AI answers your questions 
about threat patterns, implications, and 
intelligence sources

• Receive an AI Insights summary of your 
unique Threat Map, providing deeper 
visibility into threat intent and opportunities, 
along with recommended actions for  
faster response. 

Use of innovative technologies
The NIS2 Directive actively promotes the adoption of cutting-edge technologies, particularly 
artificial intelligence, within organizations. The Directive emphasizes the strategic utilization of 
innovative tools to enhance the identification and mitigation of cyber threats, while increasing 
efficiency and effectiveness of resources. 

Contact us to schedule a discussion on how 
you can get ahead of the NIS2 Directive and 

protect your business. 

ABOUT RECORDED FUTURE 

Recorded Future is the world’s largest threat intelligence company. Recorded Future’s Intelligence Cloud provides end-to-end intelligence across adversaries, 
infrastructure, and targets. Indexing the internet across the open web, dark web, and technical sources, Recorded Future provides real-time visibility into an 
expanding attack surface and threat landscape, empowering clients to act with speed and confidence to reduce risk and securely drive business forward. 
Headquartered in Boston with offices and employees around the world, Recorded Future works with over 1,700 businesses and government organizations across 
more than 75 countries to provide real-time, unbiased, and actionable intelligence. 

Learn more at recordedfuture.com
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