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SENTINEL

HORIZON DNI Sentinel Horizon + Recorded Future

The Office of the Director of National Intelligence (ODNI) initiated a transformative 5-year collaboration with Recorded
Future, set to revolutionize intelligence access and sharing across the U.S. Intelligence Community (IC). This partnership
grants members of the U.S. IC unprecedented access to historical and real-time intelligence on cyber and geopolitical
developments, marking the largest infusion of unclassified intelligence in U.S. IC history.

What Resources are Available?

U.S. Intelligence Community members can leverage the following threat intelligence resources from Recorded Future's
Insikt Group, our in-house intelligence analysis and production team:
e Unclassified, cyber and geopolitical threat intelligence reporting

e Unclassified RFls (submitted through the Sentinel Horizon PMO)

e [Requires coordination with Sentinel Horizon PMO and Recorded Future] Unclassified threat briefings

e [Requires contract modification] Unclassified, commercial cyber threat intelligence data

° [Requires contract modification] Recorded Future's SaaS platform access - trial licenses readily available
Available Report Types Examples
Nation-State Threat Activity Reports Tactical to strategic geopolitical and cyber
Investigations and monitoring of state-sponsored military and cyber operations, TTPs, threat actor | reporting on China, Russia, Iran, North Korea and
profiles, and cyber campaigns. others. Chinese military and procurement activity.
Cyber Crime Reports Ransomware trend analysis across sector / criminal
Tracking of cybercriminal groups, their methods, and activities on underground markets and forums. | gang profiles, Dark web fraud schemes analysis.
Geopolitical Intelligence Reports Tactical to strategic reporting, information
Analysis of geopolitical developments impacting cyber and national security, like political crises, | operations, analysis of geopolitical events driving
conflicts, and sanctions. cyber activity. Counterterrorism, global conflicts.
Vulnerability Intelligence Reports Analysis of zero-day vulnerabilities and exploitation

Identification and analysis of emerging and active software vulnerabilities, exploit trends, and patch |trends by ransomware groups.
information.

Threat Landscape and Trends Reports Yearly or quarterly threat summaries, Emerging
Broader threat landscape analysis covering prevalent and emerging cyber threats across industries. | threat trends and evolution of attack methods.

Accessing Recorded Future Reporting: U.S. Intelligence Community members can access over 56k (and growing)
Recorded Future reports via NextGenTrident. Requests for custom, unclassified RFI responses must be coordinated
through DNI's Sentinel Horizon PMO.

Reliable Intelligence: Recorded Future delivers actionable intelligence from a vast range of trusted sources, including
open web, dark web, and technical sources. We enable organizations to anticipate threats and make informed decisions
by delivering real-time, accurate insights that have been thoroughly analyzed and cross-referenced for reliability.
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ABOUT RECORDED FUTURE

Recorded Future is the world's largest threat intelligence company. Recorded Future's Intelligence Cloud provides end-to-end intelligence across
adversaries, infrastructure, and targets. Indexing the internet across the open web, dark web, and technical sources, Recorded Future provides
real-time visibility into an expanding attack surface and threat landscape, empowering clients to act with speed and confidence to reduce risk and
securely drive business forward. Headquartered in Boston with offices and employees around the world, Recorded Future works with over 1,800
businesses and government organizations across more than 75 countries to provide real-time, unbiased and actionable intelligence.

Learn more at recordedfuture.com.
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