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Law Enforcement Action Against Ransormware Ecosystem
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https://www.jdsupra.com/legalnews/representatives-of-over-30-nations-to-1481874/
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Healthcare Ransomware Attacks 2021
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Ransomware Attacks Against Schools
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State and Local Government Ransomware Attacks

Rest of the Year
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https://www.cpomagazine.com/cyber-security/after-a-short-summer-vacation-revil-ransomware-group-shows-signs-of-returning-to-business/
https://www.cpomagazine.com/cyber-security/after-a-short-summer-vacation-revil-ransomware-group-shows-signs-of-returning-to-business/

Vietims Posted to Ransomware Extortion Sites in 2021

ZH
2

81 6:2021A 2HM9)0] giet YALO|Eof| A[A|El T|8HX} (ZH: Recorded Future)

A AlIZE2 AU O] S20| LS A[ZH0] OfL|2f MIBHALt o=t FALO|E0i| Al AlZto|2t= Fof F2lsHof
SLICH AT S 2 B 0] et LAMO|E0f AHA == TIBHAt =7t HE 0| XA = Zea felstl ASLICE

MO SAT FH 0] B ALO|E AAZ AtO[Q] EtO| S A7l 2 &fA 1@ Valéry Riell-Marchive
= CH33 20

“.. A7t 2 HI2E RaaS(Ransomware-as-a-Service) 2t CHO{ Xt affiliate, A YO IHUXEZ22E MHIAH
MRS CHOJRIOL SAHE Stz S R0 et AZEAF= 00| A S E] 474 7EX| CHFRLICE O2| 1 ofFHof ot
HE SHS A2 Mol gl UM TISHAHE0| YE AIZOIA] LIEFLEY | A[ZFHSLICE Ol= X[Ho| &M & &

= ASE Aolguct”

A1 ALO|E AHIAl Ato[Q XA Z 28l O|2{et 32 & &7t U2 2021 &Et7|of
7101 2f2} AFO|EO|| AA=|AS 7H5 O] UELITH SHA|RE AR 2419l 0 S2{1t &8f ALO|E A|A|
AROOl| &EHoE A|ZEREZE QICHSHEHEE, O] 4RO 2= 2021'F SHEFZ|0f] M BN QI 24 0] 3 A0 o= ATt

Ol= 2 ALIE FH7F S| H:Y0 SAH Tl +AstD A= B AN LSEHUASLICH A0
SZ0| g9 AO|E0i| AIAE AIFR HH= SH0| ZHASE Aol Xto|E dMEH O3 74 20| 0fR CHE 2

7Hel Efdetelo] EAIELICH

-}I-Recorded Future’

4 Recorded Future’ | www.recordedfuture.com



Ransomware Attacks in Germany by Month (2021)
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Attack Date & Posting Date Difference in Germany (2021)
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https://www.washingtonpost.com/technology/2021/07/27/fbi-congress-ransomware-laws/
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Ransomware Attacks in France 2021
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https://www.themanufacturer.com/articles/manufacturers-face-a-significant-cybersecurity-risk-from-ransomware/
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Ransomware Attacks in France: Publicly vs Privately Reported
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ABOUT RECORDED FUTURE

Recorded Future is the world’s largest provider of intelligence for enterprise security. By combining persistent and pervasive automated data collection and analytics with human analysis,
Recorded Future delivers intelligence that is timely, accurate, and actionable. In a world of ever-increasing chaos and uncertainty, Recorded Future empowers organizations with the visibility they
need to identify and detect threats faster; take proactive action to disrupt adversaries; and protect their people, systems, and assets, so business can be conducted with confidence. Recorded Future
is trusted by more than 1,000 businesses and government organizations around the world.

www.recordedfuture.com N @RecordedFuture
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https://www.businessreport.com/business/cost-of-cyber-insurance-rising-rapidly-as-attacks-increase
https://securityintelligence.com/articles/spend-wisely-cyber-resilient/

